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Abstract: Quick Response (QR) codes, extensively employed due to their compatibility with smartphone technology and the
technological advances of QR code scanners, have become a crucial aspect of modern life. With the ever-increasing adoption and
utilization of QR codes in various real-life contexts, finding effective and efficient security mechanisms to maintain their integrity
has become paramount. Despite their popularity, QR codes have been exploited as potential attack vectors through which attackers
encode malicious URLs. Such attacks have become a critical concern, necessitating effective countermeasures to mitigate them. In
response to this pressing issue, this research paper introduces QR Shield, a dual machine learning-based model designed to address
the security vulnerabilities inherent in QR codes. Following extensive testing of multiple machine learning algorithms, two of the
most promising algorithms have been integrated into this model, namely the Random Forest (RF) and XGBoost algorithms. The
QR Shield employs these sophisticated machine learning algorithms to accurately identify and detect malicious URLs embedded
within QR codes, utilizing a benchmark dataset of URLs. Through rigorous evaluation using four key metrics, the effectiveness
of the QR Shield is demonstrated, with experimental results showcasing an impressive accuracy rate of 96.8%. Based on these
outcomes, the QR Shield exhibits a high potential to detect malicious URLs embedded within QR codes, which confirms the ability
to generalize the proposed QR Shield to various real-life domains and applications. Additionally, the present study contributes
significantly to the broader field of QR code security by offering comprehensive insights into the efficacy of supervised machine
learning models in enhancing QR code security and privacy, thus paving the way for future advancements in this critical area of research.

Keywords: Cybersecurity; Supervised Learning; Machine Learning Models; QR Code Security; Malicious URL; Experimental
Study

1. Introduction
Using Quick Response (QR) codes has become an es-

sential part of our daily modern lives. A QR code resembles
a barcode but is composed of small square shapes, which
give it a higher data storage capacity than traditional bar-
codes. Furthermore, when a QR code is scanned, it enables
the user to promptly retrieve the stored information, hence
the “quick response” name. The use of QR codes continues
to expand in several contexts due to the numerous opportu-
nities and advantages they offer to individuals, businesses,
and organizations. Multiple real-life domains employ QR
codes, such as business applications [1], warehousing and
healthcare [2], commercial tracking and mobile tagging
[3], advertising, mobile payments, e-ticketing [4], [5], and
numerous other contexts. Additionally, QR codes are fre-
quently implemented to encode URLs [4]. Accordingly, the
QR code has become the first preference for communicating
URLs from billboards to smartphones [5]. The origin of QR
codes dates back to 1994, with a Japanese company, Denso
Wave, playing a pivotal role in their development. Denso
Wave sought a way to provide accurate tracking of vehicle

and automotive parts during the manufacturing process [3].
To accomplish this goal, Denso Wave focused on enhanc-
ing and improving barcode technology to accommodate
Japanese characters, culminating in the invention of QR
codes. Since their inception, QR codes have been refined
and have proliferated into extensive implementations owing
to the inherent convenience of accessing the information
they contain via smartphone cameras, thereby eliminating
the necessity for specialist equipment. In conjunction with
the widespread use and diverse applications of QR codes,
they have emerged as a vector for several attacks targeting
users [4]. Kharraz et al. [6] defined QR code-based attacks
as harmful attempts to deceive individuals into scanning QR
codes that direct them to harmful content. For example,
a study [3] highlighted many security threats exploiting
QR codes, including phishing, malware propagation, bar-
code tampering and imitation, Structured Query Language
(SQL), and command injections. Such malware propagation
is a main harmful activity associated with QR codes [7].
The process of malware propagation encompasses using QR
codes by attackers to redirect individuals to malicious URLs
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that are indistinguishable by the human eye. Subsequently,
the attacker installs malware on the targeted device without
the user’s knowledge by exploiting program vulnerabilities
[3], [7]. Thus, accelerating the development of malicious
URL detection integrated into QR codes has become es-
sential for QR code security. Considering such threats, QR
code attacks have become a critical concern, necessitating
effective countermeasures to mitigate them and to preserve
the security and integrity of QR codes. Many techniques
have been proposed to safeguard QR codes from malicious
embedded URLs, such as employing encryption techniques
to protect the data embedded in QR codes [8], [9], [10],
[11] or utilizing secure QR code generators and scanners
that provide built-in malicious content detection capabilities
[12], [13], [14], [15], [16]. This study aims to introduce
and examine the efficacy of a dual machine learning-
based model to recognize malicious URLs embedded in QR
codes. The proposed dual model described in this article is
referred to as QR Shield. This QR Shield combines two ma-
chine learning classifiers, Random Forest (RF) and Extreme
Gradient Boosting (XGBoost), by utilizing a benchmark
dataset consisting of four different types of URLs [17]. Our
endeavor is to present our contributions to the field in the
following manner:

• Develop a dual machine learning approach, named
a QR Shield, capable of accurately detecting and
preventing malicious URLs embedded within QR
codes, enhancing user security.

• Evaluate the efficacy of the QR Shield model in
identifying malicious URLs embedded within QR
codes by employing classification metrics on a com-
prehensive dataset of diverse URLs.

• Assess the effectiveness of the QR Shield model in
real-world scenarios.

• Demonstrate how the QR Shield model can be imple-
mented in real-world applications to mitigate security
vulnerabilities associated with QR codes.

The following portions of this paper are organized as
follows: Section 2 presents a brief background, and Section
3 reviews the relevant literature. Section 4 provides a
comprehensive explanation of the methodology, and Section
5 presents a deep explanation of the experimental setup and
the evaluation of the outcomes. The results are presented
and discussed in Section 6, followed by exploring potential
future research directions and the conclusion in Section 7.

2. Background
This section aims to introduce the pertinent theoretical

terms and concepts regarding barcodes and QR codes.
Two-dimensional (2D) barcodes are an improvement of
the functionality and features of traditional barcodes (1D),
including two key aspects: data capacity and robustness
[18]. Such improvements have significantly enhanced the
quality of barcodes for industrial and economic purposes.

Researchers and businesses have investigated the integration
of 2D barcodes to store data with smartphones incorporating
built-in cameras to scan and decode data. This integration
has resulted in numerous applications, one of which is
that the 2D barcodes facilitate accessible communication
between physical objects and digital realms [3]. Moreover,
2D barcodes operate as portable databases, enabling users’
seamless access to information [19]. Given the diverse
needs in the realm of 2D barcodes, there are several types
available, including QR code, VSCode, and Data Matrix
[19]. The most common type of 2D barcode is the QR code,
which is a machine-readable code that stores data in a grid
of squares and dots organized in a specific pattern. Due to
their distinctive qualities, such as the ability to store much
data, encode different kinds of data [5], and rapid scanning
capability [20], QR codes are widely used to encode many
forms of data, such as symbols, binary data, control codes,
and multimedia data [19]. Moreover, URLs can also be
encoded and stored within QR codes [4]. Table I displays
different data types that can be stored within QR codes,
along with their corresponding character size.

Structurally, a QR code consists of square modules
organized in an array. These are surrounded by quiet area
borders, which, in turn, provide accurate barcode reading
[21]. Additionally, the structural characteristics of QR codes
comprise two primary components: function patterns and
encoding regions [3]. Function patterns, located in specific
places within the QR code, assist the QR code scanners
in correct recognition and orientation for decoding [21].
There are four function patterns: finder, separator, timing,
and alignment. The encoding region stores version infor-
mation, format information, and data and error-correcting
codewords. Figure 1 shows a visual representation of the
primary structural features of a QR code.

There are 40 unique versions of QR codes, each encom-
passing a range of variations. Version 1 has dimensions
of 21x21 modules, from which 133 units can be used to
store encoded data, while version 40 releases the largest
QR code, with dimensions of 177x177 modules and 4296
units that can be used for encoding alphanumeric characters
[21]. Despite such variation, all these versions have the
same structural attributes but are used for different purposes.
For example, smartphone applications exclusively utilize
QR code versions 1 through 10 due to camera restrictions
[19], such as resolution, optical zoom, and autofocus [22].
According to [23], the QR codes are readable from various
angles, allowing for successful data decoding even in the
presence of partial coverage or damage to the code. This
capability is due to the use of powerful error correction
based on Reed–Solomon codes [5]. There are four error-
correction levels: Low (L 7%), Medium (M 15%), Quartile
(Q 25%), and High (H 30%); the percentages indicate the
data restoration rates for total codewords [19]. If the error
correction level is high, the area reserved for error cor-
rection codewords will increase, whereas the area reserved
for actual data will decrease; thus, error correction level
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TABLE I. Data types and sizes storable in the QR code

Data type Character Size

Numeric data 7,089
Alphanumeric data 4,296

Binary data 2,953
Japanese Kanji and Kana data 1,817

Version
Information

Format
information

Data and Error
Correction Codewords

Alignment Pattern

Timing Patterns

Separator

Finder Patterns

Function Patterns

Quiet Zone

Encoding Region

Figure 1. The structure of QR code [21]

L is usually preferred [4]. Due to their ability to encode,
store, and provide easy retrieval of a large amount of data,
QR codes are widespread in numerous fields. Despite the
numerous benefits of QR codes in our daily lives, their
popularity has made them a popular target for attacks [4],
[24]. Attackers often employ the malicious QR codes that
direct users to malicious links [4]. There are two key attack
vectors to exploit QR codes:

• The attacker substitutes the legitimate QR code with
a malicious one by superimposing it on top of the
original QR code.

• The attacker alters specific modules of the QR code.
This approach involves modifying the encoded con-
tent by changing the color of a particular module in
the QR code, which redirects the user to malicious
content upon scanning [24].

The increasing popularity of QR codes and of user
attacks that exploit such popularity necessitate the enhance-
ment of QR code security by designing and implementing
effective mechanisms to mitigate QR code threats and
counter potential attacks.

3. Literature Review
In response to the growing number of potential at-

tacks exploiting and targeting QR codes, numerous studies
have been published offering several security measures to
improve QR code security. This section discusses current
advanced research on countermeasures and approaches used
to protect and preserve QR codes. Several QR code scanners
provide scanning services; some also include security mea-
sures to protect users from potential URL threats, whereas
others lack security safeguards. Building on the analysis
conducted by [11] on QR code security services, Section
3-A presents cryptographic-based approaches, while Section
3-B presents URL-based approaches.

A. Cryptographic-Based Approaches
Cryptographic-based approaches are used in QR code

scanners to encrypt, sign, and manage access to the QR
content, guaranteeing the confidentiality and privacy of the
QR codes [11]. Bani-Hani et al. [8] proposed a secure
QR code system that generates and reads QR codes. The
system ensures data integrity by utilizing a Digital Signature
Algorithm (DSA) and hashing algorithm, as well as by
generating a public key and a private key. Additionally, the
QR code undergoes a verification process. If the verification
is unsuccessful, a warning message alerts the users about a
malicious QR code, and they can then decide whether to use
the QR code contents. Along similar lines, Mavroeidis and
Nicho [9] proposed a cryptographic secure anti-phishing
tool for QR code attacks, referred to as a Secure QR
Code Solution (QRCS). The QRSC is a client-server-based
cryptographic system that utilizes hash functions and digital
signatures to guarantee the integrity and authenticity of QR
codes. Each QR code scanned undergoes verification using
its public key and digital signature. Upon unsuccessful ver-
ification, the QR code is classified as malicious and, hence,
is blocked and thwarted at the initial scanning phase. An
Anti-Malware Phishing Scanner (AMPS) was proposed by
Niranjan Hegde et al. [10] that provides a QR code scanner
with built-in capabilities to detect malicious content. The
AMPS scanner also incorporates encryption and decryption
features for QR codes, employing the Advanced Encryption
Standard (AES) mechanism. Wahsheh and Luccio [11]
introduced BarSec, which is an extensive barcode scanner
that uses both symmetric and asymmetric cryptographic
techniques to create and scan secure barcodes. Further-
more, BarSec provides a range of security functionalities,
encompassing barcode authentication, data integrity, con-
fidentiality measures, and access control; consequently, it
can generate and read QR codes securely. Despite such
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possibilities, adding security features to QR code scanners
can be challenging for several reasons, including the use of
inadequate key lengths and weak encryption and decryption
algorithms. The most significant challenge is that the cryp-
tographic QR codes necessitate users to generate and read
QR codes using the same application [25]. Therefore, the
aforementioned challenges might clarify the reasons for the
limited adoption of cryptographic-based methodologies.

B. URL-Based Approaches
One of the most prevalent tactics targeting users devices

is the incorporation of malicious URLs into QR codes.
The existing literature proposes various technologies to
detect malicious URLs, including artificial intelligence (AI)
approaches and black- and whitelists [11]. The use of black-
and whitelists, also known as the blacklist approach, is
a security URL-based approach for QR code scanners.
The blacklist approach refers to the method by which
URLs are compared against a database of known phishing
URLs [26]. Yao and Shin [12] proposed SafeQR, a QR
code scanner that can detect both phishing attacks and
malware attacks. Additionally, it attempts to find malicious
URLs by utilizing two blacklist datasets from Google Safe
Browsing [27] and PhishTank [28] through the application
programming interface (API). It also augments user per-
ceptions of security by providing a preemptive notification
before accessing the website associated with the URL,
enabling users to make informed security decisions when
scanning QR codes. As suggested by an empirical study,
warning messages serve as a proficient security indicator
to safeguard users against phishing URLs [29]. Similarly,
the work on AMPS presented by [10] was also based on
blacklist use, employing blacklist datasets from Virustotal
Service [30] via an API. Ohigashi et al. [31] proposed
detection methods for fake QR codes and also accounted for
environmental changes. Their approach works to classify
whether the QR code is fake or legitimate by analyzing
the information acquired from the error-correcting process.
Three detection methods were proposed, each handling
different error usages; consequently, the combination of
the proposed methods showed more robust results than
utilizing a single detection method. Several researchers have
demonstrated the significant efficiency of AI techniques in
the detection of malicious URLs embedded in QR codes.
As part of AI, the adoption of machine learning techniques
with generalization and resilience against actual attacks
has become the dominant detection method for malicious
URLs [32]. The study conducted by Al-Zahrani et al. [13]
confirmed the efficacy and capability of AI in detecting
suspicious content and malicious URLs embedded in all
barcode types. The researchers introduced a robust and
secure AI-based barcode scanner called BarAI. Of the
five AI classifiers used, the DT classifier achieved the
highest performance in identifying and detecting malicious
barcode links, with an accuracy rate of 90.24%. Similarly, a
comprehensive investigation was conducted by Shantanu et
al. [14] to assess the performance of seven machine learning
classifiers in the detection of malicious URLs; the RF

classifier demonstrated superior performance compared to
the other classifiers, achieving an accuracy rate of 92.65%.
Another study employed four machine learning classifiers
to implement a secure QR code scanner to detect mali-
cious URLs; the bidirectional Long Short-Term Memory
(LSTM) classifier achieved the highest performance, with
an accuracy rate of 83.79% [15]. Rafsanjani et al. [16]
proposed QsecR, an Android application designed to offer
QR code scanning functionalities that prioritize security
and privacy based on malicious URL detection. QsecR
analyzes the URL associated with each scanned QR code,
focusing on its feature values. The overall feature values
are aggregated to determine a final score, which is then
compared to a predefined threshold value. If the final score
is below the threshold, the URL is classified as benign;
otherwise, the URL is classified as malicious. According
to their experimental outcomes, the QsecR demonstrated a
detection accuracy rate of 93.50%.
While scholarly research on QR code security and privacy
is growing in several directions, there is still a need to
enhance the performance of the existing models. This gap
is particularly notable given the widespread use of QR
codes, as QR code attacks have numerous consequences
for both users and devices. Therefore, the study aims to
fill this gap by introducing the QR Shield, a dual machine
learning model. The QR Shield is designed to accurately
detect and prevent malicious URLs embedded within QR
codes, protecting users from potential malicious attacks.

4. Methodology
The identification of malicious URLs embedded in repli-

cated QR codes involves a classification process in which
supervised machine learning techniques are employed to
categorize raw URLs into various classes. As illustrated in
Fig. 2, the workflow of the proposed dual model, QR Shield,
begins with acquiring a QR code image. Subsequently, the
image is decoded to reveal the embedded URL, which is
then extracted. QR Shield, a meticulously designed dual
model that integrates RF and XGBoost algorithms, plays
a central role in safety assessment. It thoroughly analyzes
the URL for safety attributes. If the URL is deemed benign
or safe, the user is seamlessly redirected to the URL. If
the URL fails the safety assessment, a warning message
is promptly displayed. This structured workflow ensures
a systematic safety evaluation and elevates a secure user
experience while leveraging the novelty of the QR Shield
model.

The methodology section comprises several critical sub-
sections, each contributing significantly to the development
and implementation of the QR Shield model for QR code
safety assessment. These subsections encompass dataset
interpretation, data preprocessing and feature extraction, the
selection of machine learning algorithms, and the execution
of the QR Shield model.

A. Dataset
The proposed approach relies on a benchmark dataset

called Malicious URLs [17], which contains a total of
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Figure 2. A flowchart of QR Shield

651,191 URLs. This extensive dataset encompasses various
URL categories, including 428,103 benign URLs, 96,457
defacement URLs, 94,111 phishing URLs, and 32,520 mal-
ware URLs. The dataset consists of two primary columns:
’URL’ and ’Type’, where ’Type’ indicates the class of
maliciousness.

B. Data Preprocessing and Feature Extraction
Before model development, the URL dataset undergoes

a comprehensive data preprocessing procedure to achieve
data normalization. This process involves applying the
MinMaxScaler technique, which transforms numerical data
into a specific range, typically between 0 and 1. MinMax
scaling primarily aims to standardize the scales of various
features within the dataset, thus enabling direct comparisons
and mitigating the influence of features with larger scales
on the analysis [33]. Eq. 1 provides the representation of
the MinMaxScaler formula.

Xnormalized =
X − Xmin

Xmax − Xmin
(1)

Feature extraction techniques are then applied to trans-
form the URLs into a structured format that enables ef-

fective analysis by the machine learning models, thereby
enhancing overall performance. In a research study [34],
the primary attribute groups for identifying malicious URLs
were defined as follows:

• Lexical Features: These encompass path average, av-
erage token count within the domain, maximum token
length, URL length, and main domain attributes.
Lexical features provide valuable insights into the
structure of URLs.

• Network-Based Characteristics: Derived from URL
host information, these attributes reveal details about
server behavior, identity, and their contribution to the
classification of malicious URLs.

• Content-Based Characteristics: These features are ob-
tained from web page content upon downloading, thus
raising security concerns and requiring extensive data
extraction due to their high data load.

In this research, lexical features are extracted from
raw URLs. Table II provides a description of the key
features that serve as input attributes for the model. The
choice of lexical features in this research is guided by their
effectiveness in capturing essential information from raw
URLs, which makes them highly valuable for the machine
learning model. These features function as a key factor
in distinguishing between benign and malicious URLs by
highlighting patterns and anomalies indicative of mali-
cious intent. By incorporating lexical features, the proposed
approach aims to enhance the machine learning model’s
capability to make well-informed decisions by considering
URL characteristics. These features simplify the model’s
interpretation of raw text data, thereby contributing to ac-
curately classifying URLs as benign, defacement, phishing,
or malware.

1) Exploratory Data Analysis
This section examines the feature distributions across the

four URL classes. A notable observation from the analysis
of the ’checking ip address’ feature is that only malware
URLs exhibit the presence of IP addresses, as shown in
Fig. 3. Furthermore, the examination of the ’abnormal url’
feature reveals that defacement URLs display a notably
higher distribution, as presented in Fig. 4.

Fig. 5 demonstrates that, for the’suspicious urls’ fea-
ture, benign URLs show the highest distribution, followed
by phishing URLs. This trend is attributed to the compo-
sition of suspicious URLs, which often include transaction
and payment-related keywords such as PayPal, login, bank,
account, or free. The prevalence of such keywords in benign
URLs, typically corresponding to genuine banking and
payment-related websites, results in the highest distribution
within this category.
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TABLE II. Features extraction for malicious URLs dataset

Lexical Group
ID Feature Data Type Description
1 checking ip address Boolean Checks if an IP address replaces the domain name
2 abnormal url Boolean Identifies irregular URL patterns
3 google idx Boolean Verifies if the URL is indexed by Google Search Console
4 count dot Numeric Number of dots in URL
5 find www Numeric Counts ’www’ occurrences in the URL to identify anomalies
6 count at Numeric Counts the ’@’ symbol in the URL
7 find dir Numeric Counts the number of directories in the URL
8 no of embed Numeric Counts the occurrence of ’//’ in the URL
9 shortening service Boolean Detects the use of URL shortening services

10 count https Numeric Detects the presence or absence of HTTPS in the URL
11 count http Numeric Counts the ’HTTP’ occurrences in the URL
12 count per Numeric Counts the occurrence of the ’%’ symbol in the URL
13 count ques Numeric Counts the occurrence of the ’?’ symbol in the URL
14 count dash Numeric Counts the occurrence of the ’-’ symbol in the URL
15 count equal Numeric Counts the occurrence of the ’=’ symbol in the URL
16 url length Numeric Measures the length of the URL
17 hostname length Numeric Evaluates the length of the hostname
18 suspicious words Boolean Checks for the presence of suspicious words
19 digit count Numeric Counts the number of digits in the URL
20 letter count Numeric Counts the number of letters in the URL
21 count special chars Numeric Counts the occurrence of special characters in the URL
22 fd length Numeric Determines the length of the first directory in the URL
23 tld length Numeric Measures the length of the toplevel domain (TLD) in the URL
24 secure http Boolean Indicates whether the URL uses a HTTPS protocol

Figure 3. Distribution of the use of IP

C. Machine Learning: Algorithms Selection
The supervised machine learning method of classifica-

tion entails the input of a labeled dataset into a model.
The model is equipped with prior knowledge regarding the
training dataset, which may consist of both structured and
unstructured data. The procedure consists of several key
steps, including data preprocessing, model training, and
data classification. Notably, in the context of this research,
feature engineering plays a pivotal role as a mandatory step.
Feature engineering is employed to extract relevant features
or labels that facilitate a more effective understanding
of the underlying data patterns, subsequently improving
the overall classification process, as described in section
4-B. While labels are relevant to each dataset, the classes
collectively encompass the entirety of the dataset. Numer-
ous studies and applications have investigated employing
machine learning methods to identify malicious URLs [13],
[16], [34], [35], [36], [37]. In the machine learning model

Figure 4. Distribution of abnormal URLs

selection domain, XGBoost is the primary choice due to
its accelerated execution and competitive performance com-
pared to leading algorithms [38]. An extensive evaluation of
various classifiers, including Decision Tree (DT), Logistic
Regression (LR), Naı̈ve Bayes (NB), RF, and K-Nearest
Neighbor (KNN), was conducted to rigorously assess their
classification accuracy. Table III illustrates the overall per-
formance of the designated classifiers, utilizing weighted
evaluation across all four classes.

Based on this analysis, RF emerged as the most accu-
rate classifier, leading to its selection as a complementary
component to the XGBoost classifier in developing the QR
Shield model. This research utilizes RF and XGBoost, ,
well-known supervised machine learning techniques [39],
[40].
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TABLE III. Classifiers performance overview

Classifier Accuracy Precision Recall F1 Score
DT 0.958 0.96 0.96 0.96
LR 0.841 0.82 0.84 0.82
NB 0.815 0.82 0.82 0.81
RF 0.966 0.97 0.97 0.97

KNN 0.944 0.94 0.94 0.94

Figure 5. Distribution of suspicious URLs

1) Random Forest Algorithm
Random Forest is a group learning technique regularly

employed in supervised classification and regression tasks.
This approach involves constructing a diverse collection of
DTs during training and returning the class label or mean
prediction (in regression) derived from the individual trees.
The RF classifier, a specific form of ensemble learning,
fits numerous DTs on different data subsets, resulting in
a composite model composed of these trained DTs. Due
to its parallel architecture, the RF classifier outperforms
standalone DTs, effectively mitigates overfitting issues in
most scenarios [41], and excels in terms of speed in contrast
to alternative state-of-the-art classifiers [42]. Nonetheless, it
is important to recognize that the training process for the
RF classifier can be computationally demanding, rendering
it less suitable for real-world applications [39].

2) XGBoost Algorithm
Extreme Gradient Boosting, or XGBoost, is an advanced

software system that leverages the power of Gradient Tree
Boosting [43], thereby enabling the efficient management of
large-scale machine learning tasks. Its remarkable predictive
capabilities and streamlined training procedure have led
to its consistent success across various applications and
domains. The core concept of this algorithm is its contin-
uous integration of new trees and the dynamic partitioning
of features to facilitate tree expansion. A new function
is learned to efficiently model the most recent anticipated
residual when each tree is added, thus contributing to its
remarkable performance in predictive analytics and data-
driven decision-making [40].

D. Implementation of Proposed Model
In pursuing an improved and resilient QR code security

classification system, QR Shield employs a dual model that
consolidates the strengths of two distinct classifiers through
ensemble stacking techniques. This collaboration aims to
enhance the overall accuracy and robustness of QR Shield.

In the context of stacking, the algorithm combines pre-
dictions from various machine learning algorithms. Initially,
all other algorithms undergo training with the available
dataset. Subsequently, the combinator algorithm is trained
to produce a conclusive prediction by incorporating the
predictions of these algorithms as supplementary inputs
[44].

The stacking classifier within QR Shield encapsulates
the collaborative efforts of the base models and the meta-
model. During the training phase, predictions from the
base models serve as inputs for the meta-model, which
intelligently learns to weigh and combine these predic-
tions by leveraging the distinctive strengths of each base
model. This stacking technique significantly enhances the
predictive accuracy of QR Shield compared to traditional
ensemble boosting and bagging methods. The meta-model
adeptly adjusts to the complexity and subtlety of the base
model outputs. The resulting ensemble, consisting of both
the base models and the meta-model, encapsulates a holistic
understanding of QR code security characteristics.

The model composition of QR Shield is fortified by two
machine learning classifiers: RF and XGBoost algorithms.
This ensemble forms the foundation of QR Shield. Addi-
tionally, a meta-model, specifically an XGBoost classifier, is
introduced to integrate the predictions produced by the base
models. The role of the meta-model is to refine individual
predictions, thereby enhancing the overall classification
accuracy. For further insights into implementing both the
base and meta-models, refer to Listing 1 displaying the
corresponding code snippet.

Listing 1. QRShield classifier initialization
1 from sklearn.ensemble import

RandomForestClassifier
2 from xgboost import XGBClassifier
3 from sklearn.ensemble import

StackingClassifier
4 base_models = [
5 (’random_forest’, RandomForestClassifier(

n_estimators=100, eta=0.05)),
6 (’xgboost’, XGBClassifier(n_estimators

=100))]
7 meta_model = XGBClassifier(n_estimators=100,

eta=0.05)
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The code segments in Listing 2 instantiate, train, and
employ the stacking classifier, enabling QR Shield to har-
ness the strengths of diverse base models cohesively and
adaptively for QR code security classification.

Listing 2. QRShield classifier implementation
1 QRShield = StackingClassifier(estimators =

base_models ,
final_estimator =

meta_model)
2 QRShield.fit(X_train, y_train)
3 y_pred_QRS = QRShield.predict(X_test)

In QR Shield, the safety evaluation of a given QR
code is designed to provide users with critical insights
into the nature of the QR code’s content. The process
begins by extracting various features from the QR code,
which offers valuable information about its composition
and structure. These features include elements such as the
presence of specific URL components, character counts,
and other relevant attributes outlined earlier in section 4-B.
The central purpose of this feature extraction is to gain a
comprehensive understanding of the QR code’s character-
istics. This information is the foundation for evaluating the
QR code’s safety and reliability. The core of this safety
assessment is facilitated by a pretrained QR Shield model,
which combines RF and XGBoost classifiers. This model
has been trained on a vast dataset of QR codes, allowing
it to make informed classifications based on the extracted
features. Based on the consolidation of features, the QR
Shield model assigns one of four possible classes to the
QR code: ’benign’, ’defacement’, ’phishing’, or ’malware’.
Each class represents a distinct level of safety. A ’benign’
classification indicates a safe QR code that poses no risks to
the user. In such cases, the user is promptly redirected to the
associated URL, ensuring a secure experience. However, it
is considered potentially unsafe when the QR code falls into
the “defacement,’” phishing,” or “malware” categories. In
these instances, the model issues a warning message to the
user. This warning is a critical alert highlighting potential
security threats associated with the QR code. It urges users
to be cautious and aware of their interactions with such
codes.

Ultimately, the QR Shield safety assessment mechanism
is designed to empower users with information, enabling
them to make informed decisions about the QR codes they
encounter. It acts as a protective shield, enhancing security
and trust in QR technology.

5. Experimental Setup and Outcome Evaluation
In this study, the 80-20 splitting rule was applied to par-

tition the dataset of malicious URLs. All machine learning
models employed in this study, including RF, XGBoost, and
QR Shield, were tested using a 20% data subset not seen
during training on the remaining 80% of the data.

For the experimental setup, we used Python version 3.11
on a macOS operating system. The hardware configuration
included a 2.7 GHz Dual-Core Intel Core i5 processor

with 8 GB of RAM to ensure the efficient and reliable
execution of our machine learning experiments. To assess
model performance, four distinct metrics were utilized that
each incorporated the following variables:

• True Positives (TP): Represents the count of cor-
rectly classified malicious URLs.

• True Negatives (TN): Denotes the number of benign
URLs correctly identified.

• False Positives (FP): Signifies benign URLs incor-
rectly classified as malicious.

• False Negatives (FN): Indicates malicious URLs
mistakenly classified as benign.

Accuracy, denoted in Eq. 2, serves as an overall measure
of the method’s success in performing predictions.

Accuracy =
T P + T N

T P + FP + T N + FN
(2)

As represented by Eq. 3, precision reflects the proportion
of accurate positive predictions. A low precision value
suggests a tendency for the method to categorize even
benign URLs as malicious.

Precision =
T P

T P + FP
(3)

Recall, as expressed in Eq. 4, quantifies the ratio of
actual positive cases that are correctly identified.

Recall =
T P

T P + FN
(4)

F1 Score, represented by Eq. 5, is employed to provide
a comprehensive evaluation of model performance. The F1
Score serves as the harmonic mean of precision and recall,
thus effectively balancing the trade-off between them.

F1 S core = 2 ×
Precision × Recall
Precision + Recall

(5)

Precision and recall are integral in addressing imbal-
anced datasets in which benign URLs outnumber malicious
ones. A low recall indicates that the method is failing to
detect malicious URLs. In scenarios where the cost of
missing a malicious URL is higher than rejecting a benign
one, high recall becomes pivotal. Conversely, high recall
coupled with low precision suggests that many URLs are
incorrectly classified as malicious. Ideally, both precision
and recall should be maximized. More importantly, they
should maintain a balance to indicate unbiased and well-
rounded predictions [15].

6. Results and Discussion
The experimental results show the effectiveness of the

QR Shield model in enhancing QR code classification accu-
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racy. For individual performance, the RF classifier achieved
an impressive overall accuracy of 96.6%, while XGBoost
was not far behind, with an accuracy of 96.2%. Tables IV
and V present further detailed accuracy metrics for RF and
XGBoost, respectively.

QR Shield, which integrates these two algorithms using
the stacking technique, attained a slightly higher accuracy
of 96.8%, as demonstrated in Table VI. This outcome
underscores the successful fusion of RF and XGBoost to
improve the overall performance of QR code classification.

Confucian matrices were employed to obtain deeper
insights into the model’s performance. These matrices, dis-
played in Tables VII, VIII, and IX for RF, XGBoost, and QR
Shield, respectively, provide a detailed breakdown of TP,
TN, FP, and FN. They reinforce the notion that QR Shield is
highly promising in classifying benign and malicious URLs,
including defacement, phishing, and malware classes.

A comparison of our QR Shield classifier with previous
studies, [13] and [16], is enlightening. These previous works
achieved accuracy rates of 90.2% using DTs and 93.5%
using their proposed model of QsecR, as illustrated in
Table X, which were considered commendable at the time.
However, the exceptional performance demonstrated by QR
Shield sets new benchmarks and indicates it as one of
the leading models. It achieved the highest values for TP
and excelled in precision, recall, and F1-measure while
effectively mitigating FP rates. QR Shield is a testament
to the evolving landscape of QR code classification and
represents a significant leap forward in this domain.

7. Conclusion and FutureWork
As the utilization of QR codes has become pervasive in

our daily lives, understanding and addressing QR attacks
has become crucial to safeguarding the integrity and secu-
rity of the data encoded within QR codes as well as ensuring
the safety of users. This paper sheds light on malicious
URLs embedded in QR codes as one kind of QR code
attack. Although the investigation into detecting malicious
QR codes continues to expand in various directions, this
paper employs machine learning techniques as a major
contribution. The paper introduced QR Shield, a dual ma-
chine learning-based model that aims to enhance QR code
security. QR Shield utilizes two primary machine learning
classifiers, RF and XGBoost, on a benchmark dataset of
URLs. Additionally, it was evaluated using accuracy, pre-
cision, recall, and F1 score evaluation metrics. According
to the experimental outcomes, the proposed model achieved
an accuracy rate of 96.8%, thereby demonstrating its strong
potential for detecting malicious QR codes. However, this
study is subject to some limitations imposed by dataset
size, as the high volume of the dataset requires more
powerful computational resources for efficient and fast
implementation. Based on these findings, future research
directions could involve enhancing QR Shield’s accuracy
by integrating deep learning techniques for a more secure
QR code environment. Additionally, QR Shield could be

integrated into smart applications to promote accessibility
and usability.
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