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Abstract: Delay tolerant networks (DTNs) have recently emerged as the preferred method of transmitting data to the destination
node(DN). Furthermore, communications are sent through intermediary nodes, which impacts network security. The difficulty arises
also due to selfish nodes and malicious nodes. To improve the efficiency of the network’s transmission and reduce the number of
dropped packets, Spider-Monkey-based Node Identity Confirmation (SMbNIC) architecture has been proposed in this paper. More
than a hundred nodes are first set up in the DTN ecosystem. Each node’s energy value is determined, and fitness is used in the DTN
ecosystem to detect and eliminate selfish nodes and malicious nodes. When the proposed method’s performance is compared to that of
existing methods, it is clear that the proposed method is vastly superior in terms of reduced energy consumption, increased throughput,
decreased delay in routing packets from source to destination, reduced packet loss, and increased packet transmission rate. Using these

values, one may better construct a resilient and long-lasting network.

Keywords: Delay Tolerant Network, Energy Level, Selfish Node, Malicious Node, Forward Message, Attacks, Node Identity.

1. INTRODUCTION

Due to the impossibility of constant connection between
every node in a contemporary Wireless Network (WN),
information is sent through intermediary nodes[1]. When
this happens, data transmission fails due of packet loss and
latency in the connection[2]. In addition, DTN is crucial
for the effective transmission of messages or data[3]. Each
node in a DTN has a limited buffer memory to temporarily
hold messages until they are sent to the next node in the
chain of relays[4]. For the purpose of transmitting groups of
messages over the network, DTN provides options such epi-
demic routing, Spray, direct delivery, PROPHET (Probability
Routing Protocol using History of Encounters and Tran-
sitivity), and wait for transferring bundles of messages
in the network[5]. High error rates, intermittent connec-
tion, variable or extended latency, asymmetric data rates,
confusing mobility patterns, and data loss are the most
problematic occurrences during data transmission over a
DTN[6]. The most common way to describe a DTN now is
as a collection of disparate nodes[7]. It has highly mobile
nodes with abundant resources that only broadcast a little
amount of data[8]. The nodes of DTN are used to carry
store and forward information to the destination node[9].
During the transmission process, messages are transferred
over intermediate nodes which affects security problems in
the network because of some selfish node[10]. Because of
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Figure 1. Layered architecture of DTN

the limited resource such as storage capacity and energy it
may drop messages[11]. It consists of three layers Bundle
Layer (BL), Link Layer (LL), and application layer which
are shown in figure 1 [12].

Subsequently, the bundle layer is used for transferring
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the message to the intermediate nodes and the application
node is used for providing user connectivity with other
layers[13]. Over unreliable wireless links, DTN is cate-
gorized through frequent disconnection, high end-to-end
latency, and opportunistic communication[14]. Moreover,
DTN is comprised of mobile nodes which are suffering
opportunistic communication, regularly changing network
topology because of the absence of end-to-end connectivity,
and sparse connection[15]. As well, DTN contains two
uncooperative nodes such as a malicious node and a selfish
node[16]. Consequently, the selfish node is reluctant for
forwarding packets to the destination using other nodes[17].
Also, the malicious node can attack the system by in-
terrupting the operation of the network[18]. As well, the
identification of malicious and selfish nodes is the most
challenging task in DTN[19]. The network performance
is based on routing protocol, and the identification of
security breakage and the presence of malware is the most
difficult task[20]. So,there is a need to create a model
for optimising safe routes in the DTN that can identify
selfish and malicious nodes. The following is an exhaustive
summary of the proposed model’s primary contributions.

e [Initially, the required number of nodes is created
with a few selfish and malicious nodes in the DTN
environment.

e Hereafter, novel SMbNIC framework is designed with
a suitable parameter for monitoring the DTN.

e Accordingly, fitness is updated in the DT environment
to check and identify the selfish or malicious nodes.

e During the identity verification process, if the node
energy level is not matched to the normal node
energy, selfish or malicious node is detected.

e At last, the achieved results of the proposed model
are compared with existing techniques with respect to
throughput, delay, energy consumption, packet loss,
and packet delivery.

The rest of this paper is structured as follows: In Section
2, we discuss previous efforts in the same general area.
Methods are described in further depth in Section 3. The
findings are discussed in Section 4, and comparisons to
other methods and the proposed model are made in Section
5. The study is then wrapped up in Section 6.

2. RELATED WORK

The following are descriptions of a few current literature
reviews based on DTN security:

A bitcoin-based, secure incentive mechanism for coop-
erative vehicular DTN services was predicted by Youngho
Park et al.[21]. Moreover, bitcoin is widely recognised
as a leading global cryptocurrency and digital payment
system. During implementation, the cryptographic tech-
nique is making the possibility of developing a credit-based

incentive system at a low cost. But the attack rate is high
when comparing other existing techniques.

The nodes of DTN carry, store and forward the infor-
mation or data to the destination node. During the transmis-
sion, security issues take place due to some selfish nodes.
Atul Sharma et al.[3] developed a backtracking algorithm
based on DTN for contrasting selfish nodes. The developed
algorithm helps distribute partially mannered nodes. The
performance of the established results is compared with
existing techniques. However, the packet drop ratio is found
high.

DTN is one of the kinds of recurrently connected
networks featured over intermittent connectivity, long delay,
and asymmetric data. L. Wu et al.[22] offered a spray
approach based on the social crisis for improving the routing
algorithm. Based on the social crisis, the developed tech-
nique selects the next hop which enhances the performance.
Multiple pieces of spray message are sent during the waiting
period, delivering the redundant message over a secure route
with a high error rate.

To improve the stable delivery service of the variable
network in outlying areas, Yining Hu et al.[23] recom-
mended using digital payments based on the blockchain.
The developed model’s primary function is to facilitate data
transmission inside the base station by providing stable
access to the regional network. However, the packet delivery
rate is less compared to other techniques.

Sujoy Saha et al.[24] developed time efficient and
lightweight routing system to detect the attacks present
in the routing protocol. Moreover, a new trusted node is
utilized to transfer all information through a long range of
connectivity. Additionally, simulation is achieved with an
improved ONE simulator that reveals the enabled connec-
tion between trusted nodes. But the main problem in the
developed model is slow detection and high overhead which
causes the less packet delivery rate.

3. PROPOSED METHODOLOGY

Spider monkeys communicate their thoughts and feel-
ings via body language, including sexually receptive and ag-
gressive stances. When travelling together, they use a unique
cry that sounds like a horse’s whinny to communicate across
great distances. Each member of the group has a unique
call that can be readily recognized by everyone else. Spider
monkeys are able to avoid danger, band together, and chat
across vast distances because to this kind of communication.
Members of the group often rely on both verbal and acoustic
means of interaction. In this research we are motivated
to create a socially-aware stochastic optimization method
by the foraging habits of spider monkeys. Based on their
foraging habits, spider monkeys are classified as having
a fission-fusion social structure (FFSS). The suggested
method, which is inspired by the actions of spider monkeys
when foraging, is best described in terms of FFSS.
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Figure 2. SMbNIC Architecture

This method breaks down spider monkey foraging be-
haviour into four phases. After foraging, the group evaluates
their position in reference to food sources. In the second
step, group members reassess their food source distance and
posture. In step three, the local leader updates its best posi-
tion within the group, and if it is not updated for a particular
number of times, the group disperses and searches for food
separately. In the fourth stage, the global leader improves
its position and splits the group into smaller subgroups if
necessary. The four stages are continued endlessly until the
desired outcome is achieved.

The proposed algorithm uses a spider monkey algorithm
to find the presence of selfish and malicious nodes in a
wireless environment as they degrade the whole structure
through hacking the user details or data and increasing the
packet drop rate.

In this paper, a new Spider Monkey-based Node Identity
Confirmation (SMbNIC) scheme has been proposed. The
spider monkey fitness function is utilized in DT routing for
identifying and detecting selfish nodes and malicious nodes
during message transmission. Also, the power of the node
has been checked frequently to reduce the packet drop. It
contains nodes for forwarding a message from source node
(SN) to destination node (DN). Finally, the performance
metrics are validated with other states of the art techniques.
The designed model is detailed in figure 2.

Selfish node and malicious node increase the packet
drop ratio, dropped messages, and unsent messages. With
the help of the SMbNIC, We quickly identify the selfish
node and malicious node in the network.

A. Selfish and malicious node

Generally, the selfish node is one of the types of the
node that drop every incoming message from SN and deny
the forward messages to the other relay node for saving
the energy and resource of the network. Those nodes are
generating selfish behavior by degrading the delivery ratio

. Normal node

Figure 3. Selfish and malicious node

selfish node malicious node

of the network by aggregating the rate of packet drop. Fur-
thermore, the main reason for the selfishness of the nodes in
DTN establishment methods and limited network resources
leads to an increase the attacks in network transmission.
Furthermore, a malicious and selfish node in the network is
shown in figure 3.

The selfish behavior is identified using computation
requests from the service of the nodes. Thus the selfish
nodes are identified using the energy level of each node.
Moreover, a malicious node is a node which denies the
service transmission to the other nodes in the network. It
leads to attaining communication breakage and attacks.

B. Spider Monkey-based Node Identity Confirmation (SMb-
NIC)

The SMbNIC is the algorithm for detecting malicious
and selfish nodes in the DTN and the model attains high
efficiency and robustness in implementation. It has the
essence of a few control parameters to identify and detect
malicious and selfish nodes. Additionally, the time interval
is required for investigating travel time and energy value.
The various dimensional search spaces are useful to identify
every node’s energy value. Consequently, malicious and
selfish node position is recognized using some variables in
the DTN environment. Thus, the designed model involves
three phases: node monitoring, energy level measurement,
and selfish and malicious node detection. Moreover, distin-
guishing the node’s position in DTN and node monitoring
process are identified using Equation 1 and 2.

In the Equation 1, node position is identified before
actual transmission occurs, here Py is called node position
which can be calculated based on number of communication
paths (Cp) available with respect to the destination node,
and node movement with respect to the position ( g*(s)).
Here, q(s) is termed as SN and DN position.

Py = |Co.q"(s)—4(s)| e

In the Equation 2, node travelling time has been calcu-
lated which is based on node movement with respect to the
position (g*(s)) and travelled node distance (D;)

https://journal.uob.edu.bh


https://journal.uob.edu.bh

%
R
§% u
oV 3
A

Baas
858 1”’%%; Pradosh Kumar Gantayat, et al.: Spider Monkey Algorithm for Enhancing Security in DT Network.

q(s + 1)= q*(s)—Ud.D, 2)

SN distributed information (U, ) is delineated in Equa-
tion 3.

Ug = 2uq.r —ug (3)

The number of communication paths available with
respect to the destination node has been calculated in
Equation 4.

Co=2r 4

Where s is called as node time travelling time, r is
denoted as a transmission path of equally transmitted nodes.
The energy of each node is determined using Equation
5, and the nodes’ classification as “normal,” “’selfish,” or
”malicious” is deduced from this information.

B _J g% ()= UuDy,ife 205
BT +1)= { D,.e'cos(2nl) +q*(s),ife < 0.5 ®)

Where D; is called as every node travelled information
with distance from SN to DN. Moreover, e is considered
as nodes’ continuous energy value. Furthermore, normal,
selfish, and malicious nodes are separated using the calcu-
lated energy value also identify and detect the selfish and
malicious nodes.

After determining the typical node’s energy rate and
node type, the following step may be taken. Using Equation
6 and 7, the selfish and malicious nodes are identified.

D, = |Uq.s(n).m(n) — S (m)| (6)

Q(s + 1) = s(n).m(n) = S Dy @)

After identifying the node energy rate and normal node,
the next step is to detect the selfish and malicious node by
using Equation 6 and 7 where, s(n) is denoted as detection
of selfish nodes present in DTN and m(n) is represented
as malicious nodes detection. Likewise, S, is denoted as
the spider monkey fitness function, which examines the
information of the presented node based on data packets and
finally identifies the malicious and selfish nodes based on
the energy level calculation of each node. The gained fitness
function of the designed model is calculated using Equation
7. Thus, the proposed replica attains high performance for
detecting selfish and malicious nodes and less computation
time.

Algorithm 1 SMbNIC [Selfish and Malicious Node Iden-
tification and Characterization]

1: Initialize n number of nodes as input
2: Update to SMbNIC
3: Start monitoring process
position and movements
: while s | MaximumMovementO fNode do
Update Uy, D;, Cy, and e
end while
: Send the analyzed information to the next stage
: Energy level calculation based on the behavior of the
nodes
NodeMonitoringModule — EnergyCalculation
9: Update the position of the node
10: if U; < 1 then
11: The energy level of moving node value measured
12: else if U; > 1 then
13: Identify the moving node energy value using Equa-
tion 5
14: end if
15: Detection phase
malicious node
16: if e > 0.5 then
17: Detect the selfish node
18: else if ¢ < 0.5 then
19: Detect the malicious node
20: else
21: Detect the Normal node
22: end if
23: Measure the fitness function using Equation 7

> it will monitor the node

SIS IN-NEV N

> identify and detect the selfish and

4. RESULTS AND DISCUSSION

In order to identify malicious and selfish nodes in
DTN, a unique SMbNIC approach was developed. The
DTN environment begins with a MATLAB-generated 500
nodes. Each DTN node has its own unique energy value.
A selfish node and a malicious node are distinguished by
their respective energy values. In order to identify the selfish
and malicious nodes, the developed model employs three
procedures. Finally, the created model’s performance met-
rics—with regards to energy consumption, packet delivery
rate, throughput, packet transmission rate are verified using
established methods.

A. Performance Evaluation

The implementation work of the developed SMbNIC
is done by the MATLAB tool and the parameters like
throughput, energy consumption, delay packet loss, and
packet transmission are calculated. Moreover, the developed
approach is validated using existing methods like Perfor-
mance Optimization in DTN using Backtracking Algorithm
(POBA)[3], Adaptive Multiple Spray and Wait for Rout-
ing system (AMSWR)[22], DT Payment Technique using
Ethereum Blockchain (EB)[23], and Efficient Lightweight
Technique in DTN routing (ELT)[24].
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1) Energy Consumption

During the process of communication, nodes spend
some amount of energy for interacting SN to DN through
packet transmission of relay nodes. Moreover, the required
total amount of energy for communicating packets is called
energy consumption. Thus, the measurement of energy
consumption is obtained by Equation 8.

E.=(R;S,)+E, (®)

Where R; stands for the energy that was received, E; for the
energy that was sent, S, for the source node. In addition,
each node’s average guess is used to determine its energy
usage. In this case, the best solution is supplied to nodes
with the lowest energy use. Table I provides a breakdown
of the energy use comparisons.

Table I shows that energy consumption in the network
of 100 nodes for POBA, AMSWR, EB, and ELT methods
are 19.423J, 56.12J, 14.64) and 33.42] respectively. But,
the energy consumption for proposed SMbNIC method is
only 8.23] in the same network. Thus the less energy
consumption enhances the lifetime of the node.

2) Throughput

The network capacity of the proposed framework is op-
timal with respect to the total number of packets transported
successfully between the SN and DN. Moreover, throughput
is calculated using Equation 9.

PR
T,=— 9
PPs ©)

Where PR stands for the total number of packets re-
ceived at the destination and PS stands for the total number
of packets transmitted from the origin. Table II provides an
in-depth analysis of the differences in throughput.

The developed SMbNIC technique gained a large rate
of throughput as 1000kbps in the network of 100 nodes.
Moreover, POBA, AMSWR, EB and ELT methods at-
tained 712.44kbps, 271.7kbps, 628.93kbps and 351.9kbps
respectively. Thus, the large rate of throughput shows the
reliability of the network.

3) Delay

It is the sum total of everything that happens as a packet
travels from SN to DN. In other words, the delay is the
entire transmission rate of packet size divided by the ratio
of distance and speed evaluation. As a result, Equation 10
includes a discussion of how to determine the delay.

n Pi
delay = Z > (10)
i=1 T

The time it takes for data packets to travel from the

—— Packet loss rate (9%6)

POBA ARSV R EB ELT Proposed

Figure 4. Comparison of packet loss rate

sender’s location to the DN is denoted by P; , while the
number of packets successfully received at the destination
is denoted by P, . The table III provides a comparison of
the time delays associated with several existing approaches.

Table III shows that in the network of 100 nodes
POBA, AMSWR, EB and ELT techniques attained delay
rates 3.76s, 9.68s, 5.34s and 12.3s respectively while the
proposed SMbNIC method gained delay rate 1.5s. While
comparing to proposed method with other techniques in
the network of higher nodes, proposed method attains least
delay rate in every case. Thus, the proposed framework
enhances the performance of the transmission path.

4) Packet Loss

The quantity of package or data is not received in the
DN or last point at a given specific quantity of time and it
is calculated using Equation 11.

amounto f packetdrop
Parop = 11
drop timeperiod (i

High rates of dropped packets may render a whole network
useless. In figure 4, we see a comparison of packet losses.

Figure 4 shows that POBA, AMSWR, ELT and EB
attained packet loss rates 18.34%, 15%, 7.5%, and 4%
respectively. But the proposed SMbNIC method attained
2% packet loss rate which is very less compared to other
existing approaches.

5) Packet Transmission

Data broadcast over the whole network may be calcu-
lated by looking at the packet transfer rate. Additionally,
packet transmission is the ratio of packets sent to pack-
ets received, and may be calculated mathematically using
Equation 12.

_Tp

Pt_
Rp

(12)

Where T, is the total number of packets sent and R, is
the total number of packets received. Table IV provides a

https://journal.uob.edu.bh
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TABLE I. Validation of energy consumption (in Joule)

No. of Nodes POBA AMSWR EB ELT  Proposed
100 19.423 56.12 14.64 3342 8.23
200 41.508 60.03 21.43  39.03 11.78
300 44.865 61.11 2523 42.13 13.67
400 53.112 67.12 3243 457 15.03
500 55.993 68.98 36.65 51.2 18.45
TABLE II. Validation of Throughput(in kbps)

No. of Nodes POBA AMSWR EB ELT  Proposed
100 712.44 271.7 628.93 3519 1000
200 537.71 271.9 661.31 366.32 880
300 481.74 284.5 596.90 370 745
400 327.65 284.3 495.76  375.67 700
500 237.90 320.3 496.35 380 634

TABLE III. Validation of Delay (in seconds)
No. of Nodes POBA AMSWR EB ELT Proposed
100 3.76 9.68 534 123 1.5
200 4.47 9.72 9.31 16.83 1.7
300 6.61 11.38 13.5 19 1.9
400 7.62 12.12 214 2242 2.2
500 10.42 14.13 30 24 4

more in-depth comparison of packet transfer.

The developed SMbNIC technique gained a large rate
in packet transmission rate which is 99.02% for using
100 nodes. It shows the packet delivery rate from the
SN to the DN. Moreover, POBA and AMSWR methods
attained 98.92% and 77.44% which is less when comparing
other techniques. Also, the EB and ELT techniques gained
93.54% and 85% rates in packet transmission.

5. CONCLUSION

This paper introduces Spider-Monkey-based Node Iden-
tity Confirmation (SMbNIC) framework to overcome the
issues of less packet transmission, high packet drop, and at-
tacks. The main aim of the proposed framework is to detect
malicious and selfish nodes in DTN network for enhancing
security. Initially, the moving node present in the DTN
environment is observed and the energy levels of each node
are calculated. At last, the selfish node and malicious node
are detected using Spider monkey optimization. The selfish
and malicious nodes are easily identified and detected using
the calculated energy level. Moreover, the proposed model
secures the information, provides secure communication,
and enhances the performance of the packet transmission
rate. Experimental results show that the proposed model
outperforms other states of the art models with a high packet
transmission rate (99.02%), less packet loss rate (2%), least
delay rate (1.5s), least energy consumption (8.23J) and
large rate of throughput (1000kbps) for network having 100

nodes. For the network having a larger number of nodes
similar results are obtained. Just because of these better
results a network with enhanced lifetime and reliability can
be realized.
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