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Abstract: Digital technology is a vital factor for driving digital business today. In parallel, cybersecurity-related threats are also
increasing and may impact the operation of a business. So, the national government in each country may need to encourage digital
enterprises to adopt a cybersecurity standard to reduce cybersecurity risks. However, Small and Medium Enterprises (SMEs) have a low
rate of cybersecurity standard adoption due to their limitations. This study aims to identify distinguishing factors between SME adopters
versus non-adopters of cybersecurity standards in Thailand and provide recommendations for policymakers to improve the adoption of
cybersecurity standards in SMEs. A quantitative methodology was used to survey SME IT leaders in Thailand. The data were collected
using online questionnaires. The 28 survey items assessed 11 factors in 2 main categories: (1.) demographics characteristics of SMEs and
(2.) cybersecurity attitudes of SMEs. This study involved 312 participating SMEs. The major group of SMEs (65.4%) had not adopted
any of the cybersecurity standards, and the other group of SMEs (34.6%) had adopted some cybersecurity standards. The Pearson’s
Chi-Square Test was employed to test what factors were significant differences between responses of these two groups. The results
revealed that the significant factors include the size of an organization, the intensity of IT usage, the number of IT staff, the number of
IT security staff, the amount of investment in IT, the amount of investment in IT security, the awareness of organizational cybersecurity
risks, the perceived cybersecurity needs of customers, and the intention to adopt a cybersecurity standard. Lastly, recommendations for
policymakers are provided.
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1. INTRODUCTION
As the uses of digital technologies are growing in this

era, on the other hand, cybersecurity-related losses are
also increasing [1]. According to the Verizon Data Breach
Investigations Report, 28 percent of breaches involved small
business victims, especially the APAC region. This region is
being targeted mostly by financially motivated factors. And,
impacts of ransomware incidents in 2021 range between
69 and 1,155,775 USD per organization [2]. Cyber-attacks
might affect the operation of small businesses. According to
the Cyber Security Statistics, 60% of small companies go
out of business within six months after a cyberattack [3].
Since SMEs are the source of employment and generate a
significant part of GDP in many countries. The disruption
of small businesses might impact the economic stability of a
country. Therefore, the national government in each country
may need to increase capability and ensure the stability of
SMEs.

However, SMEs have limited resources, less protection,
and less standardization of work processes than large or-
ganizations [4], [5]. Moreover, hackers might see SMEs as
gateways to enter larger organizations. SMEs are usually
vendors, outsources, or partners of larger organizations. In
many cases, large organizations were affected by the supply
chain attack, and we found that SME victims were usually
involved in supply chain attacks [2]. Therefore, every party
in the supply chain needs to implement good cybersecurity
practices to reduce these cybersecurity risks [6].

Adopting a cybersecurity standard is one of the good
strategic approaches to reduce cybersecurity risks [7], al-
though SMEs in many countries are not necessary to be
certified a cybersecurity standard due to laws and regula-
tions. Cybersecurity standards facilitate sharing of knowl-
edge and best practices by helping to ensure understanding
of concepts, terms, and definitions, which prevents errors.
Moreover, many standards, for example, the ISO/IEC 27000
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series of standards, provide flexibility that can be applied by
all types of organizations, regardless of sector, size, or rev-
enue [8]. Thus, implementing cybersecurity standards can
help improve cybersecurity practices in any organization,
and this will also improve confidence to stakeholders of the
implemented organizations, especially customers [9], [10].

In addition, there are many standards that publish for
SMEs. For instance, ENISA published an overview study ti-
tled “Information security and privacy standards for SMEs”.
ENISA also states that with the proof of compliance to
a cybersecurity standard, SMEs can achieve a possible
competitive advantage when dealing with corporate clients
from private and public sectors [11]. However, adopting
a cybersecurity standard is still challenging for SMEs,
because SMEs lack the resources to participate in the
implementation, and are often constrained by the budget
that is available for use in implementing cybersecurity
compliance (which does not generate revenue). While re-
search in cybersecurity practices in SMEs has been under-
researched unlike extensive research into IT practices in
large organizations [4].

Existing studies are focusing on the personal behaviors
of violators of cybersecurity measures. For example, H. U.
Khan [12] studied distinguishing factors between violators
and non-violators of cybersecurity measures in organiza-
tions. R. Khatib [13] and H.P. Shih [14] studied cybersecu-
rity non-compliant behaviors of employees in order to take
promotion and prevention mechanisms for cybersecurity in
SMEs. However, there had been limited studies about non-
compliant organizational characteristics, especially SMEs.
Moreover, previous studies usually explored gaps of SMEs
toward the adoption of the cybersecurity standard and pro-
vided recommendations for SMEs [5], [15]. These studies
addressed what efforts shall be made by SMEs. However,
there are still rooms for policymakers that can help SMEs
to overcome SMEs’ constraints. This research not only
explores distinguishing factors between SME adopters and
non-adopters of cybersecurity standards by using Pearson’s
Chi-Square Test but also provides implications and recom-
mended actions for policymakers. Therefore, policymakers
can use this crucial information to enhance cybersecurity
standard promotion strategies for SMEs, and the result of
this will increase competitive advantage for SMEs, improve
the cybersecurity practices in SMEs, and eventually enhance
the cybersecurity overall picture for every business in the
supply chain. The conceptual framework of this study is
shown in Figure 1.

2. LITERATURE REVIEW
The literature review covers two main categories. The

first category is related to the demographic characteristics
of SMEs. The second category is related to the cyberse-
curity attitudes of SMEs. The significant factors would be
discussed concerning each of the above categories.

Figure 1. Conceptual framework of this study

A. Demographic characteristics
The literature review revealed that various character-

istics of SMEs can affect the adoption of cybersecurity
standards of SMEs. In this section, many demographic
factors were studied. In prior literature, many character-
istics can affect SME cybersecurity maturity. According
to F. Mijnhardt [16], organizational characteristics influ-
ence SME information security maturity. The organizational
characteristics include 1. general traits of organizations, 2.
IT dependency, and 3. IT complexity. Firstly, the general
trait of an organization includes a type of organization. For
example, whether the organization is a small or medium
enterprise (which is usually classified by the amount of
revenue and the number of employees). Secondly, the IT
dependency incorporates the intensity of IT usage, which
provides an idea of how important IT is in supporting
business processes. For example, if a business cannot run
for a long period without IT support, that means the
business has high intensity of IT usage and has a high
dependency on IT. Lastly, the IT complexity incorporates
the amount of investment supporting the IT environment
and the percentage of annual revenues spent on IT. The IT
budget is the quickest and easiest method to determine the
complexity of the IT environment in an organization.

According to E. Dzidzah [10], SMEs rarely have a pool
of experts; they have a few numbers of IT staff and IT
security staff, so the complexity of deploying cybersecurity
solutions is an obstacle for SMEs. Some small businesses
have IT staff but seldom have IT security staff within the
organization dedicated to security [4]. The number of IT
staff and IT security staff factors are also in line with F.
Mijnhardt’s. S. Kabanda [17] also explored that SMEs’ in-
ternal factors such as IT security budget can also affect SME
cybersecurity practices in developing countries. The finding
pointed that the lack of adequate IT security investment
is one of the issues associated with SMEs lack of having
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stringent cybersecurity mechanism. M. Tripathi also studied
the impact of types of data breaches on organizations.
According to M. Tripathi [18], the type of data breach
includes hacking or malware, debit or credit card fraud,
accidental disclosure, insider, and physical loss. Therefore,
the following hypotheses were framed to the organizational
characteristic variables discussed above:

H1: There is a significant difference in the type of
organization between adopters and non-adopters of cyber-
security standards.

H2: There is a significant difference in the region be-
tween adopters and non-adopters of cybersecurity standards.

H3: There is a significant difference in the intensity of IT
usage between adopters and non-adopters of cybersecurity
standards.

H4: There is a significant difference in the number of
IT staff between adopters and non-adopters of cybersecurity
standards.

H5: There is a significant difference in the number
of IT security staff between adopters and non-adopters of
cybersecurity standards.

H6: There is a significant difference in the amount of
investment in IT between adopters and non-adopters of
cybersecurity standards.

H7: There is a significant difference in the amount
of investment in IT security between adopters and non-
adopters of cybersecurity standards.

H8: There is a significant difference in the type of data
breaches between adopters and non-adopters of cybersecu-
rity standards.

B. Cybersecurity Attitudes
1) Awareness of Organizational Cybersecurity Risks

The literature about awareness of organizational cyber-
security risks revealed the implications in organizational
behaviors and the protection of organizational assets. W. He
[19] recommended that enterprises should have cybersecu-
rity training and awareness programs because the awareness
of the potential risks of being involved in a negative security
event results in precautionary behaviors. And this affects
the successful implementation of security procedures and
guidelines. The lack of awareness exposes an organization
to significant risk in ensuring the security and protection
of organizational assets. J. Kaur [20] also found that in-
formation security awareness significantly influences CIA
(Confidentiality, Integrity, and Availability) of information.
Therefore, the following hypothesis can be formed.

H9: There is a significant difference in the awareness
of organizational cybersecurity risks between adopters and
non-adopters of cybersecurity standards.

2) Perceived Cybersecurity Needs of Customers
The literature revealed that the perceived cybersecu-

rity needs of customers influence organizational behaviors.
According to J. Prodanova [9], perceived security and
privacy issues of customers affect the repurchase intention
of customers. Security and privacy issues reflect customers’
belief that their confidential information will not be dis-
closed, and the online transaction is secure. Therefore, to
achieve customers’ repurchase intention, an organization
must care about customers’ needs in security and privacy,
and strengthen their cybersecurity practices. A.D. Veiga
[21] also said that customer expectation and preferences
result in information protection culture; information usage
perception results in information attributes. The information
usage perception includes the perception of information
security and privacy usage requirements. Since today’s
customers require products or services that are reliable,
secure, and protective of the confidentiality of their personal
information [10]. Therefore, the following hypothesis can
be formed.

H10: There is a significant difference in the perceived
cybersecurity needs of customers between adopters and
non-adopters of cybersecurity standards.

3) Intention to Adopt a Cybersecurity Standard
The literature also shows that the intention to adopt

a cybersecurity standard influences organizational behav-
ior. A.D. Veiga also studied management buy-in including
the perception of management buy-in toward information
security and the importance attached to the concept by
senior managers and executives. The concept of manage-
ment or the management support adheres to the information
security policy [21]. S. Kabanda [17] also addressed that
management support influences cybersecurity implementa-
tion in South African SMEs. The perception includes the
perception of cybersecurity standards that can help enhance
the security of an organization’s systems. Therefore, the
following hypothesis can be formed.

H11: There is a significant difference in the intention to
adopt a cybersecurity standard between adopters and non-
adopters of cybersecurity standards.

3. RESEARCH METHODOLOGY
The approach of this study is quantitative. Question-

naires were used as a research tool for data collection,
and online questionnaires were sent to SME IT leaders.
Lists of SMEs were obtained from the Office of Small
and Medium Enterprises Promotion (OSMEP), Thailand
[22]. The factors about demographic characteristics and
cybersecurity attitude were examined.

A. Population and Samples
The population of this study consisted of Thai SMEs

mainly focused on IT-related firms. The type of enterprises
that participated in the survey was selected from the service
sector in three activity groups: (1) information technology
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TABLE I. LIST OF SCALE ITEMS

Construct Measure

1.Awareness of Organizational Cybersecurity Risks (AOCR) (Cronbach Alpha = 0.840)

AOCR1 Your organization has cybersecurity risks due to the adoption of digital technology
AOCR2 Businesses in your organization’s industry have cybersecurity risks.
AOCR3 You have heard that companies in your organization’s industry have been exposed to cyber threats.
AOCR4 Cybersecurity threats are evolving, and new threats are emerging.
AOCR5 Today’s cybersecurity threats are becoming more severe and growing.
AOCR6 Your organization’s executives understand cybersecurity.
AOCR7 Your organization knows and is aware of related information technology laws such as the Personal

Data Protection Act or GDPR.
AOCR8 Your organization’s employees are aware of cybersecurity risks.
AOCR9 Businesses in your organization’s industry regularly provide knowledge or share information about

cybersecurity.
AOCR10 Your organization has a documented cybersecurity policy.

2. Perceived Cybersecurity Needs of Customers (PCNC) (Cronbach Alpha = 0.847)

PCNC1 Your customers need products or services that are reliable.
PCNC2 Your customers have a need for products or services that are secure.
PCNC3 Your customers value the confidentiality of their personal information.
PCNC4 Customer confidence in products or services is important to your business operations
PCNC5 Today’s customers in your industry have usage requirement in security and privacy.

3. Intention to Adopt a Cybersecurity Standard (IACS) (Cronbach Alpha = 0.872)

IACS1 Your organization is interested in implementing cybersecurity standards.
IACS2 Your organization believes that obtaining a cybersecurity standard certification can help increase

the level of reliability of its products and services.
IACS3 Your organization believes that following cybersecurity standards can help enhance the security

of your organization’s systems.
IACS4 Your organization has a need to apply cybersecurity standards.
IACS5 Your organization is currently studying or is interested in studying cybersecurity standards such

as ISO / IEC 27001 or NIST to apply to your organization.

service (2) financial service, and (3) insurance service.
Since these are the activity groups that are most likely
to operate businesses using IT and handle the personal
information of customers in IT systems, so they are relevant
to cybersecurity issues. The samples were randomly picked
up from the database of SMEs in these three activity
groups in Thailand. The number of samples was calculated
via Hair, Black, Babin, and Anderson [23]. There were
312 SME samples collected, which achieved the minimum
requirement of the sample size of 10*28 = 280 samples.

B. Survey Items
The survey had 28 question items in 2 categories: 1.)

demographic characteristics, and 2.) cybersecurity attitudes.
In category cybersecurity attitudes, we measured 3 factors
with 20 questions as shown in Table I, which are 1.
perceived organizational cybersecurity risks, 2. perceived
cybersecurity needs of customers, and 3. intention to adopt
a cybersecurity standard. Each factor included between 5
and 10 statements; whose answers were measured with a
5-point Likert scale ranging from strongly disagree (1) to
strongly agree (5). For instance, the following statement was

used to measure the perceived organizational cybersecurity
risks factor “Your organization has cybersecurity risks due
to the adoption of digital technology.” On the other hand,
“Your customers need products or services that are reliable”
was used to measure the perceived cybersecurity needs of
customers factor. The statement items were mainly adopted
from the prior literature. The list of scale items is shown in
Table I.

And, in category demographic characteristics, we mea-
sured 8 factors with 8 questions as shown in Table II,
which are 1. size of an organization, 2. region, 3. intensity
of digital technology usage, 4. number of IT staff, 5. the
number of IT security staff, 6. an amount of investment
in IT, 7. the amount of investment in IT security, and 8.
type of security breaches. The list of the question items is
presented in Table II.

C. Reliability and Validity of the Instrument
For the reliability, each variable was tested by Cron-

bach’s Alpha to examine the internal consistency of the
questionnaire. For the awareness of cybersecurity risks
variable, the reliability for this instrument was acceptable
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TABLE II. SAMPLE DEMOGRAPHICS OF THIS STUDY

Variables N = 312
Number of responses Percentage

Q1. Size of organizations
Small enterprise 180 57.7%
Medium enterprise 132 42.3%

Q2. Region
Central 231 74.1%
North 49 15.7%
East 20 6.4%
South 12 3.8%

Q3. Intensity of digital technology usage
High 186 59.6%
Medium 90 28.8%
Low 36 11.5%

Q4. Number of IT staff
None 24 7.7%
1-3 162 51.9%
4-10 48 15.4%
More than 10 78 25.0%

Q5. Number of IT security staff
None 72 23.1%
1-3 150 48.1%
4-5 36 11.5%
More than 5 54 17.3%

Q6. Amount of investment in IT
Less than 1 million baht per year 201 64.4%
Between 1-2 million baht per year 64 20.5%
More than 2 million baht per year 48 15.4%

Q7. Amount of investment in IT security
None 108 34.6%
Between 1-500K baht per year 102 32.7%
Between 500K – 1 million baht per year 66 21.2%
More than 1 million baht per year 36 11.5%

Q8. Type of data breaches (more than 1 answer possible)
malware infection 108 34.6%
Phishing email 29 9.2%
DDoS 18 5.7%
Website defacement 8 2.5%
Data Leakage 6 1.9%
Service down 6 1.9%

TABLE III. SME CYBERSECURITY STANDARD ADOPTION

Adoption of cybersecurity standard Number of responses percentage

No 204 65.4%
Yes 108 34.6%
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(Cronbach Alpha = 0.840 > 0.7). For the perceived
cybersecurity needs of customers, the reliability for this
instrument was acceptable (Cronbach Alpha = 0.847 > 0.7).
For the intention to adopt a cybersecurity standard, the
reliability for this instrument was acceptable (Cronbach
Alpha = 0.872 > 0.7). For the validity of variables, the items
were reviewed by 3 experts and tested for content validity.
Index of item-objective congruence (IOC) by Rovinelli
and Hambleton [24] was examined. Next, the items were
revised again according to the experts’ recommendations.
The Indexes of item-objective congruence (IOC) of all items
are no less than 0.66.

D. Data Collection Method
This study surveyed SMEs in Thailand. Populations

were drawn from SMEs of the service sector in Thailand.
The samples were randomly selected. The sample sizes are
calculated via Hair, Black, Babin, and Anderson [23]. A
total of 600 Sampled SMEs was contacted by mail. Mails
were sent to the IT manager, CTO, or CEO, one letter per
one organization. And the participating SMEs responded by
scanning the QR code of the link to online questionnaires to
answer the questions. The calculated response rate was 52
percent. A total of 312 completed surveys were collected.

E. Data Analysis Method
We used IBM SPSS Statistics version 24 on Windows.

Descriptive statistics and inferential statistics were used to
analyze the data. We examined demographic characteristics
of sampled SMEs, and we explored cross-tabulation of SME
profiles among variables. Then we used inferential statistics
to test our hypotheses. The Pearson’s Chi-square Test with
the confidence level of 95 percent (p-value of less than 0.05)
was used when considering statistical significance in this
study.

4. RESULTS AND ANALYSIS
First, we examined the demographic variables using

descriptive statistics. A total of 312 completed question-
naires were collected. Table II presents the demographics
of the survey participants with the number of responses and
percentages.

A. Descriptive Statistics
Table II shows that most of the respondents were small

enterprises (57.7%, 180/312). And the majority of respon-
dents were in the central part of Thailand (74.1%, 231/312).
Since our samples were drawn from three activity groups:
(1) information technology service (2) financial service,
and (3) insurance service, the majority of SMEs (59.6%,
186/312) have high intensity of usage in information tech-
nologies. The majority of SMEs (51.9%, 162/312) have only
between 1 to 3 IT staff, and the majority of SMEs (48.1%,
150/312) have between 1 to 3 IT security staff. The majority
of SMEs (64.4%, 201/312) invest in IT less than 1 million
baht per year. The majority of SMEs (34.6%, 108/312) have
no investment in IT security at all. And the type of security
incident that was mostly occurred was malware infection.

Figure 2. Summary of the significant factors

From Table III, the majority of SMEs (65.4%, 204/312)
had not adopted any of the cybersecurity standards, and the
other group of SMEs (34.6%, 108/312) had adopted some
cybersecurity standards.

B. Testing hypotheses
Next, we tested distinguishing factors between these

two groups; SMEs adopters and SMEs non-adopters of
cybersecurity standard, using the Pearson’s Chi-Square Test.
The testing results for demographic factors and attitudes
toward cybersecurity factors are shown in Table IV. And,
the summary of significant factors is shown in Figure 2.

5. DISCUSSION
According to the statistical analysis (Table IV), larger-

size enterprises tends to have a higher chance of imple-
menting cybersecurity standard. Moreover, enterprises with
higher usage of information technology, enterprises with a
higher number of IT staff or IT security staff, and enterprises
with a higher amount of IT or IT security investment
will have a higher chance of implementing cybersecurity
standards. Additionally, the study found that enterprises,
which have awareness of cyber risks, perceive customer
needs of implementing a standard, and have the intention to
adopt a cybersecurity standard, will have a higher chance
of implementing cybersecurity standards. Therefore, this
research implies that there are still rooms for policymakers
to promote the adoption of the cybersecurity standard in
SMEs. More details on recommended actions are provided.

A. Implications for policymakers
From the testing result in Figure 2, there are some

implications and recommended actions provided for the pol-
icymakers in order to promote the adoption of cybersecurity
standards in SMEs as presented in Table V.

6. CONCLUSIONS
This study achieved the objectives by conducting a quan-

titative study of 312 SME samples. We applied Pearson’s
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TABLE IV. CHI-SQUARE TESTING RESULTS FOR DEMOGRAPHIC FACTORS AND ATTITUDES TOWARDS CYBERSECURITY EFFECTS

Hypothesis Factors Pearson
Chi-
Square
Value

P-Value Conclusion

Demographic factors

H1 Size 3.743 .000* There is a significant difference in the type of organization
between adopters and non-adopters of cybersecurity standards.

H2 Region 2.561 .276 There is no significant difference in the region between
adopters and non-adopters of cybersecurity standards.

H3 Intensity of IT us-
age

38.136 .000* There is a significant difference in the intensity of informa-
tion technology usage between adopters and non-adopters of
cybersecurity standards.

H4 Number of IT
staff

57.992 .000* There is a significant difference in the number of IT staff
between adopters and non-adopters of cybersecurity standards.

H5 Number of IT Se-
curity Staff

49.416 .000* There is a significant difference in the number of IT security
staff between adopters and non-adopters of cybersecurity stan-
dards.

H6 Amount of
investment in IT

30.154 .000* There is a significant difference in the amount of investment
in IT between adopters and non-adopters of cybersecurity
standards.

H7 Amount of
investment in IT
security

96.933 .000* There is a significant difference in the amount of investment
in IT security between adopters and non-adopters of cyberse-
curity standards.

H8 Type of data
breaches

2.578 .397 There is no significant difference in the type of data breaches
between adopters and non-adopters of cybersecurity standards.

Attitudes towards cybersecurity

H9 Awareness of
organizational
cybersecurity
risks

162.538 .000* There is a significant difference in the awareness of organiza-
tional cybersecurity risks between adopters and non-adopters
of cybersecurity standards.

H10 Perceived cyber-
security needs of
customers

26.991 .000* There is a significant difference in the perceived cybersecurity
needs of customers between adopters and non-adopters of
cybersecurity standards.

H11 Intention to adopt
a cybersecurity
standard

53.459 .000* There is a significant difference in the intention to adopt a
cybersecurity standard between adopters and non-adopters of
cybersecurity standards.

Chi-Square to test what factors are significant differences
between responses of adopters and non-adopters of cyber-
security standards, and the implications for policymakers
are provided. The results show that at a 0.05 level of
significance, 9 factors are significantly related to the stan-
dard adoption as shown in Figure 2. The significant factors
consist of the size of an organization, the intensity of digital
technology usage, the number of IT staff, the number of IT
security staff, the amount of investment in IT, the amount
of investment in IT security, the awareness of organiza-
tional cybersecurity risks, the perceived cybersecurity needs
of customers, and the intention to adopt a cybersecurity
standard.

Finally, this research provides recommended actions for
policymakers as initial steps to improve the cybersecurity

standard adoption in SMEs. The results of this research
can be used in various applications to develop various
tactics to encourage SMEs to improve their implementation
of cybersecurity standards, for example, communicating
about cyber risks and customer requirements of security
and privacy, providing resources and financial incentives for
SMEs, and also developing training programs to produce
more IT and IT security professionals. However, there are
three limitations in this study that could be addressed in the
future study. First, the survey was based on SME IT leaders
who were willing to answer the questionnaires, therefore
this comprises voluntary bias. Second, the samples were
based on SMEs in Thailand, so the results might not be
generalized to SMEs in different regions due to different
regional features. Future research might study in different
regions. Third, this study was conducted using a Cross-
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TABLE V. RECOMMENDED ACTIONS FOR POLICYMAKERS

Significant
Factors

Implications Recommended actions for policymakers

Demographic Characteristics

Size Larger enterprises have higher
chance of implementing standard

•Policymakers should pilot medium-sized enterprises for the
cybersecurity standard compliance, then expand to small-sized
enterprises. This might be started by, for example, including
standard compliance in SME contracts that must be handling
personal information.

Intensity of IT us-
age

Enterprises with higher intensity of
IT usage have higher chance of im-
plementing standard

•Policymakers should construct a database of enterprises with
an intensity of IT usage. So, policymakers can support the
enterprises that have higher IT usage, as they are more likely
to implement the cybersecurity standard.

IT investment,
IT security
investment

Enterprises with higher IT invest-
ment or IT security investment
have higher chance of implement-
ing standard

•Policymakers may increase financial incentives for IT and
IT security investment, for example by reducing the tax from
these kinds of investment. So, once they invest in IT and IT
security more, then they are more likely to apply cybersecurity
standards.

IT staff,IT secu-
rity staff

Enterprises with higher number
of IT staff or IT security staff
have higher chance of implement-
ing standard

•Policymakers should survey the demand for IT personnel and
IT security personnel and make a prediction of the demand,
and at the same time try to produce matching supply of
personnel by establishing cybersecurity formal education in
colleges or universities, and offering free training courses to
develop cybersecurity officers.

Attitudes towards cybersecurity

Awareness of
organizational
cybersecurity
risks

Enterprises that perceived organi-
zational cybersecurity risks have
higher chance of implementing
standard.

•Policymakers should promote the implementation of cyberse-
curity standards by communicating about cyber awareness and
cyber risks more often because the awareness of the potential
risks will induce precautionary behaviors and the willingness
to implement the cybersecurity standard.

Perceived cyber-
security needs of
customers

Enterprises that perceived cyber-
security needs of customers have
higher chance of implementing
standard.

•Policymakers should communicate about customer require-
ments of cybersecurity and privacy more often. Therefore,
when businesses realize that there are such requirements then
the business will try to fulfill their customer requirements.

Intention to adopt
a cybersecurity
standard

Enterprises that intention to adopt a
cybersecurity standard have higher
chance of implementing standard.

•Policymakers should promote the adoption of cybersecurity
standards by communicating about benefits of implementing
cybersecurity standards, as it is the first step to draw SMEs’
intentions to adopt the cybersecurity standard. •Policymakers
should provide expertise resources for standard adoption and
also develop implementation guidelines for SMEs to follow
easily.
•Policymakers may also develop certification that targets
SMEs to increase incentives for adopting the cybersecurity
standard.
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sectional survey within a limited time, however business
might change with changing environments over time, so we
suggest further research to re-visit this topic again in near
future. In addition, this research is the pilot study, which
can suggest policymakers take further steps to promote
the cybersecurity standard adoption in SMEs. However,
to increase the chance of successful implementation of
the cybersecurity standard we also need to understand the
process of adopting the cybersecurity standards, therefore
future research may perform an in-depth interview to further
explore this issue.
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