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Abstract: This paper presents a protocol for Identity Management in Industrial IoT enabled devices, that is based on the principles of
Self-Sovereign Identity. The Industry 4.0 transformation has led to the Industry sector digitalization and one of its major challenges
is to uniquely identify the Industrial Internet of Things unattended devices. The digital identity management must allow increasing
the security and control, and it has been evolving towards a model where the device acquires the responsibility for managing its own
data through Self-Sovereign Identity. This paper studies why the Self-Sovereign Identity approach is suitable for the industrial IoT
particularities, properly justifying its use. Furthermore, it analyzes the actors and roles involved in an industrial identity environment,
and it addresses a protocol that defines how data should be exchanged over an Hyperledger Indy public permissioned Distributed Ledger
Technology network as Sovrin. The paper applies the proposal to a reference use case, filling the gaps that are not currently specified
in the literature for a successful Industrial Internet of Things identity management operation.
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1. Introduction
Industry is a sector that is constantly developing and

giving rise to a series of revolutions that have transformed
and improved its activity. The recent adoption of digital
technology has led to the industry transformation called
Industry 4.0, improving business operations and revenue
growth by transforming products, supply chains and cus-
tomer expectations [1].

In this context, the Industrial Internet of Things (IIoT)
has been the latest innovation to improve productivity and
industrial efficiency, intersecting information technologies
(IT) and operational technologies (OT) [2]. OT refers to
Industrial Control Systems (ICSs), including Supervisory
Control And Data Acquisition (SCADA) systems, Dis-
tributed Control Systems (DCSs), Remote Terminal Units
(RTU) and Programmable Logic Controllers (PLCs), among
others. The convergence of IT and OT provides greater
and safer system integration in terms of automation and
optimization, as well as better visibility of the supply chain
and logistics [3].

Industrial security is critical because the consequences
of the lack of it could have devastating real-world effects
[4]. Current hyperconnected industries are as reliable and
secure as the technology serving them. While any data
breach or a ransomware attack can cause significant losses

in the IT, the impact is mainly financial or reputational.
However, attacking to OT systems can introduce physical
consequences, with effects that ripple throughout entire
communities. Well-known incidents, such as Stuxnet [5],
a malicious computer worm targeting SCADA systems,
or the Mirai botnet [6], which infected several general-
purpose IoT devices (IP cameras, routers, etc.), highlight
the great importance of including a security vision when
developing IIoT based solutions. Such an approach, known
as ”security by design”, is recommended for any system
and indispensable in the case of critical infrastructures, such
as many industrial environments. Therefore, the security of
IIoT devices is a crucial aspect [7].

One of the major challenges is to uniquely identify IIoT
devices to facilitate transactions among entities, especially
in an increasingly digitized world such as the industrial
environment [8]. As the number of IoT devices in the
industrial context is steadily increasing, the identification
of IIoT devices becomes mandatory as, unlike a few years
ago when everything was inside a local network protected
by perimeter security elements, nowadays everything is
worldwide hyperconnected. In this context, good iden-
tity management practices are needed for several security
mechanisms, such as authentication, authorization, non-
repudiation, secure exchanges, etc. Therefore, identity is
essential to secure IIoT and avoid many attacks such as
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those based on impersonation or identity theft (for example,
the Sybil attack [9], which happens when a device simul-
taneously uses multiple identities).

The current model of implementing IIoT digital identi-
ties is insufficient [10]. There is a lack of a clear definition
of how IoT should be identified or represented, resulting in
non-interoperable identities and the creation of silos where
devices can only interact with systems and devices that
have a common manufacturer. As there is any legislative
requirement for creating IIoT devices with an authenticated
digital identity, current IIoT devices lack authentication
and often reduce their protection against cybercriminals
to the use of static credentials. Unless security becomes
mandatory, manufacturers will continue reducing the price
at the expense of security. However, it should be nowadays
imperative that properly authenticated IIoT devices identity
is in-built into devices at the point of manufacture and it
should be updated in a continuous and automated process
throughout the device lifecycle.

The present research work analyses why traditional
identity management systems are not suitable for IIoT and
proposes a detailed protocol for identity management in
IIoT devices based on the novel Self-Sovereign Identity
technology. The different sections of the paper are organized
as follows: Section 2 introduces the traditional Identity
Management Systems and identifies their limitations for
IIoT. Section 3 presents Self-Sovereign Identity technol-
ogy and justifies its applicability in the IIoT environment.
Section 4 describes the proposed SSI-based identity man-
agement protocol considering the particularities of IIoT
devices. Finally, some conclusions are drawn in Section 5.

2. Traditional IdentityManagement Systems
An Identity Management System (IdMS) refers to a

system which manages identity information through a set of
operations, including registration, updating, revocation and
searching. An identity is often considered to be simply a
set of access credentials, but in reality, it is, in addition
to access credentials, a set of attributes or information
related to a specific entity that represents it. Most IdMS
currently involve three independent parties: users with their
own identity, identity providers (IdP) in charge of identity
management, and service providers, which rely on the IdP
to verify the identity given by the user when providing a
service.

Nowadays, there are mainly three different identity
models [11] [12]:

• Centralized: It includes a service provider which acts
as its own IdP. The main disadvantage is the large
number of identities the user needs (one per service
provider), which is especially relevant in the IIoT
context due to the large number of services that a
single IIoT could potentially need. In addition, the IdP
is a clear Single Point of Failure (SPoF); if it fails the
entire identity management system will fail. For that

reason, centralized IdP are common targets for phish-
ing attacks, as evidenced by the data breaches suffered
by Equifax in 2017 [13] or Facebook in 2018 [14]. In
addition, the proliferation of IdPs leads to fragmented
identities spread across the Internet, greatly increasing
the cost of suitable identification. Moreover, using
a centralized IdMS scheme where the huge amount
of existing IIoT identities should be maintained by
a third-party means a huge performance decrement
with the number of IIoT identities increment.

• Federated: It includes a central IdP allowing users
to authenticate themselves with different service
providers using the same identity. It refers to the
“Single Sign On” mechanism in which a single in-
stance of identity grants access to all service providers
depending on the same IdP. OpenID Connect, SAML
and OAuth are the three most used federated pro-
tocols [15], but they still have several security vul-
nerabilities [16]. Although usability and performance
are improved, the IdP still suffers from SPoF and
security and confidentiality (theft, loss of data, human
faults) are not achieved due to the involvement of
intermediate IdPs.

• User-centric: This model allows the user to com-
pletely control his identity. At the request of the ser-
vice provider, the user can determine to what extend
he wants to share or restrict exposure of his attributes;
the IdP requests the user consent before sharing any
identity attributes with the service providers. For
example, Windows CardSpace [17], a tool for helping
users to manage their identities in Windows, was
discontinued due to several security vulnerabilities
[18]. In general, the SPoF and security problems
persist as the user attributes are still stored in an IdP.

Although IdMSs have evolved to increase the security
and control that users have over their own identity, there
is still a need for a third-party IdP which stores identity
attributes meaning SPoF and confidentiality risks. This
threat is especially critical in IIoT environments with unat-
tended devices and with networks typically isolated from
the Internet or lacking connectivity to other networks [19].
Besides, system availability and business continuity are
always maximized in industrial environments; this is why
identity schemes that constitute a SPoF are currently a risk
for the industry. For this reason, IIoT requires a new identity
management paradigm to address the confidentiality and
security concerns of existing identity management models.
In this context, Self-Sovereign Identity (SSI) appears as a
suitable identity management model for the IIoT [20] [21].
It follows the idea behind the user-centric identity model
of giving back the user full control over his identity and
allowing users to reveal and share only the necessary at-
tributes with any service provider; in other words, only users
have the right to manage their own identities. In addition,
it adds an extra security layer as, unlike other models, it
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provides a direct trusted communication channel between
users and the service providers without having to go through
an intermediary IdP. By this way, several security risks are
reduced: SPoF disappears and confidentiality is maximised.
However, it should be noted that the user still needs to have
previously obtained his identity attributes from the IdP in
order to be able to present them to any service provider.

3. Self-Sovereign Identity
A. Principles

SSI is based on 10 principles to ensure the user control
over his own identity [22]. Although it was originally
thought for the identity of individuals, these principles
should also be covered in the IIoT context.

• Existence: Users must have an independent existence.
SSI is based on the “I” as it only refers to attributes
of the “I” that already exist. In the context of IIoT,
the identity refers only to IIoT devices from the point
of manufacture, allowing them to exist.

• Control: Users must control their identities as they
are the ultimate authorities on their identities. They
should always be able to refer, update or even hide it.
IIoT devices, which increasingly include higher levels
of intelligence, should control their own attributes,
increasing security and confidentiality.

• Access: Users must have access to their own at-
tributes, with no hidden data and no gatekeepers. IIoT
devices should also be able to access all their own
attributes when desired.

• Transparency: Systems and algorithms must be trans-
parent; anyone should be able to examine how they
work.

• Persistence: Identities must be long-lived. Nowadays,
identities should last until they are outdated. In addi-
tion, user’s identity should be modified or removed as
appropriate over time. This fact is important for IIoT
devices as many of their features may be degraded
over time and should no longer be part of the IIoT
identity.

• Portability: Any identity that manages information
and services shall be able to use the mechanisms
that best suit its needs without losing any capability
provided by the identity. The IIoT devices shall be
allowed to change the application that manages the
identity at any time, and the identity information and
purposes must remain the same.

• Interoperability: Identities should be as widely usable
as possible. Ideally, they should cross international
boundaries creating global identities, without losing
user control. As in the previous case, this is essential
for IIoT, as devices are manufactured in an organisa-
tion but will be used in a different one; their identity

should be persistent among different organisations,
different countries, etc.

• Consent: Users must agree to the use of their identity;
there should be a previous “consent”.

• Minimisation: Disclosure of claims must be min-
imised. Only required attributes should be shared,
increasing confidentiality as best as possible.

• Protection: The rights of users must be protected.

B. Architecture and components
SSI is a digital identification scheme in which the

subjects whose identity is created acquire responsibility
for managing how, when and with whom they share their
personal data [23]. To this end, it allows the creation of
”digital identity proofs” (presentations) based on his own
identity attributes.

In general, there are three actors involved in the SSI
schema:

• Issuer, provides verifiable credentials with identity
attributes related to the user. It creates and signs
credentials.

• Holder, locally stores and controls the credentials
about himself. In the IIoT context, it will be the IIoT
device.

• Verifier, needs to identify a user’s attribute or a set
of them based on verifiable credentials by trusted is-
suers. Verifier does not need to store any user (holder)
data, but only needs to verify it. This verification is
based on validating the holder’s provided credentials
proof, in where requested claims by the verifier are
attested. Depending on the verifier requirements this
attestation could disclose credential claims values or
be a private attestation based on Zero Knowledge
Proofs (ZKPs).

It is important to highlight the need for the holder to
have computing (for providing verifiable proofs from its
identity credentials), storage (for storing identity verifiable
credentials) and connectivity (for interaction with other
actors) capabilities. In the IIoT context, it is conceivable
that not all IIoT devices meet these requirements. Therefore,
although the holder is in general the actor who manages
his own identity, in case the necessary capacities are not
covered by the IIoT device, the role of the holder is divided
into two actors: subject, who is the actor the identity
attributes are defined about, and the holder, who is the one
who controls and manages the subject’s identity (in the IIoT
scenario, this could be, for example, the IIoT device owner).
In this case, the subject is a passive role who does not
perform any operation.

Regarding the system components involved in an SSI
solution:
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• Credential, it is a digital certificate containing identity
attributes of the holder it is associated with. It is
issued by the issuer.

• Wallet, it is a secure credential storage system used
by the holder. It may be local (or not), but the holder
must have control over the credentials inside it. It
is also needed by all the actors for cryptography
functions execution.

• Presentation, it is a digital evidence shared by the
holder with the verifier to prove certain characteris-
tics of the subject’s identity based on the received
credentials.

The verifier is not necessarily related to the issuer,
so, the only way to digitally prove that credentials have
been really issued by a trusted issuer, and have not been
modified in any way, is by means of digital signatures.
Digital signatures are based on applying a private key in
a digital signature algorithm over a specific information.
The signature can be verified using the same digital sig-
nature algorithm but with the associated public key. In
the SSI context, digital signing is at least applied by the
issuer to the credentials, becoming verifiable credentials,
and by the holder to the presentations, becoming verifiable
presentations. Public keys associated to issuers and holders
should then be known. They could be saved in a centralized
database, but there may be integrity issues due to a third-
party being able to modify the public keys, availability
issues (SPoF), due to probably system bringing downs
and in addition the operator of this centralized database
would have visibility of all relationships between different
subjects.

For these reasons, instead of a centralized database,
Distributed Ledger Technology (DLT) can act as a suitable
global repository for public key identifiers in SSI, as it
solves several problems from traditional databases [24] [25]:

• Trust: DLT is based on a decentralized network of
computers which is not owned by one single party,
so it is not necessary to trust on any specific party.

• Integrity: Immutability is an inherent property of DLT
guaranteeing tamper-proofed data.

• Availability: DLT is a network of computers across
the globe and bringing down it is near to impossible.

DLT creates globally distributed databases that can serve
as a source of truth for public keys without being subject
to SPoF. This is the reason why DLT generally fits into the
SSI infrastructure for registering and resolving public keys.
The differences between considering different types of DLT
(permissioned, permissionless, hybrid, etc.) do not have a
real impact on the identity management system. In this
sense, SSI uses Decentralized Identifiers (DID) as a unique
and global identifier of every person or object involved in

the process.

Each DID is associated to a DID Document, describing
its properties, such as the associated public key (and addi-
tional public keys that are authorized to perform actions in
its name) or service endpoints for interacting with the spe-
cific DID. It is necessary for the signing process in verifiable
credentials by the issuer and in verifiable presentations by
the holder; and for identifying the subject of a verifiable
credential. This architecture eliminates unnecessary third-
party identity providers and highly reduces security risks.

Summarizing, the basic architecture of the DLT-based
SSI solution in the IIoT scenario is shown in Figure 1.

C. Current Status of the technology
Several SSI frameworks have also been developed for

identity management. Sovrin [26], Serto [27] and Civic
[28] are worthy of attention projects. Among these options,
Civic presents portability issues for IIoT devices, highly
limiting their interoperability capacity while Serto lacks
in terms of security and privacy [29]. Sovrin fails in the
usability-related aspects as its technical internal operation is
quite complex [29]. However, usability is not so relevant in
the IIoT context since IIoT devices will execute automatic
applications for interacting with the identity management
system, turning Sovrin into the most suitable SSI identity
management system for IIoT. The same conclusion is also
obtained in [30], where a very precise comparative analysis
is performed, highlighting Sovrin advantages in terms of
privacy and security.

The projects were initially focused on people’s identity;
however, they are a good starting point to be extended to
IoT devices. The use of DIDs and verifiable credentials for
IoT has been proven to be more suitable than other methods,
such as X.509 certificates [20]. Furthermore, potential use
cases for SSI in the industrial environment have been
identified [31] [32]; for example, using SSI for tracing
the origin of IoT devices [33] or for providing IoT-as-a-
service solutions [34]. These studies tend towards SSI but
without giving a proper justification as to why SSI better fits
IoT scenarios. Additionally, the existing literature mainly
describes the “big picture” but without focusing on technical
details such as the specific verifiable credentials exchange
protocol involving IoT devices which is deeply defined in
this research work.

Moreover, SSI is nowadays gaining a lot of support
at a governmental level, being part of some of the more
important worldwide security initiatives, such as that in Eu-
rope (EBSI, European Blockchain Services Infrastructure)
[35], Canada (PCTF, Pan-Canadian Trust Framework) [36]
or China (Distributed Identity Alliance, DIA) [37].

D. Applicability in IIoT
Current IIoT devices have been shown to have sev-

eral security vulnerabilities such as, weak, guessable, or
hardcoded passwords, lack of secure update mechanisms
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Figure 1. DLT-based SSI Global Architecture

or insufficient confidentiality protection [38]. The prob-
lem is not only the lack of a clear cybersecurity vision;
manufacturers do not invest very often in cybersecurity
measures because it means an extra cost for each product,
reducing their competitiveness. Fortunately, this situation
has recently started to change with manufacturers collabo-
rating with researchers and cloud service providers to design
new security measures and protocols for IoT devices [39].
However, there is still a lot of work to be done [40]. IIoT
devices have several characteristics that directly affect their
identity management [7] turning the traditional IdMSs into
inadequate and creating a need for SSI based systems for
identity management:

• Immensity and scalability: considering the large num-
ber of IIoT devices, centralized identity management
systems are very unrealistic, at least in terms of
scalability. Federated approaches aim to solve this
problem, but they still maintain limitations that are
solved with decentralized identity schemes.

• Interoperability: the huge diversity and heterogene-
ity of IIoT devices implies interoperability problems
(especially between different manufacturers), making
the definition of a global identity management system
for IIoT devices very difficult. Standards, such as
those considered by current SSI technologies, are
consequently needed.

• Mobility and ubiquity: Many of the current IIoT
devices are mobile devices. For that reason, the IIoT
identity management system should be capable of
providing authentication and authorization with inde-
pendence of the devices location. SSI based solutions
in which each IIoT devices stores and handles its own

identity attributes perfectly fits with mobile devices.

• Privacy: IIoT devices usually handle and store sensi-
tive information that should not be shared unneces-
sary. For that reason, intermediaries should preferably
be avoided, as happens in decentralized solutions.

• No supervision: IIoT devices are usually unsuper-
vised; their functionality is usually performed by au-
tomatic tools. This feature also fits with SSI concept
as related actions can be also automatized.

• Limited features: Many of current IIoT devices have
limited features; they are typically equipped with
16-bit or even 8-bit microcontrollers [41] and have
limited RAM and disk space. In terms of connec-
tivity, they are usually connected to the Internet via
Ethernet or low-quality WiFi connections. However,
as it is shown in [42], most IoT devices can suc-
cessfully implement DIDs and verifiable credentials
and presentations, being consequently able to sup-
port SSI solutions. However, proxy-based approaches
or guardianship concepts where a physical person
oversees managing the IIoT device identity [43] are
suitable for extremely constrained devices.

4. SSI Operation in the IIoT Context
According to the previous section, the identity manage-

ment in the IIoT context should be based on Sovrin. Sovrin
is a public identity network (everyone can use it) built on
the public permissioned Hyperledger Indy DLT technology.

Hyperledger Indy describes a generic protocol for iden-
tity management in the “Indy Story Walkthrough” [44].
However, this protocol was created for dealing with people’s
identity and should be updated according to IIoT devices
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particularities. Although the applicability of SSI to the IIoT
context has been extensively proven [20], [31], there is
still a lack of specific studies about how to adapt it the
particularities of IIoT devices.

A. Actors
A reference use case, shown in Figure 2, has been de-

fined for showing how the identity management of industrial
machines is carried out following the SSI schema. The idea
is to build and manage an industrial machine identity based
on specific attributes (productive capabilities) certified by
its manufacturer as verifiable credentials that can then be
proved to a potential customer in a secure way.

In Hyperledger Indy, all three roles involved in the
reference use case will need an agent to securely exchange
information between them. The agent requires access to a
digital wallet in order to perform cryptographic operations
and save identity key pairs and other private data such as
DID, credential definitions or revocation data.

• The manufacturer, as an issuer, will perform its is-
suing functionality by means of an automated script.
This script will implement the agent with the verifi-
able credentials’ issuance functionality as well as the
wallet and secure exchanging functionalities.

• The machine, as a holder, will perform its
functionality by means of an automated script
since it is an unsupervised device. In this case,
in addition to the wallet and secure exchanging
functionalities, this agent will also hold and process
the verifiable credentials received from the issuers as
well as provide verifiable presentations.

The considered industrial machine fulfils the
computing, storage and connectivity requirements
to act as a complete holder, being able to manage
its own identity. Anyway, as it has been mentioned
before, even if the machine does not fulfill the
necessary requirements (it would be just the subject)
it needs an additional actor to manage its identity
(holder), the subject is still a passive element with
no influence on the SSI operation and it is just the
holder the one who operates on behalf of the subject.

• Customers, as verifiers, need to verify specific
attributes about the specific machines they are going
to use/buy. Ideally, in a future where the SSI concept
is widespread, each customer organization would
have its own SSI-based verification application
deployed at their own premises. However, as
nowadays SSI is not widely extended and there is
not a unique customer (different customers from
different companies are expected), the most suitable
option for the verification functionality is by means
of a web application with a user/password-based
authentication process in order to be directly available
for worldwide customers. This agent will perform

wallet and secure exchange functionalities as well as
verifiable presentations validation. This scenario fits
with Indy proposed cloud agent implementation for
cloud-based interactions.

The web application will be part of a “machine
identity management” web service provided by the
manufacturer for its customers. This web service
will also include the storage of information related
to the produced machines as well as the provision of
web lockers for secure information exchanges with
the machine.

B. Operation Protocol
As it has been introduced before, the identity manage-

ment process follows the protocol described in “Indy Story
Walkthrough” [44]. However, there are some open issues
that have been identified and particularized for the IIoT
context, especially those related to the way in which the
information between the involved actors is exchanged.

The proposed protocol considers the use of web lockers
for the information exchanging. Web lockers are secure
web-based storage services for information exchanges be-
tween known (manufacturer and machines) or unknown
actors (machines and customers). In order to securely share
the web lockers among different actors (different machines
and customers), confidentiality must be guaranteed. For this
purpose, end-to-end encryption is suggested; the proposed
protocol makes heavy use of Indy SDK provided crypto
functions (such as cryptoAnonCrypt, cryptoAnonDecrypt,
packMessage and unpackMessage). In this way, any interac-
tion that involves sensitive data from and to the web lockers
is protected and sealed. The encryption algorithm will only
allow to message recipients to decrypt the message. Those
recipients need to be configured and setup prior message
sending to the web locker. In this way, the proposed protocol
becomes secure and safe against eavesdropper and Man-in-
the-Middle (MitM) attacks.

The process, shown in Figure 3, starts with the on-
boarding process for every involved actor, creating their
associated DID and recording them in their own wallets.
The following steps are as follows:

• Step 1: The manufacturer starts its operation by
creating and registering a credential schema in the
DLT. The credential schema is the semantic structure
that describes the list of attributes for a specific cre-
dential. This schema will define the relevant machine
parameters/attributes such as, machine ID, fabrication
date, warranty end date, energy consumption etc. The
specific attributes to be included in the schema should
be defined in advance (variable parameters). It is not
possible to update an existing schema; in case an
update is needed, a new credential schema with the
updated attributes must be created and specifying a
new credential schema version value or name.
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Figure 2. IIoT reference use case

• Step 2: The manufacturer creates and registers a
credential definition in the DLT based on the cre-
dential schema defined and registered in Step 1.
The credential definition announces who will issue
verifiable credentials for a specific credential schema,
what type of signature will be used, how revocation
will be handled, etc. As in the previous case, it is not
possible to update a credential definition; a new one
should be created if needed.

• Step 3: Although credentials can be issued with an
expiration date, they should be able to be revoked if
needed (error issuance, unexpected damage, etc.). For
this purpose, the manufacturer creates and registers
a revocation registry in the DLT, referencing the
credential definition from Step 2 and the revocation
handling way. Every time a credential is revoked, this
register is accordingly updated.

• Step 4: The manufacturer generates a credential offer
for the machines it manufactures indicating the asso-
ciated credential schema (attributes). This credential
offer will be encrypted and stored in a “credential of-
fers web locker” within the manufacturer web server
until the any machine accesses it. The “credential
offers web locker” URL will be known by all the
machines produced by the manufacturer (variable
parameter for the automated script executed in the
machine).

• Step 5: A customer, who wants to verify cer-
tain attributes of the machine, will access the
web application for verifiable presentations val-
idation from a browser in their own comput-
ers/devices. User/password-based authentication will
be requested.

• Step 6: The customer creates a verifiable presenta-
tion request by means of the web application, in-
dicating the attributes associated to the machine he
wants to validate. This verifiable presentation request
is encrypted to be securely saved in a “verifiable
presentation requests web locker” within the man-
ufacturer web server until the referenced machine
accesses it. The “verifiable presentation requests web
locker” URL will be known by all the machines
produced by the manufacturer (variable parameter for
the automated script executed in the machine). The

customer will define a timeout for waiting for the
required verifiable presentation (variable parameter
for the automated script executed in the machine).
If timeout happens, the verification application will
automatically finish this process.

• Step 7: The machine periodically checks the “verifi-
able presentation requests web locker” to check if
there are new verifiable presentation requests. The
specific period for this checking process can be
configured for each machine (variable parameter for
the automated script executed in the machine).

• Step 8: In the case of a new verifiable presentation
request, the machine will take and decrypt it from the
“verifiable presentation requests web locker”; it will
then identify the required attributes and predicates
that has been requested to prove. These attributes can
be proved based on the verifiable credentials that may
already be available in the machine from previous
processes. However, in case the stored verifiable
credentials do not prove the required attributes, new
verifiable credentials will be needed.

• Step 9: As new verifiable credentials are required; the
machine checks the “credential offers web locker”
to check if there are new credential offers. The
“credential offers web locker” is only checked when
new verifiable credentials are needed; this process
will be periodically repeated since then (variable
parameter for the automated script executed in the
machine) until the required offer is shown or a time-
out happens (variable parameter for the automated
script executed in the machine). If time-out happens,
the machine will automatically finish this process,
notifying the manufacturer (by pop-up, email. . . , this
is a variable parameter) about the attributes required
by the customers for future new schemas definition
if applicable.

• Step 10: In the case of a new credential offer, the
machine will take and decrypt it from the “credential
offers web locker”. The machine will then analyze the
credential schema and credential definition from the
taken credential offers, looking at the details stored
in the DLT in order to determine if the required at-
tributes can be proved with a new verifiable credential
following the obtained credential offers.
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Figure 3. DLT-based SSI Operation for IIoT
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• Step 11: In case the attributes from a credential
offer match the attributes to be proved, the machine
will make and encrypt a credential offer response to
the manufacturer, asking him to fill in the verifiable
credential attributes following the details from the
credential offer. The credential offer response will be
stored in a “credential offer responses web locker”
within the manufacturer web server until the manu-
facturer accesses it. The “credential offer responses
web locker” URL will be known by all the machines
produced by the manufacturer (variable parameter for
the automated script executed in the machine).

• Step 12: The manufacturer periodically checks the
“credential offer responses web locker” to check if
there are new credential offer responses. The specific
period for this checking process can be configured for
the manufacturer (variable parameter for the desktop
application).

• Step 13: In the case of a new credential offer response,
the manufacturer will take and decrypt it from the
“credential offer responses web locker”.

• Step 14: Once the credential offer response is received
the manufacturer, it will fill in and sign the specific
values for each of the schema attributes for a particu-
lar machine, generating the verifiable credential. This
verifiable credential will be then encrypted and stored
in the “verifiable credentials web locker” within the
manufacturer web server until the referenced machine
accesses it. The “verifiable credentials web locker”
URL will be known by all the machines produced
by the manufacturer (variable parameter for the auto-
mated script executed in the machine).

• Step 15: As the machine is waiting for a new veri-
fiable credential, it checks the “verifiable credentials
web locker” to check if there are new verifiable cre-
dentials. In the case of a new verifiable credential, the
machine will take it and delete it from the credential
locker. The “verifiable credentials web locker” is only
checked when waiting for new verifiable credentials;
this process will be periodically repeated since then
(variable parameter for the automated script executed
in the machine) until the required verifiable credential
is shown or a timeout happens (variable parameter
for the automated script executed in the machine).
If timeout happens, the machine will automatically
finish this process.

• Step 16: In the case of a new verifiable credential, the
machine will take and decrypt it from the credential
locker.

• Step 17: The machine locally stores the taken verifi-
able credential in its own wallet.

• Step 18: Following the customer verifiable presenta-

tion request from Step 7, as the machine now has the
required verifiable credential to prove the requested
attributes, it can create the appropriate verifiable
presentation. This verifiable presentation will be then
encrypted and stored in the “verifiable presentations
web locker” within the manufacturer web server until
the customer accesses it. The “verifiable presentations
web locker” URL will be known by all the machines
produced by the manufacturer (variable parameter
for the automated script executed in the machine).
The customer is notified of the existence of the
requested verifiable presentation for demonstrating
the required attributes (pop-up, email. . . , this is a
variable parameter for every customer).

• Step 19: The customer will then check the “verifi-
able presentations web locker” to obtain the required
verifiable presentation.

• Step 20: The customer takes and decrypts the new
verifiable presentation and delete it from the “verifi-
able presentations web locker”.

• Step 21: The customer will identify the requested
attributes in the verifiable presentation checking its
validity by verification in the DLT (signatures, revo-
cation status. . . ).

As a result, the customer can be sure that the attributes
the machine is supposed to have are currently reliable and
have been certified by the manufacturer himself, whom he
trusts.

C. Evaluation
The proposed SSI-based IIoT Identity Management so-

lution allows a secure characterization of industrial as-
sets through verifiable credentials issued by trusted issuers
(manufacturers, certification entities, etc.). Technically, Hy-
perledger Indy has already been proven to provide strong
security guarantees due to the use of encrypted peer-to-peer
connections for the credentials exchange as well as the use
of unique identifiers for each relationship between actors
[45]. It is also backboned by trustworthy Blockchain tech-
nology for the DID registration, which is considered secure
by design, providing integrity, availability and traceability
[46].Furthermore, the proposed protocol is based on the use
of cryptographically secure web lockers servers for identity
information exchange. Taking this into account, the level of
trust of the proposed solution mainly depends on the level of
trust in the issuer as verifiable credentials will be considered
reliable if they are issued by a reliable issuer. For example,
the manufacturer may be considered as a trustworthy actor
to prove details about the manufacturing process of a
specific machine (date, performance...). However, it will not
be reliable for a certification process of certain standards
compliance since only certification agencies are considered
reliable for issuing compliance certificates.

Due to their high security level, verifiable credentials
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could be used by IIoT devices for different purposes, such
as authentication [47], access control policies application
[48] and certification processes [49], highly improving the
level of trust of these processes and facilitating their secure
automation. So, this new identity management mechanism
will improve other security mechanisms needed by IIoT
devices.

Nowadays, most of the current IoT devices have al-
ready been demonstrated to be able to work with DIDs
[42] as well as with Hyperledger Indy based verifiable
credentials [34] with good performance results in terms of
performance (CPU and RAM consumption). However, as
explained before, some computing, storage and connectivity
requirements need to be fulfilled by the IIoT device to
be able to deal with its own identity and avoid needing
guardianship solutions [43] which limit, to some extent, the
idea behind self-sovereign identity.

5. Conclusions
This paper studies the suitability of following the phi-

losophy of Self-Sovereign Identity for the industrial IoT
environment, deeply analyzing the IIoT features. The paper
also presents an SSI-based protocol for Identity Manage-
ment in the IIoT context, particularizing it for IIoT devices
and filling the gaps that are not currently specified. The pro-
posed protocol solves how data should be exchanged over
an Hyperledger Indy public permissioned DLT network,
identifying and explaining the need of using web locker
servers as a secure way for exchanging identity information.
The actors and roles involved in the industrial identity envi-
ronment have been identified and specific implementations
features have been proposed based on the IIoT devices
particularities. The result is a successful and secure identity
management operation in the industrial domain.
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