
International Journal of Computing and Digital Systems
ISSN (2210-142X)

Int. J. Com. Dig. Sys. 11, No.1 (Mar-2022)

http://dx.doi.org/10.12785/ijcds/110186

Digital Forensics Investigation Procedures of Smart Grid
Environment

Haris Iskandar Mohd Abdullah1, Zul-Azri Ibrahim2, 4, Fiza Abdul Rahim3, 4, Hafizuddin Shahril
Fadzil1, Saiful Amin Sharul Nizam1 and Muhammad Zulhusni Mustaffa1

1UNITEN RD Sdn. Bhd., Kajang, Selangor, Malaysia
2College of Computing and Informatics, Universiti Tenaga Nasional, Kajang, Selangor, Malaysia

3Razak Faculty of Technology and Informatics, Universiti Teknologi Malaysia, Kuala Lumpur, Malaysia
4Institute of Informatics and Computing Energy, Universiti Tenaga Nasional, Kajang, Selangor, Malaysia

Received 27 May. 2021, Revised 7 Jan. 2022, Accepted 9 Mar. 2022, Published 31 Mar. 2022

Abstract: Smart grids have been widely used around the world. The security of this system is debatable among the researchers because
this area requires an improvement in order to reassure the grid is secured from cyberattacks. However, many malware were found
attacking the smart grid systems such as Stuxnet, Flames, Triton, etc. Some of them are designed to avoid being tracked by a forensic
investigator. The perpetrators used the fragility of digital evidence as an advantage to launch an attack on the smart grid without
leaving traces. Technology development gives challenges to digital forensic procedures because the data volume is much higher. Thus,
the digital forensic procedure needs to be redesigned, modified, and improved to capture traces and handle digital evidence. This paper
aims to propose a digital forensic procedure to guide investigators to perform the digital forensic investigation, especially in a smart
grid environment. This paper has discussed several suitable tools and techniques in digital forensic investigation to solve the problem or
the challenges. This study discussed two cyberattacks examples and simulated the attack using a testbed to guide forensic investigators
based on the proposed digital forensic procedure. Examples of cyberattacks are Distributed Denial of Service and False Data Injection
attacks. This paper presented an appropriate methodology and relevant forensic tools to ensure the evidence’s integrity during collection
and analysis as legal evidence in court.

Keywords: Forensic, Process, Framework, Network Forensic, Live Digital Forensic, Dead Digital Forensic, Cyber-Physical
System

1. Introduction and Overview
A smart grid is an infrastructure that consists of stations,

substations, transmission lines, and transformers that are
designed to deliver a certain area or a nation’s power supply.
Most smart grids use a system called Industrial Control
Systems (ICS), which are the underlying monitoring and
control components of critical infrastructures. Smart grid
equipped with Advanced Metering Infrastructure (AMI),
a system that consists of high technology hardware and
software that enables data measurement intermittently and
remote communication continuously [1].

Numerous real cases of cyberattacks have been reported
attacking ICS around the world within the last ten years.
The ICS cyber-attack threats believed to be started in 2010
when Stuxnet was discovered attacking a nuclear plant in
Iran. Huge numbers of centrifuges are affected by this mal-
ware [2]. Duqu, believed as Stuxnet’s cousin, found in 2011
that designed to collect information for cyber espionage [3].
The following year, Flame was found designed to perform

the complex cryptanalytic attack [4]. Many other attacks
were also detected in ICS, such as Gauss, Havex, Shamoon,
etc. [5]. Eventually, the demand for digital forensics grows,
and the need for a specific digital forensic procedure is
required as the forensic process varies greatly from one
environment to another.

Digital forensics plays an important role in modern-day
cybercrime because the technology development emerges in
a cyberattack, including the high technology environment
such as the ICS. Some challenges related to the digital
forensic procedure have been found and deliberately dis-
cussed among researchers. The first problem encountered is
the lack of standard techniques to be used as a guideline to
examine and analyze the data considering that the volume
of data and type of digital sources are increasing [6]. In
current years, technologies have evolved dramatically, and
devices are growing in numbers. Existing procedures need
to be improved parallel with the technology development
in order to be able to investigate modern malware attacks.
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The second problem is the increasing volumes of data,
giving investigators a hard time in collecting evidence.
This problem leads to the accumulation of digital forensic
backlog commonly encountered by law enforcement [7]. A
backlog is an event of uncompleted investigation work that
requires a larger strategic plan. The third problem is the anti-
forensic technique used to avoid evidence being captured
[6]. One of the methods is to encrypt the data with a
password. Multiple unsuccessful password attempts lead to
all data being wiped out automatically [8]. An attacker has
a chance to avoid evidence being tracked by implementing
an anti-forensic technique.

Numerous other challenges occur when dealing with
digital forensic investigation, as highlighted by Raghavan
[9]. Raghavan lists five major challenges that came from
complexity, diversity, consistency and correlation, quantity
or volume, and unified time-lining problem. Therefore, it
is necessary to revise existing procedures or design more
procedures for the specific environment of digital forensic
investigation. This study aims to review existing digital
forensic investigation procedures and propose a digital
forensics procedure for a smart grid environment.

2. Background
Several existing digital forensics frameworks are re-

viewed and analyzed, focusing on digital forensic inves-
tigation. Table 1 shows a list of frameworks proposed by
previous researchers designed for digital forensic investiga-
tion.

Table 1. Frameworks Proposed by Previous Researchers
Phase
ID

Source Framework Name Environment

F01 [10] Generic Computer
Forensic Investigation
Model

Computer

F02 [11] Seamus Cybercrime
Investigations Model

Cyber

F03 [12] Seizure and Handling
Evidence Process
Model

Digital

F04 [13] Digital Forensic Model
Based on Malaysian
Investigation Process

Technologies

F05 [14] Systematic Digital
Forensic Investigation
Model

Wireless de-
vices

F06 [15] Digital Forensic Inves-
tigations using Internet
of Things

Internet of
Things

F07 [16] Framework for Reli-
able Experimental De-
sign

Digital data

F08 [17] Cloud Computing
Forensic Analysis
Model

Log

F09 [18] Digital Forensics
Process for Computer
Forensic

Digital Evi-
dence

F10 [19] Particle Deep Frame-
work

Network

There are common processes, activities, or tasks high-
lighted in each phase of the existing frameworks. Table 2
shows phases proposed in frameworks designed by previous
researchers.

Table 2. Phases Mentioned in Proposed Frameworks
ID Phases
F01 Pre-Process, Acquisition & Preservation, Analy-

sis, Presentation, and Post-Process
F02 Awareness, Authorization, Planning, Notification,

Search/Identify, Collection, Transport, Storage,
Examination, Hypothesis, Presentation,
Proof/Defense, and Dissemination.

F03 Identification/Preparation, Search and Seizure,
Preservation, Examination, Analysis, and Report-
ing.

F04 Planning, Identification, Reconnaissance, Analy-
sis, Result, Proof & Defense, Archive Storage, and
Documentation.

F05 Preparation, Securing the Scene, Survey & Recog-
nition, Documentation of Scene, Communication
of Scene, Communication Shielding, Evidence
Collection, Preservation, Examination, Analysis,
Presentation, and Result.

F06 Preparation for Investigation, Protecting Evidence,
Evidence Acquisition, Analysis of Evidence, Ac-
celerating the Investigations, and Result Dissemi-
nation.

F07 Plan, Implement, Evaluate, Repeat Process, Ana-
lyze, and Confirm.

F08 Acquisition and Integration, Pre-processing, Cor-
relation, Sequencing, and Analysis and Reporting.

F09 Identification, Acquisition, Preservation, Exami-
nation, and Presentation.

F10 Collection, Preservation, Examination and Analy-
sis, and Presentation.

All the phases found in the ten frameworks are identified
to find out which steps are identical and important that are
needed in the framework of a digital forensic investigation.
Table 3 shows each phase in the framework is classified
as Phase ID, while Framework ID is used to justify which
framework use the phase.

Table 3. List of Phases in Proposed Frameworks
Phase
ID

Name of phases Framework ID

P01 Accelerating
investigation

F06

P02 Acquisition F01, F06, F08, F09
P03 Analysis F01, F03, F04, F05, F06,

F07, F08, F010
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P04 Archive Storage F04
P05 Authorization F02
P06 Awareness F02
P07 Collection F02, F010
P08 Communication

Shielding
F05

P09 Confirm F07
P10 Correlation F08
P11 Dissemination F02, F06
P12 Documentation F03, F05
P13 Evaluate F07
P14 Evidence Collec-

tion
F05

P15 Examination F02, F03, F05, F09,
F010

P16 Hypothesis F02
P17 Identification F03, F04, F09
P18 Implement F07
P19 Integration F08
P20 Notification F02
P21 Planning F02, F04, F07
P22 Post-Process F01
P23 Preparation F03, F05, F06
P24 Pre-Process F01
P25 Preprocessing F08
P26 Presentation F01, F02, F05, F09, F10
P27 Preservation F01, F03, F05, F09, F10
P28 Proof/Defense F02, F04
P29 Protecting

evidence
F06

P30 Reconnaissance F04
P31 Repeat F07
P32 Reporting F03, F08
P33 Result F04, F05
P34 Search & Seizure F03
P35 Search/identify F02
P36 Securing scene F05
P37 Sequencing F08
P38 Storage F02
P39 Survey & recog-

nition
F05

P40 Transport F02

Each description for all phases is observed to identify
common activities performed in the identified phase. After
detailed observation, seven phases are specified as a guide-
line to assist investigators in conducting a smart grid digital
forensic investigation framework. As listed in Table 3, the
40 phases are then grouped into seven phases based on the
similarity of phase description. The seven phases are shown
in Table 4.

Table 4. Proposed Phases Grouped into Seven Phases
Phase Phase ID
Preparation P05, P06, P21, P23, P24
Identification P13, P17, P20, P30, P39

Collection P02, P07, P08, P14, P19, P25, P34,
P35, P36

Preservation P12, P27, P29, P38, P40
Analysis P01, P03, P10, P15, P16, P18, P31,

P37
Proof/Defense P09, P26, P28, P32, P33
Dissemination P04, P11, P22

The phases outlined in Table 5 were then reevaluated
to identify activities that could be carried out in parallel.
The three phases, namely Identification, Collection and
Preservation, are integrated into one phase called Collection.
The last two phases, called Proof/Defense and Dissemina-
tion are grouped under a phase named Presentation in the
framework.

Table 5. Proposed Phases in Reviewed Frameworks
Phase Framework ID
Preparation F1, F2, F3, F4, F5, F6, F7
Identification F2, F3, F4, F5, F7, F9,
Collection F1, F2, F3, F4, F5, F6, F7, F8, F9,

F10
Preservation F2, F3, F5, F6, F9, F10
Analysis F1, F2, F3, F4, F5, F6, F7, F8, F9,

F10
Proof/Defense F1, F2, F3, F4, F5, F7, F8, F9, F10
Dissemination F1, F2, F4, F5, F6,

Since each phase depends on its respective procedures,
tasks, and subtasks, Figure 1 features reversible phases
indicating that new information can be obtained in previous
phases before finalizing the findings.

Figure 1. Integrated Phases of Digital Forensic Investigation

3. RelatedWork
In this section, the key activities of digital forensics

investigations in a smart grid environment are explored in
four major phases, as shown in Figure 2.

http:// journals.uob.edu.bh

http://journals.uob.edu.bh


1074 Mohd Abdullah, et al.: Digital Forensics Investigation Procedures of Smart Grid Environment

Figure 2. Major Phases in Digital Forensic Investigation

A. Smart Grid Digital Forensic Investigation Procedure
1) Preparation Phase

The first phase to investigate cyberattacks is to perform
preparation in order to avoid unreadiness in an investigation
of the crime. Proper preparation is essential, especially
when it comes to investigating cyberattacks because the ev-
idence is volatile and requires special skills and equipment.
Before investigators perform an investigation, they need a
thorough preparation regarding the crime. The forensic team
must perform the preparation phase before launching the
investigation at the crime scene. The forensic investigation
framework was developed to guide investigators in handling
data and preserving the integrity of the evidence to be
presented in court. Digital data is volatile, thus requiring
strategies and planning to launch the investigation. The
activities in the preparation phase are summarized in Table
6.

Table 6. Preparation Phase Procedures
No. Activity References
1 Conduct briefing and brainstorming

sessions with forensic team mem-
bers.

2 Obtain authorization to conduct an
investigation.

3 Prepare a document to conduct an
investigation.

4 Prepare equipment to conduct an
investigation.

[20]

5 Interview experts to gain more in-
formation regarding the crime.

6 Sketch the information in a journal
for recreating or conveying details
of the scene.

After the investigator receives an order from a client to
investigate a cyberattack, the first activity is to gather the
forensic team and expose every information related to the
crime. Item to be discussed during preliminary information
gathering are built from what, who, where, when, and how.
The team must brief the purpose of the investigation and
explain the committed offence to build strategies to conduct

the investigation.

The second activity is to obtain approval from the
authority to perform the investigation. The authorization
allows the investigator to seize the device to prevent the data
from being tampered with, modified, or changed. In order
to seize, investigators require authorization to conduct the
investigation. Without the consent of the court, the evidence
is unable to maintain the chain of custody. Eventually, the
evidence will be inadmissible in court if authorization is
not obtained in the preparation phase.

The third step of the preparation phase recommends that
the investigators prepare the documents used in the inves-
tigation. Examples of documents are Investigation Diary or
Journal, Seizure List, Chain of Custody Form, etc. [20].
Thus, investigators should prepare those documents to avoid
untidy work of investigation.

Digital forensic investigation requires appropriate tools
and equipment. Thus, it is important to prepare everything
before performing an investigation. The list of equipment
specifically for the smart grid would be a camera, labeling
tools, imaging tool, analysis tool, storage media, Wireshark,
etc.

After the information is briefed, the team should identify
experts or technical persons to be interviewed to obtain
more detailed information related to the crime scene. With-
out this information, the investigator may take a long time
to investigate since the network communication and smart
grid components are relatively complex. The suggested
information to be gathered is the purpose of evidence, users
of evidence, type of internet access, offsite storage, and etc.
Then, the forensic team must document all information ob-
tained in this phase to recreate or convey the scene’s details.
From that information, the team will be able to prepare
plans and strategies to conduct the investigation. A thorough
plan is required because smart grid forensic investigation
deals with handling volatile data. The preservation planning
also should be prepared in order to ensure the integrity of
the evidence obtained later.

2) Collection Phase
In the Collection phase, the team acquires evidence from

all possible sources. All data relating to the incident is
identified, labeled, recorded, and collected while preserving
its integrity. During evidence collection, it is necessary to
use a preservation technique to preserve the integrity of
evidence. Preservation is the main objective of reviewing
digital forensic investigation procedures. When investigators
fail to understand digital evidence authentication effectively,
it may lead to adverse outcomes in the presentation before
courts [21]. In this phase, the Chain of Custody process is
initiated. The activities in the Collection phase are detailed
in Table 4 and Table 5.

To collect evidence, investigators must ensure the scene
is secured. If possible and necessary, the communication
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must be blocked to avoid data contamination. It is also
important to photograph the crime scene and devices for fu-
ture reconstruction. Then, the investigator needs to identify
affected components and check whether they are running
or turned off. Ensure every cable was properly connected
or disconnected and photograph every connected and dis-
connected component. From here, investigators would be
able to identify which method can be used to conduct the
investigation, whether it is live forensic or dead forensic.
These two types of forensic require different techniques and
procedures. Thus, this paper divided the collection of digital
evidence into two types of forensic investigations.

a) Acquiring Live Digital Evidence
Acquiring live data is important to obtain vital infor-

mation regarding the source of an attack. Live data is
very fragile because any movement or activity may lead
to the data being tampered. This paper proposes forensic
procedures to collect evidence to ensure the integrity of
evidence in the live digital forensic, as shown in Table 7.

Table 7. Collection Phase Procedures
in Smart Grid Live Forensic Investigation

No. Activity References
1 Photograph and label connected

components.
[20]

2 Capture memory usage. [22]
3 Collect CPU and TTL. [22], [23]
4 Collect pagefile in the memory

dump.
[22]

5 Perform network sniffing to capture
network traffic.

[24]

6 Validate the data by calculating the
hash value using MD5.

[25]

7 Label and photograph obtained ev-
idence.

[20]

It is important to label connected cables and components
with the devices. To prevent the devices from being turned
off, ensure the power cable is properly connected. A lot of
data can be collected from Random Access Memory (RAM)
which will be lost if the device is dead. Thus, collecting
RAM data is crucial to be performed as soon as possible
to prevent the risk of data loss.

Some information contained in RAM that can be used as
digital evidence are running processes, open files, network
traffic information, etc. The investigators may capture a list
of open network connections, the ARP table, the routing
table, and interface configuration [22]. FTK Imager, Magnet
RAM Capture, and Dumpit are some of the tools to capture
the memory in RAM [26]. CPU and TTL usage are some
of the attributes to detect anomalies in the live forensic in-
vestigation for cyberattack. Thus, collecting those evidence
is crucial in the investigation of cyberattack in a smart grid
environment.

Pagefile is a reserved portion of a hard disk that is used
as an extension of RAM for data in RAM that hasn’t been

used recently. Therefore, collecting pagefile in a memory
dump might contain evidence of the crime. Pagefile mostly
can be obtained from hard disk. Many tools are available
to collect pagefiles, such as X-Ways forensic, FTK imager,
and DiskExplorer [27]. Due to the cyberattack can manipu-
late communication between components in the smart grid
environment, investigators should perform network sniffing
to capture network traffic. Some of the tools to capture
network traffic are Ethereal, WinPcap, AirPcap, Tcpdump,
Taps, SPAN, NetIntercept, Xplico, etc. [28], [29], and the
popular one is Wireshark. By collecting traffic flow, it is
possible to discover evidence regarding the attack source.

After crucial data is collected, the investigator needs to
validate the data using MD5 or SHA to ensure the integrity
of the evidence. Tools designed to calculate hash value are
IgorWare Hasher, HashCheck, Nirsoft HashMyFiles, and
etc. Lastly, photograph and sketch information related to the
investigation should be obtained. The evidence’s integrity
can be verified and forensic analysis can be automated using
Sleuthkit and md5sum [25].

b) Acquiring Dead Digital Evidence
When a system is powered off, collecting information

from RAM is not applicable. The data may be stored in
storage media. Some storage media that may consist of
stored data are hard disk, floppy disk, CD, DVD, etc. The
activities in acquiring dead data are detailed in Table 8.

Table 8. Collection Phase Procedures
in Smart Grid Dead Forensic Investigation

No. Activity References
1 Photograph and sketch crime scene. [20]
2 Check affected components. Proposed

activity
3 Label connected cables and compo-

nents.
[20]

4 Seize storage media or devices. [30]
5 Record date and time in BIOS. [31]
6 Connect drives to a write blocker to

prevent OS from accidentally writ-
ing to the hard drive.

[32]

7 Perform data imaging to collect
data from a hard disk while preserv-
ing the integrity of evidence.

[25]

8 Calculate the hash value to verify
the integrity of the evidence.

[25]

9 Label and photograph obtained ev-
idence.

[20]

Firstly, the investigators should photograph and sketch
the crime scene and document all in a specific form to
maintain the chain of custody. Next, the investigators must
ensure that the system is completely turned off before
conducting dead forensic because a turned-on system may
consist of live digital data. Label all connected cables and
components into the affected components to preserve the
integrity of the evidence. If the system is completely turned
off, investigators must remove the storage media from the
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devices to acquire static data. The captured hardware needs
to be labeled with unique identifiers such as brand, serial
number, and etc. The investigator needs to record the exact
date and time in the BIOS to determine when the attack
occurred. This note is necessary to allow the investigator to
compare time with reliable time sources and identify any
differences.

Before collecting the data from storage media, it should
be connected with a write blocker to prevent modification
of the evidence or data from being tampered with. After
being connected with a write blocker, the data need to be
duplicated to preserve the originality of the data. A write-
blocker device is used in this phase before collecting data
from a hard disk to preserve the integrity of the file meta-
data, such as timestamps [33]. Thus, the investigator needs
to perform data imaging to collect data. It is recommended
that evidence duplication be performed for every storage
medium consisting of digital data using Logical Backup or
Bit Stream Imaging [30]. Forensic software and hardware
tools, namely Fundl and RegCon can be used for memory
dumping and sorting evidence for analysis [34]. Next, the
data need to be validated by calculating the hash value.
Similar to the live digital forensic, the investigator may
calculate the hash value using MD5 or SHA.

3) Analysis Phase
In the analysis phase, the investigation team performs an

analysis of data collected during the previous phase. There
are many techniques and justifiable methods to derive useful
information for digital forensic investigation. The activities
in the analysis phase are detailed in Table 9.

Table 9. Analysis Phase Procedures
in Smart Grid Forensic Investigation

No. Activity References
1 Perform data mining to sort and an-

alyze seemingly unrelated entities
within datasets.

[35]

2 Perform data classification to cat-
egorize data in order of level of
effectiveness and efficiency.

[36]

3 Reduce the volume of data required
to be analyzed using data reduction
techniques.

[37]

4 Parse PCAP files and extract indi-
vidual packets. [38]5 Divide packets at different low-level
protocols.

6 Collect TCP packets into streams.
7 Divide streams with higher-level

protocol dissectors
8 Determine changes in the network

and monitor timestamp. [39]

9 Reconstruct the attack scenario and
attribution to the source of attack
based on the analysis.

Due to the smart grid generating a large amount of

database and containing huge data, investigators may per-
form data mining, data classification, and data reduction.
Data mining is used to sort and analyze seemingly related
entities within the dataset. Three steps involved in data
mining are exploration, pattern identification, and deploy-
ment [40]. Next, the investigator may categorize data in
order of level of effectiveness and efficiency. Some of
the techniques the classify data are ID3, C4.5 Bayesian
Network, K-Nearest Neighbor, SVM, and etc. [41]. Then,
the investigator may perform data reduction to reduce the
size of storing evidence. Several data reduction methods are
available to be used, such as Features Reduction, Principal
Component Analysis, Entropy Measure, Values Reduction,
and Cases Reduction [37].

Wireshark, snort, and tcpdump are among popular tools
to process PCAP files for analyzing network traffic. Cohen
(2008) proposed the PyFlag method to analyze data in
network forensic. The proposed method divides network
traffic by parsing the PCAP files and files and extracting
individual packets. Then, the packets are divided at different
low-level protocols, such as Ethernet, IP, TCP, or UDP. The
TCP packets are then collected into streams using a TCP
stream reassembler. Next, the streams are divided with a
higher-level protocol such as HTTP, IRC, MSN Chat, etc.

Rizal et al. (2018) proposed an analysis method us-
ing Wireshark, where the logs are examined to determine
network changes and view timestamps. The analysis is
performed on any part of the frame representing an attack
packet flooding of IP address. Then, attack packets con-
tained in the log file will be collected using the statistics
module endpoint.

4) Presentation Phase
In the Presentation phase, the finding will be presented

in court to justify the evidence. This phase involves proving
a perpetrator of the cyber-attack or defense a victim from
being sentenced to guilty based on the presentation of the
result before jurisdiction. The procedures in the presentation
phase are shown in Table 10.

Table 10. Presentation Phase Proce-
dures in Smart Grid Forensic Investigation

No. Activity References
1 Write a forensic workflow. Indicate

the use of tools and methods [42]2 Classify all evidence in the investi-
gation

3 Prepare interactive cross-
examination.

4 Present the findings to management
5 Disseminate the finding for future

references
[11]

In this final phase, all activities, equipment, and methods
are recorded to be presented to the management or court.
The forensic workflow must be written by professional
forensic staff. Then, investigators need to classify the ev-
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idence to be presented, such as the type of tools used
to launch an attack, professional personnel certification of
digital evidence, etc. [42]. Next, the investigator can prepare
interactive cross-examination to meet the need of manage-
ment or court. Lastly, all the documents, workflow, data,
evidence, and findings are presented to the management.

For future work, investigators disseminate the finding for
other cases that may be related. Thus, the document must
also include a recommendation. The disseminated document
must also include a recommendation for improvement to
policies, guidelines, procedures, tools, and other aspects
of the forensic process. The investigation result is not
destroyed but is to be stored for future references.

B. Smart Grid Digital Forensic Investigation Flowchart
Based on the proposed framework (Figure 2), this paper
has developed a flowchart, which translates each phase
and activity as shown in Figure 3. This flowchart aims to
assist the forensic team, especially the first responder and
forensic analyst. The first responder may use the flowchart
as a reference when conducting on-scene investigations. At
the same time, the forensic analyst may review the first
responder’s activities and indicate analytical activities to be
carried out next.

4. Forensics Investigation On CyberAttack Scenario
This section discussed the examples of a cyberattack on

AMI and applied the procedure proposed in this study to
conduct a forensic investigation on Distributed Denial of
Service (DDoS) and False Data Injection (FDI). This paper
applied the procedure for each cyberattack to emphasize
different techniques applicable depending on the type of
attack.

A. Distributed Denial of Service
DDoS is an attack that attacks the network resource to

prevent legitimate users from accessing the affected system
[43]. An attacker may use two methods to launch DDoS,
sending malformed packets to confuse or disrupt legitimate
users by exhausting the resources [44]; thus, it is called an
attack that violates availability.

This study simulates the DDoS attack using four Rasp-
berry Pi’s, switch, and Virtual Machine. Raspberry Pi’s
act as smart meters, and Virtual Machine operates as Data
Collector and Meter Data Management System (MDMS).
The topology of these components is shown in Figure 4.
The Blue arrow shows normal communication between the
smart meter and data collector, while the red arrow shows
a communication under attack by four smart meters. Smart
Meter A act as a normal user, while Smart Meter B, C,
and D act as the attackers. Smart Meter B, C and D launch
DDoS attacks to data collector so that Smart Meter A cannot
send data to the data collector.

Network forensic live investigation is used when the
cyber attack event occurs over a network connection, mostly
ingresses and egress traffic from one device to another.

Investigators need to prepare network forensic tools such
as network sniffers to investigate DDoS attacks because this
kind of attack is related to network forensics. Identification
of DoS attacks is principally founded on network data
analysis, for example, connection requests, packet headers,
etc. [45].

Begin with acquiring data from a network connection.
The evidence may contain multiple sources of data. The
major one is the information maintained by network nodes
[46]. In this study, we collect data received in MDMS to
detect the attack. The artifacts collected from the dataset are
log files, data files, data caches, transaction logs, widows
log events, etc. [47]. Log Activity was key digital proof
in noting every activity in the Router [48]. The artifacts
enable investigators to identify notable events and classify
action patterns. For DDoS investigation, we have to acquire
real-time data such as CPU, memory performance, and ping
reply as evidence from the DDoS attacks.

Collected data are analyzed to produce significant evi-
dence using several available appropriate tools. The tech-
niques vary on the type of collected data. For instance,
this study compares the readings during DDoS attacks
with readings during normal traffic flow. If the network
bandwidth value is less than normal, CPU and memory
performance is high, and ping reply often indicates that the
device is under attack. After analyzing the data, this study
constructs the attack scenario to obtain a correlation of the
evidence with the crime event. This investigation shows that
data collectors are unable to receive data consumption from
smart meters due to DDoS attacks.

Investigators need to design a graph to show the attack
on smart grid components based on the analysis. All activi-
ties are documented in legal forms to maintain the chain of
custody. The result and documents are presented before the
court to classify the case. This includes equipment and tools
used while performing the investigation. Lastly, the case is
stored and disseminated for other relevant investigations.

B. False Data Injection
FDI attack affects packets’ data integrity by modifying

their payloads [49]. According to [50], FDI attacks could
bypass the SCADA system. In a smart grid, the DoS attack
can disable the connection between the smart meter and the
data collector, while the FDI attacks can change the smart
meter reading to be collected by the server. Thus, this attack
can be called an attack that violates integrity.

This paper has developed a testbed that consists of four
main hardware components to simulate an FDI attack, as
shown in Figure 5. Smart Meter A sends normal data to the
data collector. Smart Meter B acts as an attacker to modify
smart meter A’s data and send it back to the data collector.
Data Collector received false readings from Smart Meter
B. The red arrows show two-way communications between
Smart Meters and Data Collector, where the attacker sniffs
network traffic and identifies the potentially vulnerable
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Figure 3. Smart Grid Digital Forensic Investigation Flow Chart

IP address. Then, the attacker spoofs the network traffic
between Smart Meter A to Data Collector and proceeds
with FDI attack.

FDIA can be a subtler attack than DoS [51] because it is
difficult to detect. Thus, forensic investigator must prepare
a subtle approach to detect the attack. This paper proposes
these attributes to investigate FDI attack as shown in Table
11. These attributes may be found in the PCAP file collected
from the packet sniffer. This study also gathers ARP cache

from data collectors and smart meters.

Using SQL database, it can view and display artifacts
of user data, device name, last accessed, last login, created
by, etc. [52]. The attributes are monitored in order to
analyze the data in the FDI attack. The attributes are then
compared between normal traffic and under attack traffic. If
the attributes are different, it indicates the probability that an
attack has occurred between the smart meter communication
and the data collector. After collection and analysis activi-
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Figure 4. Distributed Denial of Service Attack Testbed Topology

Figure 5. False Data Injection Attack Testbed Topology

ties are completed, this study constructs an attack scenario
based on comparing attributes in Table 11 to propose the
result in court.

Table 11. Attributes to detect FDI attack
Attributes Description
SrcIp Source IP address
SrcPort Source port address
DstIp Destination IP address
DstPort Destination port address
SrcMac Source MAC address
DstMac Destination MAC address

TTL Time to live of the packets
ARPReq ARP request traffic
ARPRep ARP reply traffic
TimeDelay Time delay for the client to receive a

reply from the server

Like every forensic investigation, all activity and work-
flow should be documented to maintain the chain of custody
while conducting the investigation. Those documents and
the result of the analysis are presented before law enforce-
ment for verification of the case. The last step is to store the
document related to the case and disseminate it for further
related investigation.

5. Conclusion And FutureWorks
The world is facing tremendous growth in technology

development. The know-how in IT enables more hazardous
malware capable of attacking high technology systems, in-
cluding the ICS. In order for cyberattacks to be investigated,
specific guidance or procedure is needed. The procedures
can preserve the integrity of the evidence and make it
presentable in court. Four phases framework presented in
this study can serve as a basis for investigators to perform
digital forensic investigations in a smart grid environment.
Given that this proposed procedure is the result of a variety
of established procedures, the study intends to validate
the proposed procedures in a larger-scale simulated en-
vironment, which could then be the baseline for other
investigations. An effective collection and analysis tool will
be proposed to improve the effectiveness of the procedure.
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