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Abstract: HTTPs is essentially an integration of the Hypertext Transfer Protocol with either TLS or SSL. The responsibility of 
SSL/TLS in HTTPs is to encrypt the content of HTTP. Without encryption, the communication can be comprehended by anyone that 
keeps up seeing the packets between the sender and receiver. As a higher amount of web traffic shifts towards encrypted traffic, 
concealing an attack in encrypted communication will develop in prominence and refinement. Malware poses one of the significant 
digital security risks in the present scenario, with the goal of malware is to exfiltrate information from networks and misusing it.  The 
measure of malwares utilizing HTTPs traffic for their communication is on the rise year by year. This situation is obscure to handle for 
cyber security researchers because malware traffic is encrypted, and it primarily looks like regular traffic. The detection and analysis of 
malware in HTTPs traffic is challenging because application data is encrypted between the client and server. This paper endeavors to 
analytically review the concepts and techniques for malware analysis and detection in HTTPs traffic and performs a comparative study 
of state of the art. The review suggests that most of the techniques are using the statistical features of network traffic and machine-
learning based techniques in order to detect and classify malware in encrypted traffic. 
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1. INTRODUCTION  

The HTTPs (hypertext transfer protocol secure) 

protocol is a standout amongst the most well-known 

protocol in computer network organization that gives a 

protected communication between networks. HTTPs is a 

combination of HTTP and SSL/TLS. As per a Google 

report [1] of April 2017, the use of HTTPs is on the rise. 

The report demonstrates that PC users download more 

than 50% of the web pages using HTTPs, and utilized 

66% of their time in HTTPs pages. With this growing 

usage of encrypted network traffic on the whole internet, 

malware has also begun to utilize the HTTPs to secure its 

own communication. The diversity of encrypted malware 

or encoded malware is increasing, and attackers are also 

utilizing different techniques to convey malware like code 

obfuscation, drive-by downloads, encryption, etc. 

Unfortunately, encryption is a twofold edged sword, while 

genuine clients utilize encryption for all the genuine 

reason; the cyber attackers utilize this to avoid detection 

and secure their malicious activities. Malware protection 

for a computer system is one of the utmost network 

security tasks for individual users and businesses because 

even a single cyber-attack can result in data leakage and 

adequate losses. The significant losses and frequent types 

of cyber-attack point out the need for precise and timely 

detection methods. The growing volume of encrypted web 

traffic, both genuine and malicious, poses much more 

difficulties and perplexity for protectors endeavoring to 

recognize and monitor potential threats. Encryption is a 

means to update security in many ways; however, it 

likewise gives malicious actors a vast apparatus to cover 

command – and – control (otherwise called c2and CC) 

activity, managing them enough time to work and inflict 

damage. The identification of HTTPs malware traffic is 

challenging and complex on the grounds that the 

communication is encrypted between the client and server 

that give a favorable position to the attacker to set up 

malware. Generally, network security tools neglect to 

recognize this sort of threat. The common solution for 

managing and inspecting HTTPs traffic in big companies 

is to introduce HTTPs interceptor proxies. This 

interceptor is set between the client and server. The 

enciphered traffic is deciphered, examined whether it 

contains malicious traffic or not, encrypted again and sent 

to the destination IP (internet address) as shown in Figure 

1. 
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Figure 1. HTTPs Interception 

This is a regular methodology that takes into 

consideration and traditional recognition techniques to be 

utilized for detecting decrypted malicious traffic. One of 

the drawbacks of using a HTTPs interceptor between the 

client and server is that it violates the fundamental 

concept of HTTPs, which is having a secret, safe and 

secure communications. This paper reviews several 

concepts, techniques proposed, used, and practiced for 

malware analysis and detection. The contributions of the 

paper can be put in the following way: 

 Overview of SSL/TLS encryption mechanism.  

 Deep insight into malware analysis and 

evolution of encrypted malware. 

 Explains attack vectors in encrypted traffic 

 Review and comparative study of various 

existing techniques and models employed to 

detect malware in HTTPs traffic. 

This paper is organized as follows. Section 2 reviews 

the background of SSL/TLS encryption. In Section 3 

malware analysis types are explored. The evolution of 

encrypted malware and encoding/decoding techniques 

are discussed in section 4. Section 5 describes various 

attack vectors used in encrypted traffic. Section 6 reviews 

and compares the state of art for malware analysis and 

detection in HTTPs traffic. Different evaluation metrics 

are explained in Section 7. The paper is summarized with 

future scope of investigation in Section 8. 

2.   BACKGROUND 

     The SSL/TLS protocol facilitates the encryption of 

HTTPs communication. To start with, an initial 

handshake process is performed between the client and 

server. In the process of initial handshake, cryptographic 

parameters are exchanged, such as cipher suites, version 

number, digital certificate, etc. SSL and TLS are the 

protocols used for the encipher of network traffic. These 

protocols are also used to maintain integrity, 

authentication, and confidentiality for data in 

transmission. We contribute necessary information to 

ease understanding the rest of our paper. 

 

A. Traffic Encryption with SSL/TLS 

     The TLS is replacing SSL as the security 
mechanism to encode the transmission between internal 
web browsers and web servers [2, 3]; thus, TLS is the 
successor to SSL. The SSL is no longer utterly secure in 
today’s environments. TLS v 1.2 is the most current 
version in client browsers and web servers, even though 
TLS v 1.3 has been launched, but it’s not mostly used in 
client browser and server. It is fundamentally utilized for 
anchoring HTTP, FTP, SMTP sessions, and for Virtual 
Private Networks or VoIP (voice over internet protocol). 
The TLS comprises two different protocols, the TLS 
record protocol and the TLS handshake protocol, and both 
are characterized in RFC (Request For Comments) 5246 
[4]. The TLS record protocol utilizes symmetric key 
encryption and needs a dependable connection, for 
example, that given by TCP. The symmetric key for the 
TLS record protocol is commonly consulted by the TLS 
handshake protocol [4]. The TLS handshake protocol has 
three essential properties: the endpoint’s identity can be 
validated through exchanging the proper cryptographic 
key distribution in the handshake process is secure, 
inaccessible through spying or Man-In-the-Middle 
(MITM) attacks; and no outsider can alter the transaction 
without changing the original endpoints [4]. The prime 
objective of TLS is to encapsulate other traffic layers, for 
example, HTTP. 

The TLS handshake protocol included the following 

stages recorded underneath from RFC 5246 [4] as 

depicted in Figure 2 also:   

 Exchange hello message to agree with 

algorithms, swap random values, and inspect 

session regeneration between client and server. 

 Send and receive the required encryption 

arguments to enable the client and server to 

utilize a pre-master secret. 

 Exchange digital certificates and encrypted 

information to enable the client and servers to 

authenticate them.  

 Produce a master key from the pre-master secret 

and exchange random values. 

 Facilitate protection for the features of the 

record layer. 

 Enable the client and server to validate that 

corresponding peer has computed similar 

protection features and that the SSL/TLS 

handshake happened without altering by an 

attacker. 
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Figure 2. SSL/TLS Handshake Process 

 
The TLS handshake protocol incorporates the choice 

for including extensions to the hello messages of client [4, 
5]. These extensions are needed by the protocol to open 
the connection. One such extension is a server name, 
which is particularly valuable when a single physical host 
is running on various virtual servers [5]. The server name 
enables the physical host to react with the right digital 
certificate and start a connection with the coveted virtual 
server. Currently, an ever-growing number of applications 
are being moved to the cloud and utilizing internet based 
services [6, 7]. These web-based services regularly utilize 
encrypted network traffic protocols, for example, 
SSL/TLS [8, 9]. 

3.   TYPES OF MALWARE ANALYSIS 

Malware analysis is a systematic way toward 
determining the purpose and function of a known malware 
sample. The fundamental objective of malware analysis is 
to understand how the malware behaves, how to identify 
malware and remove it. The various types of malware 
analysis techniques are presented in Figure 3. 

 

 

Figure 3. Types of Malware Analysis 

A.  Static analysis 

Static analysis means that the malware analysis is 
completed without executing the code.  This type of 
analysis is suitable as we do not need to execute the 
binary code; hence, it requires fewer amounts of resources 
and time. The binary codes are checked through 
disassembling the executable file. Nowadays, malware 
authors use various methods to prevent static analysis 
from detecting malicious code. 

B. Dynamic analysis 

      In this analysis, malicious samples are executed and 

monitored like a virtual machine (VM), an emulator, or a 

simulator [10]. This type of analysis is also called as 

behavior analysis. When an executable file runs, we can 

track all kinds of relevant information related to 

malicious code. Dynamic analysis is more effective 

rather than compared to static analysis; furthermore, 

dynamic analysis is able to detect known and unknown 

malware [11]. Nevertheless, dynamic analysis is time-

intensive and resource-consuming [12]. 

C. Hybrid analysis 

Hybrid analysis is the integration of static and 
dynamic analysis. With the support of hybrid analysis, 
cyber security researchers get the benefits of both 
analysis, static and dynamic. Hence, it increases the 
ability to detect malicious programs correctly [13]. Both 
types of analysis have their own advantages and 
disadvantages. Static analysis is useful and faster 
compared to dynamic analysis. However, malware 
developers use various methods to bypass static analysis 
based engine. Contrarily, dynamic analysis can detect 
unknown and known malware. 

D. Network traffic analysis  

      In order to inspect network traffic, generally, we used 

packet-based features and flow-based features to detect 

malware. The Packet based approach inspects the entire 

payload content besides headers. Packet based traffic 

analysis is an entirely passive approach, which means 

that it can provide much more information related to 

network problems. In [14], authors extract features on the 

basis of the size of packet to execute fingerprinting 

attacks on website against enciphered traffic. Flow- based 

features provide useful information related to network 

connection instead of the packet payload. The Flow 

based approach determines the network traffic statistical 

overview. A flow is well-defined as the identical source 

IP, destination IP, protocol, source port, destination port. 

Besides, flow based features are used to detect malware 

in network traffic; some other papers have also utilized 

these features in a more precise manner [15] [16]. 

4.    THE EVOLUTION OF ENCRYPTED MALWARE 

      Over the years, malware has become a global threat 

to cyber security research community. It becomes more 

complicated when we add one more word encryption; the 

use of encryption is used by attackers increasing year by 

year. The growth of the encrypted malware has typically 

given attackers the perfect place to conceal encrypted 

malware, making it impossible to identify and detect 

malicious packets in a network [17]. The trend of attacks 

on encrypted traffic is depicted in Figure [4]. 
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Figure 4. Growth of Encrypted Traffic and Attack [17] 

A.  Encoding and Decoding Techniques for Malware 

     Cyber attackers adopt various techniques to avoid 

their malicious codes detection against antivirus software 

and to further complicate the malware analysis process 

[18]. In this section, we explain different types of 

encoding and decoding for malware that is favorable 

choice for cyber attackers. 

1) Encoding with base64: Base64 is an encoding 

technique designed to represent data in an ASCII text 

format [19]. It is often used to encode and decode 

malware, and base64 provides a significant advantage to 

cyber attackers while providing the least benefit to 

defenders. The prime objective of base 64 is to 

standardize code. Cyber attackers are also utilizing this 

approach by injecting false or gibberish character strings 

that mimic standard base 64, and code works well until 

its decode [20]. 

2) Code packing: Code packing is a kind of technique 

used to hide the code of a program through one or more 

layers of encryption/compression. It is a subset of 

techniques and tools that modifies a malicious software 

code in such a way that traditional based antimalware 

software unable to detect these harmful codes [21]. 

3) Polymorphic: Malware authors used this technique to 

conceal signature-based malware detection by doing 

small and internal changes in characteristics of the 

malicious code [22]. In this type of technique, malware 

authors used several complex encrypting algorithms that 

mutate themselves through self-encryption [23]. 

4) Metamorphic: Metamorphic is a superior variant of 

the polymorphic technique, where the complete internal 

structure is encoded [24]. The metamorphic technique is 

also known as “body polymorphic.” In this approach, it is 

continuously reprogramming the malicious code in each 

execution iteration/distribution to evade detection 

without altering the control flow [25]. 

5) A debugging approach: One of the most popular 

methods for malware analysis is disassemblers and 

debuggers to inspect the working of specific code. This 

type of mechanism is also called reverse engineering, 

where the malicious code is loaded into a disassembler 

such as IDA Pro [26]. Later, malware analysts can use a 

debugger to execute every code path, write a script and 

found some interesting pattern and decode the malicious 

code [27]. However, this type of approach is very tedious 

for every relevant code.   

5.   Attack Vectors in Encrypted Traffic  

     Currently, many malware developers have introduced 

their latest variants to use SSL/TLS to encrypt malware 

communications from infected clients. There are many 

ways by using which malware developers exploit 

encrypted traffic. A few of them are described below: 

A. Drive-by download 

    A drive-By download is a type of software that installs 

itself without keeping the user aware of it. Consequently, 

drive-by downloads poses a significant menace to the 

internet and its users [28]. In this style of attack, merely 

accessing a website that contains malicious content may 

result in malware infecting the user’s computer. The 

malicious code, installed as part of the attack, then take 

over the victim host. To diminish the threats of drive-by 

downloads; keep web-browser and operating system up 

to date in regular intervals [29]. 

B. Phishing Email 

    Phishing is one of the supreme and conventional 

methods to send malware on victim machines. The 

attackers smartly design a legitimate email and send it to 

the victim. One of the best ways for an attacker to choose 

to spread malware is through a spear-phishing attack. In 

this style of attack, attackers usually collected all types of 

information about a specific person or companies then 

launch an attack. The possibilities of getting successful 

chances are more significant than other types of phishing 

attacks [30]. Some of the notorious forms of phishing 

attacks include Deceptive phishing, DNS-based phishing, 

and Search Engine phishing [31]. 

C. Malvertising Campaign 

   Malvertising is a new technique to spread malware with 

the help of online advertising. Online advertising 

provides an excellent platform for spreading malware 

because it is easy to attract users to sell or watch new 

products online. The amusing fact about infections spread 

through Malvertising is that it does not need any user-

oriented action, such as clicking to compromise the 

system and does not exploit any vulnerabilities on the 

website or the server hosting it. Infections carried 

through Malvertising quietly travel through web page 
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advertisements [32]. However, detecting such kinds of 

threats is challenging because of the rapid changes of ads 

on a website [33]. 

D. Exploit Kit 

   Exploit kit represents a kind of attacking toolkit which 

is used by malware developers to take advantage of 

vulnerabilities in a system so that they can deliver 

malware or do other malicious activities. Exploit kit is an 

infection kit that is utilized to perform malicious code 

onto the user’s system. A popular way to spread malware 

through an exploit kit is that if users visit a website that is 

already hosted on an exploit kit, then malware could be 

downloaded automatically without user knowledge. 

Some of the popular types of exploit kits are Angler, 

Spelevo, Fallout, and Magnitude [34]. 

E. Clickjacking  

   Clickjacking is a malicious technique used by attackers 

when a user visits web page; the attacker forces him to 

click on random content which will redirect the web page 

to other web page and control the complete system 

access. This type of attack is known as clickjacking. This 

is a client-side security concern that affects the diversity 

of web browsers and platforms. The basic functionalities 

of these types of threats are to steal login user name 

passwords, spread malware, and promote online scams in 

social media [35]. 

F. Botnets 

   The botnet is a combination of bot and network. A bot 

for this situation is a device infected through a virus; it 

then becomes part of the network or network of infected 

devices well-controlled by a single attacker or attackers 

group [36]. The malicious botnet code usually inspects 

for vulnerable devices over the internet, instead of 

focusing on individuals, enterprises, or industries. The 

goal for making a botnet is to spread malware to as many 

connected devices as possible and to utilize resources of 

these devices for computerized tasks that are typically 

hidden from device users. 

A summary of reported attack vectors is shown in Table 

I. 

Table I. Summary of Attack Vectors 

 

6. Analysis and Detection of Encrypted Malware 

    As the encrypted traffic is deemed to grow, 

recognizing threats encapsulated within encrypted 

network traffic appears to be a challenging and 

cumbersome task. It is quite considerable to monitor 

encrypted traffic for threats and malware without 

compromising the user’s secrecy. Since pattern matching 

is not so impressive in the case of TLS sessions, new 

methods need to be proposed that can detect malware 

communication precisely. However, TLS also provides 

an intricate set of observable data features, which can be 

utilized to detect and analyze malware communication, 

while protecting the secrecy of amiable applications of 

encryption also. This section reviews the malware 

analysis and detection in HTTPs traffic. 

A. Features based Analysis of SSL/TLS Traffic 

Petrvelan et al. [37] investigated the existing various 

encryption traffic protocol for the classification and 

analysis method. They discussed encryption protocol 

structure and working like IPSec (IP security), SSL /TLS, 

SSH (secure shell), and explored application- based 

protocol like Bit-Torrent and Skype. They revealed that 

most encryption protocols use an initial phase of 

information used for monitoring, inspecting, and 

encrypted traffic classification. Furthermore, the authors 

contributed an extensive survey of the behavior-based 

approach for encrypted traffic classification. A testing 

probing SSL security tool (PSST) was introduced in [38], 

and this tool was utilized to examine server security on 

the web, assessing more than 19000 servers. They 

evaluated various features on SSL/TLS server-side like 

version number, key exchange, and authentication, key 

Attack vector  Description  Reference  

 

Drive-by 
download 

Malware silently installs itself into a 

system just accessing a vulnerable 
website. 

 

28-29 

 

Phishing 

Email 

This type of attack is often used to steal 

user data, including login credentials. 

 

30-31 

 

Malvertising 

campaign 

Malvertising is a short term for 

malicious advertising, and it uses 

legitimate online advertising services to 
spread malware. 

 

32-33 

 

Exploit kit 

An exploit kit is a malicious toolkit 

cyber criminals use to attack 

vulnerabilities in systems so they can 

distribute malware or perform other 

malicious activities. 

 

34 

 
Clickjacking  

This type of attack that tricks a user into 
clicking a webpage element which is 

invisible or disguised as another 

element. 

 
35 

 
Botnet  

It is a combination of infected 
computers operated by a remote 

attacker, which is normally utilized for 

performing illegitimate activities.  

 
36 
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size, symmetric encryption, and default choices. The 

PSST tool would be useful for checking the SSL/TLS 

server performance benchmarking. In this paper, the 

authors showed that some of the websites continue to 

support weak cipher suites and cryptographic keys. In 

future, they shall be working on the client-side as well so 

that they can evaluate more information on both sides 

(client and server) of the conversation. A complete study 

was conducted on the security concern of HTTPs 

interception by Zakirdurumeric et al. [39] and developed 

some heuristic rules based on TLS handshakes, security 

products, and TLS parameter applied to these set of 

heuristic rules to detect HTTPs interception. They 

deployed these heuristic rules on three different 

networks: (1) Firefox updated servers (2) E-commerce 

sites (3) Cloudflare content distribution network (CDN) 

and found that HTTPs interception causes other issues 

like privacy, security, etc. The authors envisage a new 

direction to the cyber security research community to 

find alternatives to HTTPs interception which does not 

violate the integrity of encryption.  

For interception issues, Ngoc Huy Nguyen [40] in 

2019 uncovered several SSL/TLS interception issues in 

organizations and discussed how security experts could 

manage all these issues. He used Wireshark, Tshark, and 

Zeek bro, tool [41] [42] to monitor client hello, client 

hello cipher suites, server hello certificates, and discussed 

their advantages and drawbacks. However, the researcher 

did not address other issues related to SSL/TLS 

handshake. Moreover, the rise of the TLS v 1.3 protocol 

on the internet provides extra security and privacy to the 

network security community. However, at the same time, 

it is not easy to inspect the TLS handshake process 

because some handshake features are encrypted in the 

TLS v 1.3 protocol.  

To further address privacy and interception issues in 

HTTPs Wazen M. Shabir et al. [43] conducted the first 

examination of SNI (server name indication) deployment 

with a substantial arrangement of web servers that got to 

over HTTPs connections. The outcomes demonstrate that 

92 percent of the HTTPs websites incorporated into the 

investigation are found with a forged SNI. To resolve this 

issue, they presented a new DNS based methodology to 

authenticate SNI with regard to HTTPs security 

monitoring that involves checking the relation between 

the legitimate destination server and the deserved value 

of SNI on the behalf of DNS service. In future work, they 

proposed to add this method in a firewall system for 

HTTPs. 

The authors in [44] performed an experiment that 

inspected HTTPs traffic in a campus-wide LAN. They 

initially examined the parameters of SSL/TLS such as 

cipher suite, version number, and so on. They analyzed 

the connection between cipher suites lists and HTTPs 

user-agents. They allotted the similar User-Agents in the 

dictionary to the result of inspecting the SSL/TLS 

connections and discussed the dictionary’s needed size 

and accuracy. This methodology was lightweight and 

avoided decrypting the traffic and improved the 

capabilities of network forensics by introducing the 

network-based identification of HTTPs clients while 

preserving the communication’s privacy.  

A group of indicators of malicious connections for 

SSL was proposed by Riccardo Bortolameotti et al. [45], 

which utilized unencrypted part of SSL. With the help of 

these indicators, authors found various malicious 

connections and vulnerable SSL connections to Man-in-

the-Middle attacks (MITM). They also provided enough 

suggestions for the strength of their indicators to 

recognize malicious connections by verifying on the 

blacklists from professional web services. Furthermore, 

the prime concern of this work is to detect features that 

could indicate malicious behaviors. However, the authors 

did not use an ample dataset and more features to 

produce better results. In future work, they will try to 

implement an intrusion detection system based on this 

study. A novel method was proposed by Somnuk 

puangpronpitag et al. [46] to defend against SSL 

stripping attack. They discussed several techniques used 

by an attacker to hijack HTTPs session like SSL sniff and 

SSL strip. SSL sniff attack could be easily detected by 

digital certificate warning in the web browser. However, 

detection of SSL strip attack is difficult, so the authors 

proposed an ISAN-HTTPs-Enforcer method that could 

easily protect these types of attack, and checked proposed 

model compatibility in different web browsers and OS 

platforms. 

B. Entropy based Techniques 

Entropy based approach was too suggested by some 

of the researchers. Lyda and Hamrock [47] utilized 

entropy examination to distinguish encrypted and 

encoded malware; however, they just focused around 

offline executable files. The advantage of using entropy 

analysis is that it provides a convenient and fast 

technique for analyzing samples on the binary level, 

detects the executable file regions. The entropy is also 

used to detect uncertainty and randomness of the message 

[48].  

Similarly, Dorfinger et al. [49] proposed an entropy-

based method that actually works in real-time, as only the 

first packet of each network traffic flow is processed. The 

core classifier utilized payload entropy estimation, where 

entropy is used as a measure for uniformity, which is an 

indicator for encryption. In this paper, the entropy-based 

approach was used to categorize network traffic into 

enciphered and un-enciphered traffic. The enciphered 

traffic detected at an accuracy level of 94%. 
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C. Traffic Flow based Techniques 

In order to detect the malware in encrypted traffic, 

J.M butler [50] described a brief overview of SSL 

protocol information and explored various methods used 

by an attacker to utilize encryption for a wrongful 

purpose. He introduced interceptor proxies between web 

clients and web servers, where encrypted traffic is 

decrypted and identified whether it contains malicious 

packets or not and then it is encrypted again to send it to 

the destination web server. Furthermore, Network 

visibility is a primary concern in this type of technique. 

To preserve privacy issues in network, Blake Anderson et 

al. [51] detected a threat in encrypted network traffic. 

Still, to do in such a way that sustains the integrity of the 

encryption. However, some features remained 

unencrypted like TLS handshake, DNS contextual flows 

related to the enciphered flow and the headers of HTTP 

associated with contextual flows. In this paper, they 

proposed a data Omnia approach, which means 

accurately classifying malicious TLS network flows and 

also giving useful information related to unencrypted 

metadata that could be useful to monitor and detect a 

threat in encrypted network traffic. The proposed model 

demonstrates high accuracy 99.97% at a 0.00% FDR. In a 

similar way, Blake Anderson et al. [52] conducted a 

comprehensive study of 18 malware families. They 

collected an enormous number of unique malware 

samples and tens of thousands of malicious TLS flows. 

They detected malware with the complex set of TLS 

features, without decrypting the TLS traffic while at the 

same time, it maintains the integrity of user security and 

privacy issues. Furthermore, the authors analyzed TLS 

parameters used by the malware from both the TLS client 

and TLS server side. The results have been shown to 

achieve a higher accuracy of 99% and a low false 

positive rate. 

Tomas komarek et al. [61] addressed the issue of 

detecting end nodes infected with malware binaries that 

communicate via the HTTPs protocol. A set of features 

can be derived from HTTPs data without utilizing MITM 

(Man - In – The-Middle) method or DPI (Deep Packet 

Inspection). Authors proposed modeling based 

communication patterns whose prime objective was to 

observe through timing and transferred bytes. These 

patterns can be detected mainly in multiple connection 

requests which are issued by an individual end node. 

Authors focused on web proxy logs for utilizing 

information about the web traffic generated by end nodes 

in the monitored network. Furthermore, they conducted 

their experiment on real network data and demonstrated 

better efficacy results. 

 

 

D. Machine Learning based Techniques  

Conceptually similar work has also been carried out 

by [51] [52], which used TLS features to detect a threat 

in encrypted traffic. Several methods were proposed 

using a machine learning algorithm to detect and classify 

the encrypted traffic. Blake Anderson et al. [53] used 

various supervised machine learning algorithms to 

conduct their study and analysis of noisy labels and non-

stationary data. They collected a lot of TLS encrypted 

flows over 12 months period through a commercial 

malware virtual box and two geographical distinct, big 

enterprise networks. From an algorithm and author’s 

perspective, they found that the random forest ensemble 

method outperformed other methods; and showed that the 

feature selection policy had a more significant impact on 

performance. However, the authors heavily rely on 

human expertise to define the most relevant features. The 

proposed technique also shows the high accuracy at 99% 

with 0.01 FDR. 

The authors introduced an intra-flow data approach 

in [54], which provides flow-based information to 

identify and monitor the network’s threat. They have also 

released an open-source project joy tool [55], which 

shows all of the network flow monitoring techniques in 

this paper. They collected a huge amount of malicious 

flows from threat grid and benign flows from an 

enterprise networks DMZ. They analyzed various 

features related to network flow like a sequence of packet 

lengths and times, byte distribution and TLS handshake 

metadata and utilized these features for the creation of 

machine learning model and classify encrypted network 

flow. The result of using only flow based features was 

able to achieve 95.68% accuracy. 

A feature analysis of encrypted traffic by Anish 

Singh et al. [56] classified it into two categories, namely, 

malicious encrypted traffic and benign encrypted traffic. 

Then, it compared the results from previous studies. The 

study also emphasized feature analysis based on machine 

learning models rather than human expertise to elaborate 

on the relevant features in encrypted traffic [53]. 

Furthermore, they trained and tested the models using 

three machine learning algorithms, namely, SVM, 

XGBoost, and random forest, and then performed feature 

analysis with the help of RFE (Recursive feature 

elimination) in each case. Out of these, XGBoost 

exhibited a little better performance than random forest, 

with the two achieving nearly 99% accuracy while SVM 

produced low accuracy comparatively. However, it 

would be better to experiment on a large dataset that 

could extract more useful and vital features.  
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The authors in [57] proposed a behavior testing 

method to identify HTTP and HTTPs network packets in 

a more detailed manner and applied machine learning 

methods to detect malware characteristics. They 

compared their results with a Cisco paper, to detect 

malware results quite similar to Cisco’s paper but with 

different parameters. However, accuracy is not as 

effective as Cisco paper, but they managed to reduce the 

false-positive by 7%. The experimental results exhibit 

that precision and recall are more than 96% on average. 

In future work, authors will try to simulate results in real-

time to detect malware, and further TLS metadata should 

be discovered in a more precise way. 

A neural network based approach for malware 

detection in HTTPs network traffic is explored in [58]. In 

this approach, they developed an adaptable protocol that 

enables us to gather network flows of referred malicious 

and regular applications as training data and determine a 

malware detection technique in view of a neural 

embedding of domain names and a long short term 

memory (LSTM) network that processes network 

streams. Malware is detected in the context of the host 

address, timestamps, and data volume information of the 

computer network traffic. The authors concluded that 

LSTM based model outperform the random forest 

classifier. The experimental results show that the 

classifier achieves high precision 90% and recall 80% to 

detect malware in HTTPs traffic. Another similar study 

carried out by Lokoc et al. [59] designed a technique for 

the detection of malware in HTTPs traffic by K-NN 

classification. However, they focused on the problem of 

identifying malicious servers instead of understanding 

malicious traffic of several types. They extracted some 

statistical fingerprint features over HTTPs connection 

and used metric space search over high dimensional 

descriptors of network traffic to mitigate the false-

positive rate. For future work, the authors are trying to 

implement data reduction techniques to enhance both the 

efficiency and effectiveness of the classification model. 

 

 

 

 

 

 

 

 

 

 

The work presented in paper [60] is based on 

previously published works [59]. In this approach, they 

presented a statistical descriptor to identify the HTTPs 

communication pattern that would improve the detection 

of malicious activities by a machine learning algorithm. 

They also introduced map-reduce frameworks efficiently, 

building the descriptor, which extracted features from a 

considerable number of web traffic logs from corporate 

networks. The following features were used: bytes sent 

and received, duration, and inter-arrival time.  In this 

paper, the proposed framework provides a scalable 

solution for malware detection in terms of 90% precision 

and 60% recall, thus providing an excellent way to deal 

with encrypted traffic analysis. 

A framework proposed by J. Muehlstein et al. [62] to 

recognize the user’s (O.S), browser, and web application 

traffic even though the network traffic is encrypted. They 

performed their experiment on the enormous amount of 

dataset more than 20,000 samples, explored familiar and 

new statistical traffic features, and time-series features in 

network traffic. The Authors applied a supervised 

machine learning algorithm for classification, which 

generated results with 96% accuracy. They extended their 

research to identify the operating system and browser 

behavior also in mobile devices. 

The different approaches proposed by researchers for 

malware analysis and detection in HTTPs traffic are 

compared in terms of features, techniques, dataset, 

accuracy, evaluation metrics, and purpose of research and 

are summarized in Table II. 
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Authors, Year Features Techniques Data set Accuracy 
Evaluation 

metrics 
Purpose 

Blake Anderson et al. 

[51] 

TLS handshake 
metadata, DNS flows 

and HTTP headers. 

Data Omnia 

approach 
Cisco threat grid 99.97% 

 

Accuracy, 

FDR,CV 
 

Detect threats in 
encrypted traffic 

with high accuracy 

Blake Anderson et al. 
[52] 

TLS unencrypted 
header information 

Logistic regression 
classifier 

Enterprise 
Networks 

99 % 

Accuracy, 

Confusion 
matrix, 

FDR,CV 

Detect threats in 

encrypted traffic 

without decryption 

Blake Anderson et al. 

[53] 

Statistical features of 

HTTPs connection 
Machine learning 

Enterprise 

Networks 
99% 

 

 
Accuracy, 

FDR,CV 

 

Encrypted malware 

traffic 

classification 

David Mcgrew et al. 

[54] 

Sequence of packet 

lengths, byte 

distribution, TLS 
metadata. 

Intraflow-flow 

approach. 

Cisco threat grid 
and enterprise 

networks. 

95.68% 

 

Accuracy, 

FDR,CV 

Detect threats in 
encrypted network 

traffic 

Anish Singh et al. 

[56] 

Statistical features of 

encrypted traffic 

SVM 
XGBoost 

Random forest 

CTU – 13 Dataset 
92% 
99% 

98% 

Accuracy, 

Specificity, 

Sensitivity, 
ROC,CV 

Feature analysis of 
encrypted 

malicious traffic 

Paul Culderon et al. 

[57] 

HTTPs network 

packets 
Weka framework 

Georgia Institute of 

Technology 
96% 

 

Precision, 

Recall, CV 

Conducted 

behavior analysis 

on HTTP and 
HTTPs packets. 

Paul Prase et al. 

 [58] 

Network flow 

analysis and domain 

name features 

LSTM model 

Cisco Anyconnect 

secure mobility 

solution 

Precision 90% 

Recall  80% 

 

Precision-recall 

curve, ROC,CV 

Detect threats in 

encrypted traffic 

with neural 

networks. 

Jakub Lokoc et al. 
[59] 

High-dimensional 

descriptors of network 

traffic 

Metric space based 
approach 

Cisco’s cloud web 
security solution 

Precision 88% 
Recall  50% 

 

Precision, 
Recall, FP,CV 

Reduced false 
positive rate. 

Jan Kohout et al.  
[60] 

Bytes sent, bytes 

received, duration, 

inter-arrival time 

Map reduce 
framework 

Corporate networks 
Precision 90% 
Recall  60% 

 

Precision-
Recall curve, 

ROC, 

Detect pattern for 

malware in HTTPs 

data. 

Tomas komarek et al. 
[61] 

Web proxy logs 
Fingerprint based 

method 
Cisco cognitive 
threat analytics 

Precision 90% 
Recall  100% 

 

Precision-
Recall curve, 

ROC 

Detect infected 

end-nodes of 
HTTPs network 

traffic. 

Yehonatanzion et al. 

[62] 

Statistical features of 

SSL and TCP 
connection 

SVM based 

classifier 
Ariel University 96.06% 

 
Accuracy, 

Confusion 

matrix, CV 

To classify 

encrypted network 
traffic. 

          Table II. Comparison of Malware Detection Techniques in HTTPs Traffic 
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7. EVALUATION METRICS  

   The performance of the malware detection in HTTPs 

traffic can be measured on the basis of various evaluation 

metrics. In this section, the evaluation metric used by 

various authors are reviewed. A list of detailed classifier 

evaluation metrics are defined below  

A. Confusion matrix  

      It is a technique that is used to represent the 

performance of a classifier model [63]. There are 4 

essential metrics involved in a confusion matrix is 

defined as below:   

 

 True Positives (TP): It is the case when 

malicious traffic correctly classified.  

 

 False Positives (FP): It is the case when benign 

traffic incorrectly classified as malicious traffic.  

 

 True Negatives (TN): It is the case when 

network traffic is correctly classified as 

malware.  

 

 False Negatives (FN): It is the case when 

network traffic is incorrectly classified as 

malware. 

 B. Accuracy  

     Accuracy is defined as correctly projected out of the 

entire test class [64]. It is also an integral factor for any 

classification model. The higher accuracy percentage is 

important for any implementation work. The accuracy is 

computed using the formulas given below. 

Accuracy= 
TP+TN

TP+FP+TN+FN
                                     (1)      

C. False Discovery Rate (FDR)  

    FDR is the rate at which true null hypotheses are 

rejected while conducting multiple comparisons [65]. It is 

also meant to decrease the fraction of false discoveries 

while sustaining a high true positive rate (TPR).  

 FDR  = 
FP

FP+TP
                                               (2)       

D. Sensitivity  

    It is the parameter that measures a model’s capacity to 

predict the true positives of all available categories [66]. 

The sensitivity is computed by the formula as shown 

below. 

Sensitivity =
TP

TP+FN
                                       (3) 

 

 

E. Specificity  

     It is the parameter that measures a model’s capacity to 

predict the true negatives of all available categories [66]. 

Specificity=
TN

TN+FP
                                        (4) 

F. Precision  

     Precision is related to positive predictive value. It 

shows how good a model is in predicting the positive 

class [67]. 

Precision=
TP

TP+FP
                                        (5)                

G. Recall  

    Recall is also related to sensitivity. It points to the total 

percentage of relevant results out of correctly classified 

through an algorithm [67].  

Recall=
TP

TP+FN
                                             (6) 

H. Precision-Recall curve  

     The precision-recall curve reviews the trade-off 

between the true positive rate (TPR) and the positive 

predictive value (PPV) of the prediction model utilizing 

several probability thresholds [68]. It is often used in 

information retrieval and useful for evaluating binary 

classification models that have an imbalance data for 

each class. 

I. ROC curve 

   Roc curve shows the relationship between true positive 

rate (TPR) and false positive rate (FPR) of the prediction 

model utilizing several probability thresholds [68]. It is 

very useful for balanced data for each class. 

J. K-Fold Cross-Validation 

    It is a statistical approach that evaluates and compares 

machine learning techniques by splitting data into train 

and test set [69]. The train set is used to learn or train a 

model and test set is used to validate the model. The 

formula to compute k-fold cross-validation accuracy 

measures as shown in eq. (7)                                 

 
CVA= ∑ Ai 

k

i=1

 
 
(7) 

 

Where CVA stands for cross validation accuracy, k 

represents the number of folds and A also stands for 

accuracy measure for each fold [70]. 

 

A, Fig. 5 shows the accuracy factor for all research 

techniques that used in malware detection in HTTPs 

traffic. As shown, all of the accuracy factors higher than 

90%. The highest accuracy percentage is 99% [51] [52] 

[53] and minimum accuracy percentage is 95% [54]. 
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8. CONCLUSION AND FUTURE WORK  

     The current approaches for the investigation and 

detection of malware in HTTPs traffic are reviewed and 

explored in this paper. The amount of encrypted traffic is 

rapidly increasing day by day; therefore, detection of 

malware threats in encrypted traffic is a challenging and 

novel task. A malware threat can be realized by inducting 

several attack vectors into the network like drive-by-

download and botnets etc. A conventional approach using 

a common interceptor proxy solution detects threats in 

encrypted traffic. However, at the same time, it violates 

the user’s privacy, and the communication process 

becomes computationally slow.  

The comparative review of state of the art in malware 
detection in HTTPs traffic is performed. It reveals about 
the research strategies, features, data set, and evaluation 
metrics adopted by various researchers. A variety of 
techniques or approaches are used for the malware 
detection and analysis, with most researchers employing 
the machine learning based techniques. A few techniques 
have been reported having a low accuracy level or 
precision, while others have detected the malware with 
more accuracy. The selection of features is also significant 
in the process. Most of the techniques are using statistical 
features of the network traffic. The review also suggested 
that TLS metadata and DNS flow should be explored 
more deeply for improving the analysis and detection of 
malware in HTTPs traffic. Even if artificial intelligence 
techniques are effective for most of the obfuscation 
techniques, these cannot resist all highly advanced 
obfuscation and encoding techniques. The existing 
approaches can be extended by applying the deep learning 
based techniques for classification and detection of 
encrypted traffic. 
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