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Abstract: Binary information extracted from biometrics is variable when it is generated from photographic images. If the same bit-

string representation can be produced repeatedly, these bit-strings are useful for applications that require binary data (e.g., biometric 

cryptosystems). In this paper, multi-factor authentication using bit-string representation is proposed. For the protection of biometric 

information, random bits were used as the representation, and the length of the bit-string representation was decided according to the 

similarity level. The paper explains what “similarity enhancement” is and how to increase the similarity between images of the same 

person with weights added after verifying each factor in a multi-factor authentication system. Also, it discusses how to use this 

method in the real world and provide secret sharing using this multi-factor system. In an experiment with the Yale Face Database A 

and B+, it was shown that similarity enhancement could be achieved, and the same bit-string representation emerged after passing 

the multi-factor authentication system. 
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INTRODUCTION 

Applications using facial information are becoming 
increasingly important, and applications using facial 
recognition are being developed for personal portable 
devices such as mobile phones [1]. Several well-known 
algorithms have been used for facial recognition: 
principal component analysis, independent component 
analysis, and linear discriminant analysis [2–5]. Another 
recent method is three-dimensional (3-D) facial 
recognition [6]. Also, liveness detection schemes for 
facial recognition have been suggested so that fraudulent 
photographic images cannot be used [7].  

It has been shown that fixed-length bit-strings can be 
used in biometric cryptosystems and that they allow fast 
matching due to bitwise operations. They are also useful 
for multi-biometric feature-level fusion [8] and 
biometric key generation schemes [9–10].  

Fixed-length bit-string representation in biometrics 
was suggested for fingerprint authentication by Jin et al. 
[11]. They created a generic framework to extract fixed-
length bit-strings from fingerprint minutiae. Also, Chen 
et al. [12] suggested a method to generate bits based on 
the likelihood ratio from fingerprint data and facial data. 
Vielhauer and Steinmetz [13] made bit-strings with 
handwriting features, and Han [14] suggested a bit-string 
representation of a face. 

To increase security level using biometrics, two-

factor authentication [15] or multi-factor authentication 

(MFA) has been used to verify the claimed identity of a 

person only after presenting two or more factors to an 

authentication system: the knowledge that only the user 

knows (e.g., password); the possession that only the user 

has (e.g., access card, security token); and inherence that 

only the user has (e.g., biometrics). 

RELATED WORKS 

MFA has been studied as a means of providing 
enhanced security in many fields, such as mobile 
authentication [16], IoT applications [17], and fuzzy 
systems for adaptive multi-factor combination 
authentication [18]. Ometov et al. [19] proposed secret 
sharing MFA based on reversed Lagrange polynomial; 
this is a flexible system in which the user can be 
authenticated even though some of the factors may be 
mismatched. However, these systems do not have bit-
string representation. 

In the present study, an MFA using bit-string 
representation is proposed. The contributions of this 
paper are as follows: 

(1) An MFA system generating bit-string 
representation after verification of the user is 
proposed. For the protection of biometric 
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information, random bits are used as the 
representation, and the length of the bit-string 
representation is decided according to the similarity 
level. 

(2) Han’s method [15] is revised to generate a bit-
string more efficiently. He used a group standard 
face template and user’s face template, but here 
only the user’s template was used. Also, he 
selected 2,485 facial features and extracted 500 bits 
from them, but in this method, 1,300 bits were 
derived from 1,431 features selected as more 
characteristic facial features according to the 
experimental results. Therefore, the method 
became simpler but obtained more bit-strings than 
previously. 

(3) Secret sharing MFA based on weights is proposed. 
In (k, N)-threshold secret sharing MFA system, ‘N’ 
is the number of all factors, and ‘k’ is the threshold 
number of verified factors that increase weights. 
Because the similarity level enhanced by weights 
decides the bit-string length, ‘k’ confirmed factors 
provide a sufficient bit-string length, which can be 
a secret key. 

PROPOSED METHOD 

In the proposed method three-factor authentication is 
used as an example of MFA. 

3.1 Generating Bit-string Representation 

To create a standard face template for one user, 54 
interesting facial points were used, and Han’s method 
was revised to increase the efficiency of generating a bit-
string. Instead of comparing a group standard face 
template to the user’s face template, as in Han’s method, 
in this method, only the user’s template is needed. All 
distances from point to point are estimated. The total 
number of distances is 1,431, using 54 points of the 
eyebrow, nose, eye, and mouth. Fig. 1 shows the points 
of a face. 

Several facial images of a user are selected, and a set 
of 1,431 distances is made as the comparative standard 
features based on the images. The set is his/her 
“standard face template.” The distance between 
RightEyeCenter-to-LeftEyeCenter of the facial image is 
transformed to 50, which is used as the conversion 
reference value for other distances. If the distance 
between the same position between a person’s face and 
the standard face of the user is identical, it is bit ‘1’; 
otherwise, it is bit ‘0’. So, 1,431 bits ‘1’ or ‘0’ are set 
after the comparison. Among the 1,431 bits, the number 
of bits ‘1’ is the similarity level. When two distances are 
compared, the error correction value is used: one 
through nine. In the experiment, it was shown that when 
the error correction value increased, the similarity 
increased accordingly. 

 

Initializing random bits for a user: To protect 
biometric information from theft, 1,431 random bits are 
deployed to a user. In the MFA system, these random 
bits are hidden, and after the verification phase, they are 
opened as much as the number of verifying features. As 
an example, if 1,300 features of a target individual’s face 
are verified as similar to the user’s template, 1,300 bit 
‘1s’ are set during the verification phase of MFA, and 
the same number of random bits is opened. The opened 
random bits can be used for Face-ID or as a 
cryptographic key for the user.   

 

 
Figure 1 Points of a face 

3.2 Similarity Enhancement 

Error correction value (ECV): ‘A’ is a distance of 
the user’s face template, and ‘B’ is a distance of points 
of the facial image of a person who wants to be 
authorized. When the error correction value is 2, 
comparing ‘A’ to ‘B’ is as follows: 

If A − 2 ≤ B ≤ A + 2, then A = B. 

In the experiment, it was found that similarity 
increased as ECV became greater. Table 1 shows the 
average number of bit ‘1s’ (similarity %) according to 
ECV. When ECV is 4, the similarity between the same 
person’s images is 74.84% and the similarity between 
different people’s images is 38.64%. When ECV 
becomes 5, the similarity of the same person’s images is 
85.12%, which is an increase of about 10%.  

“Similarity enhancement” is a method to increase 
ECV with a condition of the user whose identity is 
proven by another authentication factor, such as a 
password in the MFA system.   

3.3 Three-factor Authentication 

MFA system can be used with biometrics (e.g., face, 
fingerprint, voice, iris), and passwords. If this system is 
a three-factor authentication and the face factor is used 
last, the similarity for verification can be calculated as 
follows: 

𝑆𝑖𝑚𝑇𝑜𝑡𝑎𝑙 = 𝑆𝑖𝑚𝐹1 + 𝑆𝑖𝑚𝐹2 +  𝑆𝑖𝑚𝐸𝑛ℎ𝑎𝑛𝑐𝑒𝐹3  (1) 

𝑆𝑖𝑚𝐸𝑛ℎ𝑎𝑛𝑐𝑒𝐹3 = 𝑆𝑖𝑚𝐹3(𝑊𝐹1+ 𝑊𝐹2)          (2) 

 

SimF1 is the similarity % of factor 1, SimF2 is the 
similarity % of factor 2, and SimF3 is the similarity % of 
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factor 3. WF1 is the weight of factor 1, and WF2 is the 
weight of factor 2. WF1 and WF2 are added to increase 
ECV. Therefore, SimEnhanceF3 is ‘enhanced similarity’ % 
of factor 3. 

 
TABLE 1 Average number of bits that were ‘1’ according to ECV 

 

(ECV) 

Number of bits’ 1’ 

between the same 
person’s images 

(similarity %) 

Number of bits’ 1’ 

between different 
people’s images  

(similarity %) 

1 137 (9.57) 54 (3.77) 

2 514 (35.92) 224 (15.65) 

3 840 (58.70) 394 (27.53) 

4 1071 (74.84) 553 (38.64) 

5 1218 (85.12) 680 (47.52) 

6 1308 (91.40) 789 (55.14) 

7 1365 (95.39) 890 (62.19) 

8 1397 (97.62) 979 (68.41) 

9 1413 (98.74) 1086 (75.89) 

 

Fig. 2 shows the overall process of the proposed 
three-factor authentication system. In the first step, 
fingerprint similarity verification is undertaken. If the 
similarity of the first step is over the threshold, the 
weight of factor 1 is produced. If in the second step, the 
claimed person enters passwords correctly, the weight of 
factor 2 is also created. Finally, if the user is verified 
with a standard face template stored in the database, the 
user succeeds in passing the authentication system. 

  

 

 

 

 

 

 

Figure 2. Three-factor authentication system 

 

After passing the system, the user has bit-string 
representation, with the length decided by ECV. If the 
initial ECV is 4 and a user passed two factors, weight is 
two and the final ECV is 6: 4+2=6. Then, the user has 
1,309 bits as face representation and similarity is 
91.40%. See also Table 1. 

(k, N)-threshold secret sharing MFA system: This 
system can be used as a (k, N)-threshold secret sharing 

system. When k is 3 and N is 5, (3, 5)-threshold means 
that among five factors, three factors should be used to 
reconstruct a secret. When one factor is verified, one 
weight is produced so that ECV has one increment. Two 
kinds of secret sharing MFA system are proposed as 
follows: 

(1) The system is used for one user. Five factors 
belong to the user. The secret is decrypted with 
verification of any three factors, which should 
include the user’s face recognition as the last factor.  

(2) The system is used for one group. Five factors 
belong to five users each. In this case, five users’ 
biometric factors should all be face recognition, or 
at least one user’s factor is face recognition, which 
should be the last factor of the system. 

EXPERIMENTS AND DISCUSSION 

For the experiment, Neurotechnology Biometric 
SDK VeriLook 10.0 (www.neurotechnology.com) and 
Yale Face Database A and B+ (http://vision.ucsd.edu/) 
were used. From the face database, around 3,000 images 
were tested to simulate this system. Fifty-four points 
were selected from all the images, and 1,431 distances 
were measured from point-to-point. Then, 1,431 
measurement values were listed for one face image. The 
54 points are for eyebrows, nose, eyes, and mouth.  

The standard face template was created with average 
distances of several images of one person. Each point-to-
point distance of the claimed person’s image was 
compared to the same point-to-point distance of the 
standard face template. If comparative values were 
identical within ECV, they were bit ‘1s’; otherwise, they 
were bit ‘0s’. So, each image had 1,431 bit-strings after 
comparison. 

 

 

Figure 3. The average number of bits ‘1’ according to ECV 

 
Fig. 3 shows the average number of bits that were bit ‘1’ 
according to ECV. It can be seen that there was a 
meaningful difference between two groups: one group 
comprised facial images of the same person, and the 
other group comprised facial images of different people.  

 

http://vision.ucsd.edu/
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Figure 4. Distribution of the number of bits ‘1’ between facial images 

of the same person 

 

 
 

Figure 5. Distribution of the number of bits ‘1’ between facial images 

of different people 
 

For example, at ECV 4, the same person’s images 
had 1,071 number of bit ‘1s’, and different people’s 
images had 553 bit ‘1s’. Even at ECV 7, the same group 
had 1,365 bit ‘1s’, and the different group had 890 bit 
‘1s’, which was less than the same group’s 1,071 bits at 
ECV 4. Therefore, this result showed that the proposed 
method distinguished a user’s face from other faces, and 
a 1,300 bit-string Face-ID could be extracted. Also, ECV 
suggested the weight to be used to define the “similarity 
enhancement.” 

Fig. 4 shows the distribution of bit ‘1s’ for facial 
images of the same person, according to ECV. At ECV 4, 
the maximum number of bit ‘1s’ was 1,431, the 
minimum number of bit ‘1s’ was 576, and the average 
was 1,071. Fig. 5 shows the distribution of bit ‘1s’ for 
facial images of different people. In that figure, at ECV 
4, the maximum number of bit ‘1s’ was 951, the 
minimum number of bit ‘1s’ was 258, and the average 
was 553. To determine the distribution of the two groups, 
standard deviations (σ) were calculated at each ECV, as 
shown in Table 2. The average σ was 156.07 in the 
group of the same person’s images and 126.12 in the 
group of different people’s images.  

 

 

 
 

Figure 6. Distribution of bit-string length when 𝛔 = 𝟏𝟓𝟔 in the same 

person’s images and 𝛔 = 𝟏𝟐𝟔 in different people’s images 

.

 

Figure 7. Distribution of bit-string length when 𝛔 = 𝟕𝟎 in two groups 
 

How to use this method in the real world: Fig. 6 
shows that the method has a problem because the 
distribution of the two groups is wide. The maximum 
bit-string length of the different groups is greater than 
the minimum bit-string length of the same group; the 
gray regions in the figure. To solve this problem, good 
quality facial images with eyes, nose, and mouth 
scanned more accurately should be collected. When σ 
of bit-string length in the two groups is less than 70, this 
problem is solved in the simulation. Fig. 7 shows the 
distribution of two groups and no overlaid gray region 
when σ is 70.  

CONCLUSIONS 

In this paper, an MFA system generating bit-string 
representation following the user’s verification is 
proposed. In the experiment, 1,431 facial features were 
used for verification, and finally, a bit-string length of 
more than 1,300 emerged. Also, it was shown that this 
system could be used for a (k, N)-threshold secret 
sharing MFA system based on weights. Because the 
similarity level is enhanced by weights, ‘k’-verified 
factors offer a sufficient bit-string length for the 
extraction of a secret key. It was explained that random 
bits could be used as the representation so that biometric 
information is protected from theft. 
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Because the distribution of the experimental result 
was wide, this MFA system should use more accurate 
facial images in the real world. Collecting accurate 
images is one of the topics of future studies for 
developing this MFA system. 

 
TABLE 2. Standard deviations (σ) of bit-string length in two groups 

according to ECV 
 

ECV 
σ of bit-string length 

in the group of the 
same person’s images 

σ of bit-string length in 
the group of different 

people’s images  

average 156.07 126.12 

1 83.02 25.21 

2 259.24 72.29 

3 304.43 108.74 

4 266.84 123.38 

5 196.34 133.41 

6 129.96 147.67 

7 79.89 165.22 

8 51.55 174.44 

9 33.35 184.69 
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