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Abstract: RC4 stream cipher is one of the most significant symmetric cryptosystems, it is simple and msey dommercial

products. RC4 uses dynamic permutations and avoids using Linear Feed Back Shift Register (LFSR). It has many weaknesses, such
as the tendencin the generated key stream that some key bytes are biased toward different values. This paper presents a new
algorithm using $hox of Advanced Encryption StandardES) to solve the correlation between public known outputs of the internal

state. The stattable is filled from $ox values and additional swapping operations are used. The analysis of the proposed algorithm
over variable key length produces key byte streams that have no single and double bias. This paper obtains a new algorithm th
combineghe efficiency of the RC4 and robustness of AES. The results show that the sequences that are generated by the developed
RC4 are more random than the sequence that was generated by the RC4. Also, the developed algorithm demands little time more
than RC4 gecution time. Additionally, the developed algorithm is robust against most attacks, such as distinguishiagdttaok

be used in different protocols such Secure Sockets Lay€BSL) Protoml, Oracle Secure SQlgnd Wired Equivalent

Privacy (WEP)Protocol

Keywords: RC4, Stream Cipher, -Box, Key Scheduling Algorithm (KSA), Pseudo Random Generation Algorithm (PRGA)
Advanced Encryption Standard (AES)ingle Bias, Double Bias.

identify the happening of nemndom proceedings [2].

1. INTRODUCTION The same algorithm is used for encryption and decryption;

Encryption is a process that transforms plaintext intthe plaintext stream is XORd with the generated series
cipher text. It is basically used to ensure confidentialityof the random key generatdRC4 algorithmis used in
Organizations and companies are encrypting their damany wireless network systems and protocols [B]s
before transmitting in order to ensure secure datased in SSlprotoco| Oracle Secure SQIWEP Protocol;
transmission in a public channel. ryptographic it is also used to protect wireless networks as part of WPA
algorithms are designed to be characterized by high spegatocol and to protect the internet traffic as part of the
of implementation, lower size, less complexity, andlLS (Transport Layer Security) protocol [4]. There are
larger degree of security. Conventional cryptographimany attacks presented to analysis RC4 by R&}4 is
algorithms are complex and take a higher amount @halyzed by different cryptanalysis according to RC4
energy when they are usedy bresource constrained different weaknesses [6]. The modessearches proved
devices in order to provide secure communication. Indeethat you can practically utilize single and double byte
public key algorithms are still not appropriate in tracebiases for RC4 to acquire any part of the Internet traffic,
networks for many reasons, such as finite storage amépending on TLS (Transport Layer Security) with RC4
higher usage of energy. Therefore, security systenmption. The objective of this suggestion is to develop RC4
should be bsed on a symmetric key cryptographyalgorithm and analyzing the developed algorithm and
especially in the systems that have limited hardwarghows that this algorithm is free from single and double
resources [1]. The strength of a stream cipher is tH@as while RC4 shows the bias that proved in the previous
random key stream that assures secure computation of tesearches.
cipher. The cryptanalysis of stream ciphers is essénti
focused on identifying nerandom proceeding; till date,
the analysis of stream ciphers has been employed to
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2. RELATED WORKS initialize a 256byte array in initial state (State [0] to
Many researchers work on analyzing the RrcaState [255]) [1]. RC4 operated in two phases: the first

algorithm based on its weals® and suggest different consists in KSAwhich initializes the internal state.
algorithms PrasithsangareendKrishnamurthy(2003)[7] :
worked on analyzing RC4 and AES algorithms based pAgorithm 1. KSA of RC4

energy consumption. Thegetermied that RC4s more | Input: Key

suitable for large packets, while AES symmetricOutput: State

algorithm is more suitble for small packets; further, RC4 1.  For (i = 0 to 255)

is faster than AESMlaitraand Paul (2008[8] worked on 1.1. State[i] =

analyzing RC4 based on weakness in biases and propgséd Setj=0

additional layers over the key scheduling algorithm3.  For (i =0 to 255)

andpseudorandorgeneration algorithm. In the same  3.1. j = (j + State[] + Key [i mod keytength]) mod
year, they determined the bias that can be perceived in S 256

[S [y]] based on this form of permutation bias after the 3.2. Swap (State[i]Statel[j])

Key Scheduling Algorithm (KSA); a total work is| 4.  Output: State

presented to demonstrate that many key stream output

bytes of RC4 are highly biased towards seWdinear The second is a PRNG. It generates the output key
collections of private key bytes (Maitra & Paul, 2008a)stream.

[5]. Al-Fardan et al. (2013) [2] determined the security of -

RC4 in Transport Layer Security (TLSpnd WiFi ﬂgg{g,hg;épgﬁﬁtg;? c4

Protected Access (WPAnd applied single and doubl OutpuiS' Key, sequence (K sequence)

byte bias attack on RC4 andudd retrievesome plain 1 iéo —

text bytes. In the same yedlammad, Yoshigoe, and 2' For (’iJ: 0 to Plaintext length)

Sagheer (201D3[1] suggested RC4 stream cipher with = 2.1 i=(i+1) modN 9

two state tables (RG2S) as an enhancement for RC4. 2'2' i = (j + State[i]) mod N

This enhancement solves the correlation problem 2'3' JSwa (State[i], State[j])

between public known outgs of the internal state using 2'4' K sepuence —’State [State[i] + State[j]] mod N
permutation between (Statel) and (Statdr2addition, 3 ' O t ? K -

the time period to generate the key of RZ3lis faster : ulput. B sequence
than that original RC4, reduces the number of required . .
operations in key generatioAlso, Hammood,Yoshigoe, _The output sequence of key K is XORed with the
& Sagheer, 2015) [9] worked on enhancing security an@lamtext ; i

speed of RC4 by proposing algorithms to enhance RC4, Ci=Kis Plaintext [13].

solve wealkeys problems, and make it rokduby using 4. RC4AWEAKNESSES

random initial state The weaknesses in RC4 still )
represent an open Cha”enge for deve'opers_ The RC4 algonthm showseveral Weaknesses; some

can be worked out, but others are difficult to resolve. One

of these weaknesses in the initialization state is the
3. DESCRIPTION OF RC4 CIPHER statistical bias which occurs in distributing words of the
The RC4 algorithm was proposed by RRivestin 1987  first output. This bias makes it slight to distinguish
and kept secret as a trade until it was leaked in 1994 [1Cbeweenmanyshort output of RC4 and random strings
It is a set of stream words of sinebits [11]. RC4 starts by analyzing their second word. This weakness is used to
with the permutation and uses a secret key to producemake effective ciphetext-only attack on this algorithm
random permutation with KSA. Based on the secret keyin broadcast applications, where the safaéntextis
the next stage is Pseudo Random Generator Algorithisent to multiple receivers with diffent keys. Thainique
(PRGA) that generates key stream bytes which XORestatistical behavior is independent from the KSA and
with the original bytes of plaintext to produce the cipherremains applicable even when the RC4 begins with a
text [8]. The state table is used to geeuderandom  totally random permutation [14]. The slide in search
bytes. This is done in the first phase of the algorithm [7]effort from this attack is 25:1, but, when using linearly
The key is sometimes used as a -b#8key. This related session keythe slide in effort increments to 218,
operation is performed between key and plain texthat causes the weak keys [1Bposfound weaknesses
equivalent to/ernamcipher [12].Many stream cipher in RC4 that show a robust correlation between generated
algorithms use LFSR, espedjal in hardware value and the first few values of the state table [16]. The
architecture, but RC4 design does not. RC4 has a variabmain cause is the state table began inserig 0, 1,
length of key that ranges between-286) bytes to 255) and at least one out of every 256 possible keys, the
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first byte of the generated key, is highly correlated with

dAlgorithm 3. KSA for RC4 with S-Box of AES

few key bytes. So, the keys allow for the precursor of t

nénput: Secret Key

first bytes from the PRGA outp{f]. Thegoal of the

Output: State

attack & to retrieve the original key, the internal state,
the output key stream to hamecesdo the original
messages. From the previous studies based on KSA
PRGA, RC4 shows the following weaknesses: bias
bytes,distinguishers key collisions, and keyecovery
from the state [1]MantinandShamir found the major
weakness of the algorithm in the second round is t
probability of zero output bytes [17#luhrerand
McGrewfound a serious weakness: anyavi® knowsa
portion of the private key can potaily attack fully on
the RC4 [18].Maitra and Paul found a secret key by

DI, S-box[256] = Shox of AES algorithm
2. For(i=0toNi 1)

and . .
hg 2.1 State[i] = Sbox(i)

3. Setj=0

4. For(i=0toNi 1)

he 4.1 ) = (j + State[i] + Key [i mod kejength])
mod N

4.2 Swap (State[i], State][j])
5. Output: State

using the initial state tabl&pecifically, these authors

generated an equation on the basis of the initial statghe other is PRGA phase as shown below:

~

table, selectedomebytes of the secret key based on the
assumption, and found out the private key by using t

Algorithm 4. PRGA for RC4 with S-Box of AES

equation [8].The attack aims to retrieve the main key, th

internal state, or the final key stream to access to th@utputs: Key sequence (Kiphertext(C)

original messaged.9].

5.  THE PROPOSEDALGORITH M (RC4WITH S-Box
OF AES)

This sectionpresentsa new development of the RC4
algorithm by using $ox of the AES algorithm. The idea
of this proposition is taken from Rijndael algorithm. Th
substitution bytes of the AES is a nonlined
transformation thauses 16 bytes of-Boxes tables, S
Box is the multiplicative inverse of a Galois fieBF (2°)
followed by affine transformation [7]. This suggestior
aims to combine the robustness and the security of
AES algorithm with the speed and the simplicitytbé

elnputs: State Table, Plaintext

1. Initialization:
1.1i=0
1.2j=0

2. For (i=0to P_Length)
21i=(i+1) modN
2.2 j = (j + Sbox(j) + Statel[i]) mod N
2.3 j2 =(j2 + Sbox(j2) + State[i]) mod N
2.4 Swap (State[i], State[j2])
25For(j=0toN 1)
2.5.1 Swap (State[j], State[j+1])
2.6 K sequence = State [(State][i] + State[j]-+
box (j2 mod N) ) mod N]
2.7 Q = Ki $ Pi

11°

=

1
he

implementation of the RC4. More in detail, the initia

| 3. Output: K sequence and C

state table contents are substituted with the elements of S
box to eliminate the correlation between the internal state The modelof double RC4 withS-box of AES is

and public known output and to reduce the weakness t
is exploited by the ttacks by increasing the randomnes

hahown in figure 1.
s Initial with numbers from O to State length. Fill with

and the complexity. This algorithm starts with thechosen key.

initialization KSA algorithm and

tables are filled by numbers from 0 to-INand then
substituted by $ox. The input secret key is used as

state table seed. After the KSA, the PRGA performs

additional swapping operations between sthtefnd

state[i+1], and between state[j] and state[j+1], to generate
the key stream that will XORed with the plaintext to get

the cipher text.
The first phase is KSA:

then the PRGA
algorithm, as shown in Figure 1 below. All operations are
implemented mod State length. The KSA takes a secr
key k with a 128n-bit long word in the first step; the state

Key
ot b4
S-Box Permutation of the first array
based on the array of the key
a Lo
Permutation of the first array by
itself to get the final key (PRGA)
<5
Generating théinal key
Plain text @l Dl Cipher text

Figure1. The model of developed RC4 encryption algorithm.
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6. THE ANALYSIS OF RC4 AND DEVELOPED RC4
ALGORITHM BASED ON SINGLE BYTE BIAS

MantinandShamir(2002) [17]were the first researchers
that denoted bias in the key stream of the RC4; thei
result was highly accurate. Sarkar, Gupta, Paul, an
Maitra (2015)4] determined a kejength-dependent
bias in the key streams of the RC4 and worked with 25€
byte keys (AlFardan, Bernstein, Paterson, Poettering, &
Schuldt, 201B[2] denoted additional biases in the key
stream of RC4 that do not have theoretical
observationsin this work, these researchers analyzed the
RC4 and the proposed algorithm. The proposed algorithi
has no bias in the key distribution bytes as determine
below as a result of the use of additional operations th
cause no correlation between internal state and the outg
sequence. Algorithm 5 is used to measure the distributio
of key stream bytes.

Algorithm 5. Measuring distributions of key stream
bytes

Input: Key [ky, ko, €44., K

Output: Key position (Kp), Key value Kv), and the
numberof Frequents in each positioKfi).

1. For(x=1to 2" Do

1.1i=0

1.2j=0

1.3 Call Algorithm 1: KSA

1.4 Call Algorithm 2: PRGA.

1.5 Deducting new key with length = 16 fro

each generated key to be a new secret key.
2.For (i=1toN)

For (j = 1 to values. Count

2.11f (values [i] == value)

2.2Increment counpy 1

2.3 Frequents = (coun{2** * 16))
3. Return Kp, Kv, and Kf for each position of key stre
bytes.

The state table is analyzed with 32 positions to reduc
the search space antf 8ecret keys, each one with length
16, and produces 32 positions to calculate the frequent ¢
each of the 32 values in each position. The key
distribution bytes of the RC4 and the modified RC4 are
determined in the following charts.

stream bytes 71

Measured distributions of key:
T

for 22" for RCA and the proposed algorithms
0.032 T

—RC4
—RC4 with Shox

0o3te -
DO ES i NN AN

Freguents

0.023
0

15 20 30
Pogitions 0 1.2,...31

10 2
1]

Figure 2. Keydistribution bytes in the first position witf'Zor the RC4
and the developed RCA4.

Measured distributions of keystream bytes 22 for 2! for RC4 and the nroposed algorithms
0,065 T T T T

—Ri4
—RC4 with Shox

006

=
=
=51

11174

Freguents

=
=
=

ITiE

1) 1o

0 15
Fogtions 0 12,31

Figure 3. Key distribution bytes in the second position wittid the
RC4 and the developed RC4.

Measured distributions of keystream bytes Z16 for 2! for RC4 and the proposed algarithms

—RC4
— RC4 with Shox

00318

0.0316

D034 -

Freguents

D032+

0.031

0.0308 |

0.0306 ! L i L
0 15 20
Positions 0 ,1,2,....31

Figure 4. Key distribution bytes in the 16th position withfar the
RC4 and the developed RC4.
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Ieasured distributions of keystream bytes 232 for 22! for RC4 and the proposed algonthms
0.0318 T T T T

—RC4
—RC4 with Sbox

0.0318

00314

0032

Fregquents

0.031

0.0308

0.0%8 i i ‘ i
0 15 20
Positions 0 12,31

Figure 5. Key distribution bytes in the 32th position withfar the
RC4 and the developed RC4.

The distribution of key stream bytes of the RC4Algorithm 6 below determines the measuring of double

their probability was higher than the desired value;

besides, they detected two negative biases that mean their

probability was lower than the desiredu& Hammood

and Yoshigoe (2016) [13] estimated the probability of the

cipher for generating each pair of byte values through
each 256 byte cycles and got a complete view of the

distributions of every pair of byte values at the positions

(i,i+1). Theyeplicated Fluhrer and
and indorse their work by AFar dan et al . 6
studies. They found two new positive biases not
mentioned by Fluhrer and McGrew (2001).

This work reproduced Fluhr el

biases and Hammood and Yosbeg(2016) bias with
1024 keys of 16 bytes to generaté Reystream bytes

after discarding the first 1024 bytes. Each key from the

1024 keys generates?2therefore, the whole amount of
generated keys is*2 The developed RC4 usingt®x

did not generatany statistical bias and its output in the
range only +2 from the predicted occurrences.

algorithm has shown the same biases that are observedbgite bias. The main idea of this algorithm is to measure

literature The eperiment executed with generated keythe appearance of the pair,(Z.,) in each positionf the
stream of 32 bytes and the number of generated keysutput of the RC4.

ranging from 2° to 2** with independent random secret

keys of 16 bytes. Expected biases started to appealigorithm 6. Measuring distributions of key stream

for runtimebeyond 2° key generations, as shown in

bytes (K4 Kar1)

figure 2 to figure 5. They became apparent when thanput: K [k, ke,

g, Kk

generated key stream increased t®. Pheproposed

Output: 3-Dimentions array

algorithm shows that there is no bias in its keyp =j=il=k=0
distribution bytes and the implementation time of the key Eqr x=1t0 ¥

stream generation mmore than that required for the
implementation of the RC4. The complexity and

randomness in the proposed algorithm key is higher than

the RC4 key bytes.

This algorithm is implemented in C#.Net

programming language. Several biases were identified| i

literature. The RC4 successfully redueed and proved
these biases in the first 32 bytes of the key stream, wh
the developed RC4 has no bias in the first 32 positions
the key strearbytes.

7. THE ANALYSIS OF RC4 AND DEVELOPED RC4

ALGORITHM BASED ON DOUBLE BYTE BIAS
After explaining singlebyte biases, that are

ile
qGenerated Key] [i1] + 1

3. ReturnA[K] [Generated Key] [i1]

2.1. Call Algorithm 2.1: KSA

2.2.For (R=1ta2*)
221i=(i+1)modN
2.2.2.j = (j + State[i]) mod N
2.2.3.Swap (State[i], State[j])
2.2.4. Generated Key = State[(State

+ State[j]) mod N]

2.2.5. AIK] [Generated Key] [il]

n

= AK|
2.2.6. Deducting new key with 16 leg
from each generated key to be a new secret K
2.2.7. k =Generated Key
2.28.i1=(i1+1)mod N

significantto the cryptographic society, the attack simply

can be avoided by ignoring the initial bytes. Thus, the

Figure 6 shows the distribution of (Z,.,) for all the

RC4 with additional configuration can still be resistant tofirst 32 bytes of RC4 where, Z i and Z., = i to discover
the singlebyte bias attack. Howev, several authors POssible doubkbyte biases Y-axis determines the
have investigated biases beyond initial bytes and haviequents of each pair of valuesile the xaxis contains
discovered different muHbyte biases in the key stream each pair of values.

of the RC4.
Fluhrer and McGrew (2001) [18] were the first

researchers that discovered the biases in a consecutive

pair of bytes (K, Ki:;) and detected lonterm biases of

the RC4. They discovered ten positive biases that mean
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&

Double-byte biases (Zr, Zr+1) where Zr=i and Zr+1=i for RC4

023 Positions 0 1.2,...31

Figure 6.Doublebyte biases (£ Z+1) for RC4 where Zi and Z.;=i.

Figure 7 shows the distribution of (Z,.,) for all the
first 32 bytes of the developed RC4 with AESh&

Thegood random number generator likelihood was
represented by the-Walue in the test; this-RPalue was
compared to 0.01. If the value is higher than 0.01, then
the series is accepted, otherwisés rejected because it
shows no randomnesSometests acceptedatge series
sizes and failed in small series sizes, while other tests
accepted botHn this paper, a large size (12 kilobyte) is
generated from each secret key that has been used. These
series are tested and the average-wélpes results are
calculatedrom these tests. As table | shows, theafues
aresucceedednd the obtained series are uniformly
distributed and randonif. the tests give qvalue equal to
1, then the sequence has complete randomness for this
test. A pvalue of zero means that the geqce has fully
nonrandom.

TABLE |. RESULTS OFRUNNING NIST ONTHE GENERATEDKEY BY
RC4AND RC4 WITH AES S-BOX.

where Z=iand Z.,= i. rca RC4 with AES
Y -axisdetermines the frequents of each pair of valy Test | Statistical Test Shox
while the Xaxis contains each pair of values.
No. Name Conclu P- Conclu
P-VALUE
sion VALUE sion
Approximate 0.805578 | sSuUCC SuUCC
1 Entropy ESS 0687713 ESS
Block 0.742455| succ succ
2 Frequency ESS 0.621580 ESS
Cumulative 0.739164 | sSuccC SuUCC
3 Sum(Forward) ESS 0.464227 ESS
Cumulative 0.854066 | SUCC SuUCC
4 Sum (Reverse) ESS 0311231 ESS
0.279715| succ succ
5 FFT Ess | 0913344| "o
0.898580 | succ succ
6 Frequency ESS 0.481208 ESS
LempetZiv 0.889521 | SUCC SuccC
7 compression ESS 0.453945 ESS
Linear 0.407918| succC succ
8 Complexity Ess | 0842261] “pqg
Figure 7. Doublebyte biases (£ Z.+1) for RC4 with AES Sbox where SuUCC SuUCC
Z=i and Z.,=i. 9 Longest Runs | 0.767817 ESS 0.913467 ESS
Non periodic | 0.540708 | SuUCC SuccC
10 Templates ESS 0.570862 ESS
8. RANDOMNESS TEST 11 Overlapping | 0.497550 | SUCC | o zgq| SUCC
h Template ESS ) ESS
The key stream generated by the RC4 and the
. Random 0. 528 succ SUCC
developed RC4 was tested by the NIST (Nationall2 Excursions Ess | 0402825 "too
Institute of Standards and Technology) Test Suite. The Random o 5213 suce SUCG
NIST is a statistical group for random numlgemerator | 13 Excursion ' Ess | 0- 497 “Esg
tests that consist of sixteen statistical tests to measure-the Variant
randomness of output sequences of pseaddom | 14 Rank 0.610871 S;SCSC 0.321188 SISSCSC
number generators or true random number generators; 0.115965 | SucC SUCC
shown below. The tests of this PRNG were done by usmg}5 Runs Ess | 0903451 “oo
NIST STS1.6. ) 0.646168 | succC succ
16 Serial Ess | 0-763967| “Eog
Universal 0. 380 succ SuUCC
v Statistical ESS 0.074 ESS




