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A Three-phase hybrid cryptography algorithm: Utilized in 

public sensor network for data security with an 

enhancement of hashing algorithm 

 

 

 

 

Abstract: Cryptography, which is the practice of securing information by converting it into 

a form that is unintelligible to unauthorized individuals, is widely recognized as one of the 

most effective technologies for enhancing the security of Wireless Sensor Networks (WSNs). 

In this particular research endeavor, the authors introduce and elucidate upon the Three Phase 

Hybrid Cryptographic (TPHC) algorithm, a novel approach that combines both symmetric and 

asymmetric cryptographic algorithms to achieve the desired security objectives. By 

incorporating well-established encryption techniques such as Advanced Encryption Standard 

(AES), Data Encryption Standard (DES), and a modified version of the Rivest-Shamir-

Adleman (RSA) algorithm, TPHC is able to provide both confidentiality and authentication for 

the transmitted data within the WSN. Moreover, to ensure the integrity of the information, 

TPHC is complemented with a distinctive hashing algorithm that is specifically designed for 

this purpose. This proposed hash function exhibits adherence to the fundamental properties of 

conventional hashing, namely, one-wayness, second pre-image resistance, collision resistance, 

and the avalanche effect. The empirical results of this investigation unequivocally establish the 

dominance of the TPHC technique in comparison to the current WSN algorithm across multiple 

performance measures, such as computation time, size of encrypted data, size of digested data, 

and energy utilization. 

Keywords: AES, DES, modified-RSA, hybrid cryptographic algorithm, hashing, digest 

1. Introduction 

            Wireless sensor networks (WSNs), which have a variety of military and nonmilitary 

uses, are made up of a collection of tiny nodes that gather data from a specific area. WSNs lack 

a specific infrastructure or architecture, and their constituent nodes suffer significant energy, 

memory, and computing power constraints. Due to the limits of WSNs, we are unable to use 

standard procedures in these networks. The majority of cryptographic systems, for example, 

are based on asymmetric cryptography. However, because to their high energy consumption, 

these methods cannot be employed in WSNs. As a result, methods should be offered in WSNs 

that address the specific characteristics and limits of these networks. Homogeneous and 

heterogeneous networks are two types of WSNs. All nodes in homogeneous networks have the 

same characteristics in terms of energy utility, memory management, and computing power. 

Furthermore, they all perform the same job in networks. Some studies [1, 2] have pointed out 

that these networks have their own limits. Because data connection between sensors is crucial, 

especially in military applications, and data is transferred by the help of wireless media, a 

healthy, security mechanism for data integrity and secrecy should be present. One of the major 

difficulties are, how to generate a key management protocols with reference to similarities/ 

symmetric cryptography is launching shared secret keys among nodes so that they may encrypt 

1Dhirendra Kumar Shukla, 2*Osamah Khalaf, 3Rohith Vallabhaneni, 4Santosh Kumar Srivastava, 
5Sameer Algburi 

IJCDS 1570995656

1



data and also use elementary security services such as message secrecy, data veracity, and 

authentication using these generated keys. 

 

Routing security, secure location, and key management and cryptography are some of 

the solutions that exist to address these challenges [Fouchal et al., 2014; Hayajneh et al., 2013; 

Lasla et al., 2014; Farouk et al., 2014]. The finest instrument for dealing with security issues is 

cryptography, which is one of these. The importance of cryptography in the transit of data is 

critical [Maliberan, 2019]. The art of hidden writing is called cryptography. Real information 

is disguised or buried in another message and sent across the network in this case. Figure 1 

depicts the entire cryptographic procedure [Hasan et. al., 2021]. Message integrity is ensured 

through hashing, which is employed after cryptography. A digest is the result of a hash 

function, which transforms an arbitrary length of input into a defined size. Figure 2 depicts the 

fundamentals of hashing (Yaksic, 2003). 

 

            Many scientists are working on it, and we've compiled a list of some of the works that 

might help you think more deeply about this task. Hasan et al. 2021 gave a comprehensive 

study of cryptographic methods grounded on timing complexity, cypher text size, and also the 

encryption, decryption performance. They used maximum key size to simulate a guessing 

attack on certain cryptographic systems. They ran algorithms five times for the identical 

plaintext and compared the results. They employed text having password-sized and paragraph-

sized text for simulation purposes, that resulted in a reasonable execution. For S2aaS 

architecture, Bentahar et al., 2021 suggested a key agreement technique that was efficient and 

secure for users to surf safely. The authors employed a fuzzy logic extractor and ECDH 

techniques in concurrence with symmetric cryptographic methods, and hash functions to 

achieve a significant key agreement. Cloud was regarded as an unstable node in their simulation 

of the S2aaS architecture [22-35]. 

 

 

Khari et al., 2019 created the elliptic Galois cryptography protocol to encrypt data from 

various medical sources, then utilised matrix XOR to turn the encrypted data into a low 

complexity picture. The authors utilised an optimization method to choose the image's cover 

block. Data was retrieved from the picture and decrypted after the findings were analysed and 

compared to current approaches. The authors of Dobraunig et al., 2021 gave specifications for 

two Ascon versions, 128 and 128a, which offered encryption for high-end devices. For a 

lightweight encryption mechanism, this method was picked as the initial option. They renamed 

Ascon-hash and Ascon-Xof after introducing hashing into the conventional Ascon approach. 

They compared the suggested model's results to current cryptanalysis. The pioneer system 

known as HIBE was built by Langrehr et al., 2020. The approach for identifying secret users 

with variable lengths was at the heart of the strategy, and it was based on the Matrix Diffie-

Hellman assumption. They constructed two cypher texts, one with a fixed size and the other 

with a linear size. With the aid of Naor transformation, they were able to create a secure 

identity-based signature [36-45].  

 

Devi et al., 2021 combined symmetric and asymmetric algorithms to create hybrid 

algorithms that provide robust security and key management. They implemented their method 

using JAVA programming, and after compiling the results, it was determined that the suggested 

hybrid algorithm gave better security than any other approach. They tested RC5, AES, and 

RC6, using encryption and decryption time with varied text sizes and memory needs as 

comparative factors. Apart from that, it complied with all security requirements and was 

impervious to wormhole, quantum, spoofing, blackhole, and DoS attacks. Rizk et al. (2015) 
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created a hybrid method that combines ECC, AES, XOR-DUAL-RSA, and MD5. They put 

their work on NS2 and found that their method was better in terms of cypher text size and 

energy usage after analysing the data. Not only that, but they've demonstrated that their picture 

encryption technique is resistant to a variety of assaults [46-55]. 

 

Subasree et al. (2010) presented a method based on ECC, Dual-RSA, and MD5. They 

used VC++ to implement their algorithm. They compared RSA with DUAL-RSA and found 

DUAL-RSA to be superior to RSA. They built their method for people, such as sender, 

recipient, and invader, and shown that it outperforms other algorithms in terms of 

performance. Kumar et al. (2012) devised a hybrid approach that combines AES and ECC. 

They also employed MD5 to hash the cypher text, and their technique was conducted in a 

sequential way, which resulted in a longer execution time. Ren et al. (2010) improved 

Bluetooth communication security by creating a hybrid approach that included DES (for data 

transfer) and RSA (for authentication) (for encryption). Their method was simpler and more 

efficient, and also improved the degree of security and secrecy. Ramaraj et al. (2009) presented 

a technique that used key servers to tackle key management difficulties. AES-Rijndael, RSA, 

and SHA-512 methods were utilised in their suggested protocol. Session Key Establishment 

Phase, Secure Transmission Phase, and Secure Decryption Phase are the three phases of their 

algorithm. Their hybrid encryption approach improved the efficiency of cryptographic 

algorithms, and they found that their protocol provided secrecy, integrity, and authenticity 

using the AES-Rijndael algorithm and the hash function. Bhole et.al. 2016 introduced a hybrid 

technique by combining both symmetric and asymmetric cryptographic algorithms, that is, 

AES and ECC, XOR-Dual RSA and MD5. They used JAVA platform with Netbeans IDE for 

the implementation. They have divided their plain text into two parts and applied AES and 

ECC on first part of plain text and XOR-DUAL-RSA on second part [56-65].  
 

In 2021, Fahmi et al. used the AES and HMAC algorithms to create a Hybrid Cryptography 

security mechanism. They used a Brute-Force attack and a man-in-the-middle assault to test 

the confidentiality and integrity criteria, respectively. Their research was carried out on a sensor 

node that included an LED, an ultrasonic sensor, and an ESP32. Their mechanism's main 

feature was detecting the attacker's data changes and controlling the brute force assault. Their 

encryption procedure took 409 microseconds, while their decryption process took 7304 

microseconds on average. Hamid et al. introduced a symmetric cryptography-based solution 

for key formation in hierarchical wireless sensor networks. Symmetric cryptosystems are a 

suitable choice for sensor networks since they require less energy. Although symmetric 

cryptosystems need a lot of memory, this disadvantage may be mitigated with the right 

strategies. 

 

This research paper is structured in the following way. In part 2, the literature review was 

covered, followed by a discussion of the problem definition. The suggested work has been 

explained in section 4, and the findings and analysis have been completed in part 5. Section 6 

ends with a conclusion and recommendations for the future. 

 

2. Problem definition And Proposed Work 
 

The existing cryptography methods take longer to execute and produce a huge digest. As a 

result, a unique cryptographic technique is required to minimise time consumption and increase 

the energy efficiency of the nodes. 

3



 

2.1. Cryptography and Hashing Model 

The three Phase Hybrid Cryptography model has been updated to include the proposed 

Hashing Technique. Figure 3 shows plain text that has been separated into three pieces and 

then AES, DES, and modified RSA have been applied to all three portions at the same time. 

The recipient has received these three encrypted messages, which have been concatenated. The 

Proposed Hash function was applied to each encryption text (C1, C2, and C3), and the hash 

values (H1, H2, and H3 accordingly) were provided to the recipient. For authentication, 

cryptography was utilised, and the hashing technique was used for integrity. Figure 4 shows 

the encrypted text and hash values received by the recipient. The receiver deciphers the 

encrypted text and hashes each of the three pieces. If the three portions' computed hash values 

(h1, h2, and h3) match the received hash values (H1, H2, and H3), the message will be 

accepted; otherwise, it will be rejected. After receiving the communication, the plain text was 

obtained using the recommended decryption techniques. 
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2.2.TPHC algorithm 

 

The techniques for encryption and decryption are detailed in the paper Pooja, Chauhan 

R. K., 2020. To begin, the input text is separated into three pieces, and then AES, DES, and 

modified RSA are applied to all three portions at the same time, using three distinct phases. 

 

Encryption, Decryption, Hashing Phase Algorithm: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4: Step by step process of Decryption Algorithm 

Figure 3: Step by step process of encryption algorithm 

               

PHASE I: mi = 0 ≤  i ≤ n/3-1      

ci = AESenc(mi , ki) ;        C1= ci

PHASE II: mi = n/3 ≤  i ≤ 2n/3-1

ci = DESenc(mi , ki) ;       C2= ci

PHASE III: mi = 2n/3 ≤  i ≤ n-1

ci = m-RSAenc(mi , ki) ; C3 = ci

Combine all the cipher texts and send to the receiver; 

C=C1C2C3

 

PHASE I:              Ci = 0 ≤  i ≤ n/3-1

mi = AESdec(Ci, ki); P1= mi

PHASE II:              Ci = n/3 ≤  i ≤ 2n/3-1

mi = DESdec(Ci, ki) ;  P2= mi

PHASE III:              Ci = 0 ≤  i ≤ n/2-1

mi = m-RSAdec(Ci, ki); P3= mi

On Combining the plain texts we will get original message.

P=P1P2P3
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The receiver divides the encrypted text into three pieces and uses decryption 

techniques such as AES, DES, and modified RSA to decode it. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5: Step by step process of generating Hashing Function [10] 

 

Input: Message of arbitrary length.

Output: Digest of fixed size, i.e., 128 bits.

Begin

1. Apply padding of 10* bits.

2. Append length of message (binary form) to the previous step

output, so that length of final message is in the multiples of 512.

3. i=0, j=-1

4. while (i<n) {

5. j=j+1

6. Bj=M(i,i+511)

7. i=i+512}

8. i=0

9. while (i ≤ j) {

10. Bi1=Bi (0,127)

11. Bi2=Bi (128,255)

12. Bi3=Bi (256, 383)

13. Bi4=Bi (384,511)

14. i= i+1}

15. i=-1

16. while (i <j) {

17. i=i+1

18. Bi=Bi1 XOR Bi2 XOR Bi3 XOR Bi4}

19. digest=B0 XOR B1 XOR B2 XOR ........... Bj

End
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3. Simulation and Analysis  

 

The algorithm was simulated in Matlab 2017b, and the suggested work was compared to 

that of Subasree, Kumar, Ren, Ramaraj, and Bhole. There are several fixed parameters in 

MATLAB, which are types of nodes (20), the number/ types of rounds (10), and the size of 

plain text (192 bytes). Three separate graphs, namely the number/ types of packets transmitted 

to the Base Station, the dead nodes, and the total of surviving nodes' energy, are displayed in 

one parent graph in the following graphs. Subasree's work is shown in figure 8, Kumar's work 

is shown in figure 9, Ren's work is shown in figure 10, Ramaraj's work is shown in figure 11, 

Bhole's work is shown in figure 12, and planned TPHC is shown in figure 13. 

 

 

 

                 Figure 6: Subasree Work define and calculate various parameters such as (a) Round vs. Number of packets 

send to BS, (b) Round vs. number of dependent node, (c) Round vs. Sum of energy of nodes. 
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                 Figure 7: Ren Work define and calculate various parameters such as (a) Round vs. Number of packets send 

to BS, (b) Round vs. number of dependent node, (c) Round vs. Sum of energy of nodes. 

Figure 2: Ren work 

 

                 Figure 8: Ramaraj Work define and calculate various parameters such as (a) Round vs. Number of packets 

send to BS, (b) Round vs. number of dependent node, (c) Round vs. Sum of energy of nodes. 
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It has been discovered that TPHC consumes the least amount of energy; as stated in Table 1, 

the sum of remaining nodes' energy is the greatest in TPHC. The major purpose of TPHC is 

to minimise energy usage. Other methods, however, are superior in terms of the amount of 

packets sent. 

 

 

Table 1: Comparison with existing algorithms 

 

 

 

 

 

The TPHC algorithm is then compared against current hybrid cryptography algorithms with 

varied text sizes, such as 193, 609, 769, 1217, and 1537. Table 2 shows the execution time with 

respect to existing and suggested approach/ models. t 

Table 2: Total execution time with respect to existing and suggested approach/ models.  

Text size Subasree’s 

Work 

Kumar’s 

work 

Ren’s 

Work 

Ramaraj’s 

work 

Bhole’s 

work 

Proposed 

Work 

193 1.43044 3.3303 0.3163 2.1809 3.3362 0.5741 

609 1.4423 2.4854 0.7645 1.6505 2.5021 1.9371 

769 1.4474 2.4854 0.9949 1.8829 2.506 2.0983 

1217 1.4599 5.1824 1.635 4.9382 5.2171 3.28217 

1537 1.4667 5.6356 1.8447 5.6561 5.6771 4.2064 

 

Figure 14 depicts the execution time of existing and suggested approaches with 

changing text sizes. The text size for five distinct files, 192, 608, 768, 1216, and 1536, is 

presented on the x-axis, while the execution time in seconds is shown on the y-axis. 

Comparison Metrics Subasree’s 

Work 

Kumar’s 

work 

Ren’s 

Work 

Ramaraj’s 

work 

Bhole’s 

work 

Proposed 

work 

Number of Packets sent 65 60 68 62 69 62 

Number of Dead nodes 0 0 0 0 0 0 

Sum of nodes’ energy after transmission 9.35 8.95 9.12 9.35 9.08 9.42 
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Figure 9: Total Execution time of existing and proposed 

 

3.1.Overall Performance Index 

The aforementioned algorithms' total performance has been calculated. Table 3 illustrates the 

normalized values of all four characteristics that are utilized as comparison metrics: number of 

packets transmitted to base station, number of dead nodes, sum of energy, and average execution 

time. 

 

 

 

 

Table 3: Overall Performance Index 

Parameters Subasree 

et.al. 

Kum

ar 

et.al. 

Ren 

et.al. 

Ramar

aj et.al. 

Bhole 

et.al. 

Propose

d work 

Weig

ht 

        

Number of 

Packets sent to 

Base station 

0.9420 0.8695 0.9855 0.8985 1 0.89855 0.3 

Number of 

Dead Nodes 
0 0 0 0 0 0 0.1 

Sum of Energy 0.9925 0.9501 0.9681 0.9925 0.9639 1 0.4 

Avg. Exe. Time 0.5712 0.0017 0.9051 0.3462 0 0.8279 0.2 

Overall 

Performanc

e Index 

0.7938 0.641
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Figure 10: Overall Performance Index for various model 

 

The total performance graph of the six methods is shown in Figure 15. The figure 15 was 

used to examine it. Ren's work is superior to the others. When compared to subasree's, kumar's, 

ramaraj's, and bhole's algorithms, the TPHC method trails behind Ren's approach by 0.0288 factor, 

which is a very minor amount. 

 

4. Conclusion and Future Scope 

The three Phase Hybrid Cryptographic (TPHC) algorithm, which combines three existing 

techniques and runs in parallel, has been presented. In terms of the number of packets delivered, 

the number of dead nodes, the total of energy remaining, and execution time, TPHC was 

compared to an existing method. Following the investigation, it was discovered that TPHC is 

the better method in terms of energy conservation, while the remaining parameters are average. 

This technology can be further developed such that it can be used to detect and eliminate attacks 

like clone attacks. The proposed hash function was created in a straightforward manner and 

compared to existing hash functions. It may be used to see if the suggested solution is resistant to 

current assaults like as brute-force attacks, birthday attacks, and so on.  
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