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Abstract: The recent advancements in technology and the rapid movement towards cyber-connected societies have led to the
unprecedented use of Internet-of-things (IoT) devices as an effective enabler of such new trends. In fact, IoT devices are continuously
penetrating all personal and critical domains like homes, infrastructures, manufacturing, and the military. Despite the numerous benefits,
the security concerns of IoT are rising. This is because of the constrained nature of IoT devices and the possible devastating effects
of successful attacks on them. While there are many attempts to address the security concerns in IoT from different perspectives, the
literature lacks any study that surveys all of the available approaches that focuses on the area of IoT firmware (software) security.
Therefore, the aim of this paper is to survey the existing approaches that shed light on IoT firmware security issues and preserving
mechanisms. In line with this, current challenges and future research directions were outlined.

Keywords: Internet of Things, IoT, Software, Firmware, Security

1. Introduction
Internet-of-Things (IoT) devices are becoming increas-

ingly essential to today’s lives. They are present everywhere
including home appliances, industrial and manufacturing,
automotive, and healthcare sectors. In fact, the current
number of IoT devices exceeded 8 billion and is expected
to reach more than 41 billion by 2027 [1]. Besides the
massive number of IoT devices, IoT in general aim to
facilitate and augment the lives of people in unprecedented
ways. For example, IoT devices can be used to reduce
electricity bills by managing smart lamps, providing auto-
driving capabilities in vehicles, and providing protection to
homes and facilities.

Due to the pervasive and heterogeneous nature of the
IoT, many device types, standards, communication proto-
cols, and implementation schemes exist. In fact, the hetero-
geneity of IoT devices helps to provide optimal solutions
for specific domain applications or use cases. However, this
poses many problems and challenges that can hinder their
effective implementation and use. Among the various issues
is the issue of IoT device security

Since security is a cornerstone of any technology, it is
particularly important in the field of IoT devices. Recent
studies demonstrated the effect of breaching the security
of IoT firmware and the possible devastating consequences
of it. For example, Ronen et al. [2] demonstrated that an
attack on smart lamps being operated in a factory or a
town could lead to an immediate shutdown of the lighting

systems. A more serious attack is to target the patient-
related IoT devices to affect their operability or tamper their
actual readings, which could threaten the life of the people
[3]. The exploitation of vulnerabilities in IoT firmware and
weak device firmware credentials have led to massive denial
of service attacks on IoT devices caused by Mirai botnet
[4]. Other IoT firmware security breach examples include
vehicle hacking [5], IP cameras distributed denial of service
[6], and spamming scenarios of general home appliances
[7]. Thus, attempting to secure all dimensions of the IoT
ecosystem is of utmost importance. One of the essential
elements of securing IoT devices is the protection of IoT
firmware.

The purpose of this paper is to shed light on the security
mechanisms being proposed and/or adopted by scholars to
protect the firmware of IoT devices. In order to do so, a
comprehensive survey in the area of IoT firmware security
is conducted. To demonstrate how the surveyed studies
contribute to the work of IoT firmware security, an IoT
firmware security taxonomy is provided. Additionally, the
illustration of the basic concepts and comparison among
different works was also presented.

2. Background and overall taxonomy
IoT devices are characterized by limited computational

capacity, restricted power consumption, and domain-specific
application scenarios. Thus, the process of developing IoT
devices comprises the design and development of hardware-
related equipment and the actual firmware. Figure 1 il-
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lustrates the main concepts and processes involved in
the creation and dissemination of IoT devices and their
associated firmware. The first process comprises an IoT-
related software development stage. It includes determining
the IoT firmware’s requirements, specifications, and design
considerations. The outcome of the development process is
the source code of IoT devices. Since the same manufacturer
could produce mass amounts of different IoT devices,
reusing the code is a common theme in the development
and production process. Commercial off-the-shelf (COTS)
IoT-specific code components exist as well. Such com-
ponents are an attractive solution for enabling faster and
easier production of IoT devices. Therefore, some manu-
facturers prefer to use the already developed components
and integrate them into the design and implementation of
IoT devices. Thus, firmware code could be almost totally
developed by the commercial off-the-shelf components with
minimal configuration and adaptation. Alternatively, only
some portions of the source code could be constructed
from COTS components and the remaining are in-house
developed code.

The need to add new features, support more advanced
IoT hardware or deal with certain security issues dictate
the development of newer versions of the IoT firmware.
With this respect, newer versions could have the same
blocks of an older version of the source code augmented
by the new functionality. Alternatively, the newer version
could undergo a major reconstruction activity in which the
majority of the code is new. In both situations, IoT firmware
security threats exist. With respect to the first case, old
undetected vulnerabilities could evolve into newer versions
making them prone to attacks. In the second case, the use
of COTS components, and even the newly developed code
could have undiscovered security vulnerabilities. Therefore,
the examination of IoT firmware security should take into
account the above scenarios.

Once the source code is compiled, IoT firmware in
binary format is created and becomes ready to be loaded
into the hardware of the IoT device. With this respect, most
IoT manufacturers do not provide the source code of their
IoT devices. Rather, a compressed, binary-based firmware
is made available to the users [8]. For legacy IoT devices,
even the compressed firmware sometimes cannot be found
and is not provided by the manufacturer of IoT devices.
To obtain it, some techniques can be applied to extract
the compressed firmware directly from the IoT hardware.
Even though the extraction task seems to be possible, it is
a challenging activity in which the success of it cannot be
guaranteed.

The lack of source code for IoT devices makes in-
vestigating the security of IoT firmware a challenge. This
is because traditional static analysis techniques for in-
vestigating security and vulnerability issues in the code
cannot be implemented. This leads to adopting the option
of reverse engineering the IoT firmware, in some way, to

get a certain level of knowledge regarding the possible
vulnerable elements of the firmware. Reverse engineering
the IoT firmware pose many issues such as the ability to
accurately identify the functions of the source code and the
attributes of the firmware. Therefore, this is an active area
of scholars’ focus with respect to IoT firmware security.

Another area of security concern is the update process
of IoT firmware. Many IoT devices offer either manual
or automatic update options once newer versions become
available. Updating the IoT firmware could happen over the
air by means like 5G, Wi-Fi, and Zigbee protocols. Thus,
the update process has to be secure. Malicious and tampered
IoT firmware could reside in an IoT device as a result of
an insecure update process. Consequently, the security and
functionality of IoT devices are affected.

To address the above security concerns, there exist
different approaches proposed in the literature to secure
IoT firmware. With this respect, it is notable that all of the
approaches tend to consider specific elements of the IoT
firmware development, rollout, and update process that are
shown in Figure 1. However, different analysis and evalu-
ation tools are adopted by scholars in an attempt to cover
and provide robust solutions for detecting vulnerabilities
and securing IoT firmware.

Figure 2 presents the overall taxonomy of the ap-
proaches that focused on IoT firmware security. Three
broad categories of approaches have been identified. In
particular, IoT firmware security can be examined from
the perspective of software-based solutions, hardware-based
solutions, and approaches that focus on the process of
updating the firmware in a secure way.

Software-based solutions can be examined from the
perspective of an algorithm or type of technique being
followed to detect IoT firmware vulnerabilities and secure
the IoT firmware. With this regard, three main categories of
techniques have been identified. The general and fuzzing-
based approaches utilize either software-based algorithms or
fuzzing techniques in order to discover the vulnerabilities of
IoT firmware. Classical Machine Learning (ML) and Deep
learning (DL)-based techniques are also utilized to train
models that can learn the IoT firmware characteristics and
assist in detecting the vulnerabilities. Finally, blockchain-
based techniques adopt the different implementations of
blockchain, like public or private blockchain methods, to
provide a secure environment for IoT devices, in general,
and IoT firmware, in particular.

Hardware-based solutions focus on the hardware of IoT
as a possible mechanism to secure the IoT firmware. With
this regard, the work in the literature presents several studies
that attempt to propose a new IoT hardware design that can
enforce IoT firmware security and prevent intruders from
reverse engineering the compressed IoT firmware. Addi-
tionally, other approaches involve conducting performance
evaluations among various IoT devices to pinpoint effective
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Figure 1. IoT firmware security focus areas.

and weak design issues, as well as utilizing hardware
components as the basis for firmware security analysis and
protection.

Secure IoT firmware roll-out is the third category of
approaches, primarily focused on proposing new frame-
works, systems, and protocols that concern providing a
secure environment for updating the IoT firmware. Thus,
multiple elements of the IoT ecosystem are considered
in this category, such as the transfer media (WIFI, 4G),
the protocols used, and the type of update (manual vs.
automatic, online vs. offline).

3. Literature review
This section aims to conduct a detailed review of all

IoT firmware security approaches related to software-based,
hardware-based, and IoT update process-based studies. Ad-
ditionally, a comparative analysis of the studies within each
category is presented. However, before proceeding into the
detailed review, the overall statistics concerning the number
and type of studies related to IoT firmware security will be
presented first.

Figure 3 presents the total number of publications that
considered securing the IoT firmware and published in the

IEEE database. The Figure exhibits a steady increase in
the number of publications over the previous five years.
This indicates that there is an increasing interest among
scholars to study IoT firmware. Specifically, in 2014 and
2015 almost none of the researchers were concerned with
analyzing the IoT firmware vulnerability and security issues.
A limited number of studies, only 5, were published in
2016. Since then, the number of publications showed to
increase steadily.

Figure 4 shows the breakdown of the categories of the
surveyed studies that focused on IoT firmware security. As
shown in the Figure, two-thirds of the approaches were
found to be in the software-based category. The Figure
exhibits an almost equal distribution of studies that focused
either on the hardware or IoT firmware update process.

A. Software based solutions
Software-based solutions focus on analyzing the IoT

firmware in order to assist in detecting the vulnerabilities
and ensuring secure IoT device firmware. There are several
approaches that examined the IoT firmware. The approaches
can be categorized into general and fuzzing-based, machine
learning, and blockchain approaches. Since the source code
of the majority of IoT devices is not open, the software-
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Figure 2. Overall taxonomy of IoT security studies.

based studies were found to focus on the examination of
the compressed firmware from the perspective of analyzing
the binary code of it. Other approaches utilized the file
or directory structure to analyze the IoT firmware. In the
following subsection, a review of the most relevant and
recent studies will be provided.

1) General and Fuzzing Based approaches
This category comprises all of the work that examined

the IoT firmware from a viewpoint different than machine
learning or blockchain approaches. Xu et al. [9] proposed
a manual search process for analyzing the IoT firmware
for vulnerabilities. The proposed approach focuses on dis-
sembling the IoT firmware and applying feature extraction
and code search processes. Whereas Feature extraction is
used to determine the functionalities of IoT devices, code
search is used to identify the code and data fragments
within the identified functions. Chen et al. [10] argued that

IoT firmware vulnerabilities arise because of code reuse
and therefore there is a need to identify homologs of IoT
firmware. To do so, readable strings from firmware binaries
were retrieved and a randomized algorithm called MinHash
handled the similarity check process between different IoT
firmwares. The work of Zhu et al. [11] goes beyond
finding similarities between IoT firmwares to establishing
an IoT firmware gene for the IoT devices. Thus, multiple
firmwares can be compared based on the gene information.
Their proposed system, called FCGES, extracts multiple
features from the binary IoT firmware, processes them, and
utilizes the hypothesis margin to generate the unique gene
information.

More focused studies have utilized the control flow
graph (CFG) to identify specific IoT firmware information
that can be used for vulnerability analysis. Zhang et al. [12]
followed a specific approach to identify only the version
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Figure 3. Number of publications concerning IoT firmware security
by year.

Figure 4. Breakdown of IoT firmware security approaches.

information of IoT firmware. Their study utilized the read-
able strings in the IoT firmware binary to detect version
information and in case of any missing strings, String
Recover Engine (SRE) handles the string recovery process.
Besides version information, Sun et al. [13] focused on the
embedded IoT controller binaries to identify information
related to the control and state estimation algorithms being
used in the IoT devices.

A well-known software vulnerability technology in tra-
ditional systems called fuzzing is also implemented in the
field of IoT to detect possible vulnerabilities in the IoT
firmware. Xie et al. [14] utilized static analysis along with
fuzzing to detect the logical flaws in IoT firmware. Since
logical flows do not cause system crashes as opposed to
memory flows, their detection tends to be less likely to be
discovered easily by the programs in Linux or Android.
Specifically, two types of authentication bypass flaws were
detected by the proposed method; CGIs without authentica-
tion protections and complex backdoors. Zheng et al. [15]
focused on implementing the fuzzing technique to detect
vulnerabilities in Linux-based IoT programs. In their work,
static analysis is carried out to collect useful keywords
and inputs that feed the fuzzier. Their proposed framework
offers real-time monitoring of vulnerabilities while sup-

porting accurate code coverage and new fork mode. Other
approaches that utilized the vulnerability-oriented Fuzzing
approach include [16],[17], and [18].

Table I shows a comparison between the studies men-
tioned in this section. As shown in the Table, almost all of
the surveyed studies validated their approaches and frame-
works by means of prototypes or evaluations. Additionally,
the white-box Fuzzy based approach was the dominant
fuzzing technique being used by the surveyed studies.

2) Machine learning based approaches
Supervised machine learning techniques were applied

to the field of IoT firmware vulnerability detection and
prevention. Miettinen et al. [19] proposed a system called
IoT SENTINEL capable of identifying and preventing
vulnerable IoT devices from affecting the other devices
in the network. Specifically, IoT SENTINEL utilizes a
classification model (random forest) to identify the device
type and the IoT firmware version. Based on the identified
information and by consulting a vulnerability database, the
system will restrict the communication of IoT devices if
it determines that the device is vulnerable. Lin et al. [20]
asserted the issue of existing IoT vulnerability assessment
approaches being restricted to support specific architecture
types and proposed a more generic approach to overcome
IoT firmware vulnerabilities. The proposed approach fo-
cuses on the function level of IoT firmware binary and thus
detects the suspicious functions in other IoT binaries. A
preliminary scanning phase utilizes Support Vector Machine
(SVM) to identify possible suspicious functions. To increase
the accuracy of the detection process, a graph similarity
phase based on the attributed control flow graph is used.
Their proposed approach showed to be effective in real-
world scenarios.

Instead of focusing on a single machine-learning
method, other researchers applied several machine-learning
algorithms to assist in securing the IoT firmware. Lee et
al. [21] experimented with four types of machine learning
algorithms to identify IoT firmware type information like
manufacturer, device type, and architecture type. The ap-
plied algorithms are Neural Network (NN), Random Forest(
RF), Support Vector Machine (SVM), and Two Step Fusion
Algorithm. The results showed varying degrees of accuracy
with respect to device vendor identification. YU et al.
[22] focused on utilizing two algorithms, Support Vector
Machine (SVM) and Block-o-Matic (BoM) to identify the
firmware information of IoT devices. Their approach was
based on utilizing the already known weak passwords and
login pages of IP-enabled IoT devices to scan them to
get the firmware information required. According to YU
et al. [22], their approach achieved an accuracy rate of
59.97%, which outperformed other approaches for detecting
IoT device firmware information.

Deep learning and neural network techniques showed
the potential to contribute to detecting IoT firmware vul-
nerabilities. The study of Wu et al. [23] was motivated
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TABLE I. Comparison between the surveyed general and fuzzing Based approaches.

by the fact that most of the cross-architecture approaches
to detect IoT vulnerabilities were based on Control Flow
Graphs (CFG). Since the same IoT firmware can produce
different assembly codes if different operating systems of
compilation parameters are used, the practicality of CFG
is doubted. Rather, a deep learning approach based on
a neural network is proposed to reduce the differences
between the produced assembly codes. Thus, cross-platform
detection is enabled. Liu et al. [8] utilized an attention
model to learn the high-level features from the extracted IoT
firmware binary. A prediction model is constructed based on
the obtained high-level features. Their results demonstrated
superior performance and an ability to be employed in real-
world scenarios.

Another work done by Wagn et al. [24] has reconfirmed
the inefficiency of the control flow graph and simple fea-
ture matching in obtaining highly accurate vulnerability
assessment results. To address the mentioned issues, a
two-stage approach based on code similarity is proposed.
Their approach utilized neural networks to analyze function
similarities based on function embedding. In order to obtain
more accurate results, the local call flow graphs of the
functions are calculated in the second stage. Zhang et
al. [25] utilized neural networks to provide an accurate
prediction of the firmware version of an IoT device. As
opposed to other approaches, their approach was based
on the examination of the directory information of the
IoT firmware to identify the version information. Both the
timing and structural information were considered to get
accurate predictions.

Table II summarizes the studies that utilized machine

and deep learning to assist in securing the IoT firmware.
As shown in the Table, it is clear that the majority of
studies were focused on examining the binary information
of the compressed firmware. Additionally, all of the studies
applied some sort of evaluation to validate their models.
Finally, the implementation of various machine-learning
techniques reflects the ability and future of this discipline
in supporting the detection of vulnerabilities and securing
IoT firmware.

3) Block Chain based solutions
Blockchain technologies were also considered in the

area of IoT firmware security. The main purpose of
blockchain in the IoT firmware domain is to ensure the
integrity and reliability of IoT firmware, especially during
the update process [26]. Thus, security threats like rollback
attacks or man-in-the-middle attacks can be avoided [27].
Additionally, relying on traditional client-server architec-
tures for updating the IoT firmware is a security-risk-prone
approach. In contrast, Blockchain techniques offer secure
distributed architectures that do not suffer from the single
point of failure issue [26], [28] . With this regard, several
studies were motivated by the advantages of block-chain
techniques and adapted them to propose block-chain-based
IoT firmware security solutions.

Public blockchain offers a highly immutable, decen-
tralized, and permission-less architecture [29] that can be
used to secure IoT firmware. Lim et al. [30] proposed
ChainVeri public blockchain firmware verification system.
Their proposed system consists of a palette, trader, and
three-way trade protocol process. The trader is responsible
for verifying the firmware information and producing the
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TABLE II. Comparison between the surveyed Machine Learning (ML) approaches.

palette that contains the verified information. All IoT de-
vices connect to the traders while the triangular trade han-
dles the actual communication and delivery of IoT firmware.
Besides bitcoin technology, other approaches utilized the
Ethereum public blockchain approach as in [28],[31].

Apart from public blockchain, other studies have
adopted less decentralized but more efficient approaches
such as Consortium and public blockchain techniques. The
work of [32] has utilized multi-chain, private blockchain
technology to preserve the confidentiality, integrity, and
availability of IoT firmware. Each IoT device has to
periodically scan for a newer firmware version through
the blockchain nodes. The consensus protocol is used by
the nodes to verify the firmware that has been recently
updated and provided by the vendor. Whenever an IoT
device requests an update from the vendor, a transaction
for the update is created. Sun and Kim [27] acknowledged
the possible low performance of public blockchains due
to the use of Pow which creates disk storage problems.
Therefore, they proposed a private blockchain solution.
The proposed solution utilizes the hyper-ledger fabric to
construct the private blockchain network. To protect the
integrity of IoT firmware, the InterPlanetary File System
(IPFS) is used. Additionally, the URL of IPFS is protected
by the blockchain. Choi and Lee [[26]] proposed a private or

consortium architecture that consists of registration nodes,
retrieval nodes, and general nodes. While registration nodes
are responsible for processing the registration of vendors’
manifest and firmware files, retrieval nodes deal with down-
loading the manifest and firmware files to IoT devices.

Table ?? shows a comparison between the surveyed
IoT firmware block-chain-based security solutions. It is
obvious that the studies in general focus on either the
vendor initiating the update process (PUSH method) or the
IoT device requesting the newer firmware version (PULL
method). Only one study considered both of them [28].
Additionally, many proposed approaches considered the
requirement of supporting multiple IoT vendors. Thus,
blockchain solutions have the potential to offer a universally
applicable architecture.

B. Hardware based solutions
There is a number of studies found in the literature

focusing on Hardware-level IoT security. Cyr et al. [33] ar-
gued that cloning electronic devices, including IoT devices
poses serious security threats and thereby effective secure
mechanisms have to be developed and implemented. Among
the various threats, device cloning can cause transmitting
secret information from unauthorized parties by utilizing the
cloned devices. To overcome the cloning issue, the authors
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TABLE III. Comparison between the surveyed IoT firmware block-chain-based security solutions.

have proposed a low-cost firmware obfuscation method. The
proposed method focuses on hardware-level IoT security by
swapping a subset of carefully chosen instructions from the
firmware. Thus, the attacker will not be able to clone the
correct firmware instructions. A small memory in the IoT
device is dedicated to storing the swapped instructions and
during the IoT device operation, this memory is used along
with a PUF-generated identifier to reconstruct the original
firmware.

Ronen et al. [2] described how devastating the effect
of low security of IoT devices on the overall network and
infrastructure of a country. In order to show such an effect,
experimentation utilizing Philips smart lamps as a testing
platform was carried out. Among the various activities of
the experimentation, they demonstrated a setup of hardware
attack to reverse engineering the IoT firmware and affect the
over-the-air update process. Other Hardware focused studies
were found measuring and evaluating the performance of
hardware IoT cryptographic performance[34],[35] and net-
working operations[34].

C. Secure firmware rollout approaches
Zandberg et al. [36] argued that despite the strong posi-

tive economic impact of IoT devices, their weak security is a
real threat that should be taken into consideration carefully.
A specific area that concerned them is the absence of ef-
fective and secure update mechanisms. Such absence could
make the majority of IoT devices unpatched and therefore
very likely to be vulnerable to various attacks. In response
to this limitation, a prototype for secure firmware updates of

constrained IoT devices is proposed. The prototype is based
on the existing open standards and open-source libraries.
Based on the performance evaluation, their implementation
is proven to be able to provide a state-of-the-art secure
update process that supports the very resource-limited IoT
devices .

A real-world implementation of a secure update process
was carried out by Teng et al. [37]. In order to protect home
routers from possible denial of service and other cyber-
attacks, the authors proposed an efficient secure update pro-
cess. The proposed process focused on one IoT device type,
the home routers. The exact update process was explained
by a detailed architecture that incorporates the routers as
IoT devices, and the ISP’s network management system and
operation support systems as the coordinating and managing
entities for firmware updates. The proposed process was
applied to over 1 million routers connected to the largest
IPS network in Taiwan. Over 96% of successful completion
of updates over multi-vendor routers were achieved by the
proposed process.

The work of [38] concentrated on proposing an object
notation that can be embedded across the various protocols
to support a secure firmware update process. Their pro-
posed notation addresses several issues such as the inability
to identify partial or delta updates of the IoT firmware
and resuming the transfer of disconnected update process.
Despite the benefits of such notation, the authors did not
demonstrate the applicability of it in a real-world or proof-
of-concept implementation. Other studies concerning the
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firmware update security were found focusing on trust zone
technology [39], combining IoT over-the-air update with
JTAG security [40], proposing a generic unified firmware
update scheme [41] and making a general survey of appli-
cable secure update mechanisms [42].

4. Research challenges
There exist several challenges that have to be taken

into consideration regarding the surveyed IoT firmware
security studies. Many IoT security studies that proposed
solutions for securing IoT firmware were found to lack
practical and real-world implementations. In contrast, either
a proof-of-concept (demonstration) or just an explanation of
the method is provided. In fact, real word implementation
is critical to assure the feasibility and interoperability of
the recommended solutions as well as to enable finding
any shortages in the current solutions. Additionally, many
approaches were found targeting domain-specific [43] or
architecture-specific IoT Types [33]. Since IoT devices
operate in heterogeneous architectures, there is a need to
consider the cross-architecture requirements and propose
more generic approaches. The binary analysis of firmware
without having the source code also poses its own chal-
lenges. Since this type of analysis depends on many factors
including the type of architecture used to run/execute the
binary code of the firmware, the accuracy of interpreting
the results is not always optimum. Thus, binary analysis
techniques face many challenges that were not present with
static and dynamic analysis approaches of ordinary desktop-
based software systems. For machine learning-based stud-
ies, improving the accuracy of the detection rate is a
challenge as reported by [44]. Finally, while detecting the
security issues of IoT firmware has received good attention
from the surveyed studies, there are limited approaches that
focused on recovering the attacked/corrupted IoT firmware,
like in [45].

5. Future Opportunities
Based on the surveyed studies and in line with the cur-

rent challenges, there exist several promising directions that
can assist in improving IoT firmware security and dealing
with the issues faced by current studies. First, more cross-
platform, cross-domain approaches and architectures for
securing the IoT firmware are required. With this respect,
researchers can expand their existing work to support other
devices, architectures as well as the domain of application.
Alternatively, a more holistic approach to IoT firmware
security can be adopted and implemented. With respect to
machine learning approaches, there is a need to experiment
with multiple approaches in order to improve the accuracy
and efficiency of the vulnerability detection process of IoT
devices.

Additionally, it is interesting to see future studies that
combine multiple methods and approaches to secure IoT
firmware. For example, combining blockchain technologies
with binary-based firmware verification techniques. This
scenario ensures safe IoT firmware distribution and update

by blockchain as well as ensures that the vulnerable aspects
of the firmware are detected by binary-based vulnerability
analysis. Another direction for future work is to develop
frameworks and approaches that consider managing and
distributing IoT firmwares across cloud computing fog
nodes. Finally, the beneficial use cases of Software De-
fined Networks (SDN) for managing IoT firmware security
should be explored by future studies.

6. Conclusion
This paper reviewed the recent work done in the area

of IoT firmware security. With this respect, it has been
noticed that there is an increased interest among scholars
to study and evaluate the various aspects of IoT security.
Scholars have been motivated by the fact that IoT devices
are penetrating all aspects of our lives and the lack of
proper firmware security mechanisms could result in dev-
astating consequences related to all domains. IoT firmware
security approaches were found related to software-based
approaches, hardware-based approaches, and approaches
focusing on the IoT firmware update process. With this
respect, it has been observed that the majority of surveyed
studies were software-based approaches. Despite the various
benefits of IoT devices, the outlined challenges set the
direction of future studies that should tackle the existing
issues.
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