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Abstract: Buyers and producers of medical care continue to be worried about the healthcare safety and
confidentiality of electronic healthcare records (EHRs). When a medical system is breached, critical
medical information is exposed. This information is often maintained in centralized systems, which
increases weaknesses and makes cyber-attacks more effective. This review aims to leverage blockchain
technology to improve the safety and confidentiality of electronic health records. This study presents a
novel architecture that avoids centralized storage concerns by using decentralized databases. In
addition, the setup creates a blockchain network based on the Ethereum blockchain to record the hashes
of the gathered information and regulate the connection to it while it has been retrieved. The suggested
framework based on Blockchain is intended to improve the robustness of healthcare management
systems while avoiding security flaws that have been identified in regularly utilized smart healthcare
systems
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1. Introduction

The Internet of Things (IoT) is a structure of physical devices that includes medical equipment,
RFID tags, household appliances, and automobiles [1]. Hospitals, intelligent buildings, retail, transport,
automation systems, logistics monitoring systems, and other IoT applications are divided into
numerous areas [2], [3]. Healthcare is a very important social issue since this issue is related to
improvement in the quality of life, which it may do by solving actual health problems.[4]

The Internet of Medical Things (IoMT) refers to a collection of high-risky, high-value medical
devices which are linked to the healthcare networking structure. An IoMT device (an interconnected
medical device) generates, collects, and interprets medical information for a patient, as well as
transmits that data[5]. In terms of transmission, the IoMT device sends data (such as healthcare or
technical details) to the cloud or internal databases via healthcare professional networks to track a
patient's health parameters and aid in the prevention, detection, or management of diseases [6]. These
collected data add value for the researchers to improve the quality of healthcare devices. But the
healthcare data should be treated in a very confidential way as this data is related to the patient’s health.

The Internet of Medical Things (IoMT) is a health-related form of (IoT) wherein a doctor may
remotely and instantaneously measure various attributes of a patient's health using various sensors put
in or on the patient's body[7][8]. Fig. 1 shows a variety of IoMT contexts and entities. This diagram
depicts how IoMT technology allows hospital and emergency rooms, medical devices, patients, and
doctors to communicate with one another.
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Fig. 1 IoMT Architecture

The Internet of Medical Things (IoMT) is a fast-developing category of the Internet of Things,
where medical things are utilized to give a wide range of healthcare services. In recent pandemic
situations like COVID-19, where direct contact with humans increases the spreading of diseases. Thus,
in that situation, the use of technology without direct human involvement such as blockchain-based
Internet of Drone Technology (IoDT) can be used[9]. According to Allied Market Research[10], the
worldwide IoT healthcare industry is anticipated to grow by $136.8 billion by 2022. IoT devices are
frequently used on the body to capture a variety of personal data. The captured information can be
used by healthcare service providers to make critical decisions about a patient’s medical situation, but
on the other hand, this information is sensitive and personal. As a result, it is very essential to maintain
healthcare data private and safe [11]. In recent

In the existing architecture of healthcare systems, devices such as wearable smart devices and
sensors are connected through a centralised device called a gateway which further sends the collected
data to the cloud[12]. Architecture based on the cloud is shown in Fig. 2. As shown in Fig. 2, nodes of
the IoT system such as smart wearables, sensors and mobile devices transmit real-time data to the
gateway and then the gateway decides to send the data to the cloud or not. Users of the cloud-based
healthcare system access healthcare information from the cloud and can monitor the online. IoMT based
on cloud architecture needs to fulfil some requirements such as access control, user authentication,

scalability etc.
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Fig.2 Cloud base architecture of loMT



Data manipulation, interpretability, security, and privacy are the major problems in the cloud-
based Internet of Medical Things [13]. Current equipment’s restricted in the scope of resources, and so
cannot meet the high resource demands of standard security methods. Moreover, due to the threat of a
single point of failure and the considerable scattered structure of IoMT networking, the
centralized structure deployed in existing security solutions is not suitable for IoMT [14].

The major concern of cloud-based healthcare systems is the point of failure of centralized cloud.
At the time of communication, if the cloud is down, doctors, patients and others will be not able to
communicate with the cloud which results in a delay in resolving patients” health-related issues.

Another major concerns of various healthcare companies facing are the protection of patient
healthcare data. Similarly, recent reports of cyber-attacks on patient healthcare records have inspired
industry persons and researchers to create novel methods to counteract these attacks while keeping
user healthcare data secure and private [15]. Interoperability is a significant issue to address because
health data integration is typically large and complex. In the following sections, detailed drawbacks of
the cloud-based healthcare system and solutions are explained.

This survey presents a unique blockchain technological approach that is specifically enhanced
for IoMT to address security concerns and protect [oMT user privacy. Combining blockchain with IoMT
is one feasible approach to the privacy and security type of difficulties. Decentralization, reliability, and
transparency are the most significant characteristics of blockchain. This shows that blockchain
technology can overcome security, privacy, and interoperability concerns. In beginning, the
decentralized blockchain can secure patients' private medical information from unauthorized access.
As the number of medical sensing devices expands, blockchain's decentralization may assist in
avoiding single points of failure and reducing bottlenecks at central servers. Because the blockchain's
elements are not dominated by a single party, the medical data and activity logs stored on it are
permanent. IoMT data security and traceability will be ensured using blockchain-based IoMT[16]. The
processing of different IoMT data can be facilitated through decentralized peer-to-peer (P2P) network
design, which also improves IoMT compatibility.

2. Related Work

The Internet of Medical Things (IoMT) is a series of healthcare devices and associated networks,
which also include the internet that allows medical personnel and patients to communicate in real time.
It enables cloud-based healthcare to store and disseminate large volumes of data to enhance device
and overall healthcare system functioning [17]. Results in the collection of the data from medical
facilities and forward to a cloud server for analysis. IoMT is having many vulnerable areas to target,
such as assault on wireless connectivity, which is used by many IoTs [18]. Furthermore, when new
technologies are being deployed on IoMTs, new concerns emerge, which is especially essential in
critical illnesses such as COVID-19 [19],[20].

Although most IoMT devices are not concerned about addressing security and privacy, such
characteristics are crucial in any eHealth system. Table 1 depicts the many forms of attacks that the
IoMT system's perception layer has been subjected to, as reported in previous research findings. To
conduct security assaults, criminals take advantage of security flaws in IoT devices and systems.

The fact that IoMT is made up of a range of consumer devices brings new types of threats which
cause the root of the issue. Furthermore, conventional security measures are proved ineffective in
securing these systems. The eHealth system is made up of several layers, such as network, sensing, and
cloud layers. Sybil attack happens in the network layer where IoMT devices communicate the most[21].
Sybil attacks can result in a variety of dangers, including false data supplied to the healthcare system
via compromised IoMT. Data could have been created on purpose by the infected device. Identically,
data might be created by a compromised node with fake node IDs [22].

IoMT systems are subject to a variety of attacks. Data sent in between IoT devices can be secured
using encryption methods inclusive of advanced encryption standards (AES)[23], data encryption
standards (DES), and triple DES (3-DES). Device authentication is the most critical IoT security



problem, which is used to prevent object emulation attacks[24]. In terms of device authentication,
identity providers can utilize Public Key Encryption (PKI) to handle and manage identity solutions for
individuals and medical equipment in decentralized blockchain technology. As a result, attackers go
for the identification data that is held off-chain and shared among all users. To prevent crucial IoT
information and key management in the cloud database from various threats and attacks, several
systems provide security, privacy, and encryption of data.

Eavesdropping attacks rely on the collection of sensitive information. Active and passive
eavesdropping attacks are the two types of eavesdropping. Wireless accessing nodes are checked by
active eavesdropping to see whether healthcare devices are linked to them or not. In passive
eavesdropping, on the other hand, the attackers can keep eye on the data sent and theft the data during
transmission. Then attackers use this information to obtain a large amount of data in a more efficient
and timely manner[25].

In a man-in-middle attack, the attacker blocks the data and sends it afterwards while performing
an attack. This allows intermediates to listen in to Address Resolution Protocols (ARP) to capture
handshakes. If ARP captures it, the attacker utilizes it to get unauthorized access to a system and
medical records, as well as encryption keys [26].

When an attacker wants to achieve his purpose, such a message tamper attack aims to tamper
with the data reliability of delivered communications, which can result in doctors taking incorrect
decisions that could hurt patients [27].

A legal entity is developed in the modification attack that can give the system authentication.
This attack has had a significant impact on IoMT systems, resulting in the death of patients by sending
a message containing misleading information to doctors and hospital databases. Furthermore, the
attacker intercepts a legitimate user's correct and accurate message before injecting the incorrect
message into the system[28].

Wireless networks are specifically targeted in the jamming attack on medical equipment. The
attacker prevents patients and hospitals from communicating with one another. The most common
target is wireless networks [29]. DoS attacks send out continuous packets and interrupt all data
transmission on any protected channel. The nature of these jamming attacks might be selective or
nonselective [30]. As indicated in [31], the impact of this attack can be mitigated by altering the
frequency and moving between frequencies.

By flooding and injecting methods, attackers can steal the credentials using wrong info and fake
request [32]. These types of attacks aim to overload the medical system and exhaust its capacity of it.
An ICMP FLOOD is started by delivering a considerable number of ICMP packets to a distant host. As
a result, the resources of the affected system will be used for handling the assaulting packets, rendering
the system unavailable to other clients[33].

Due to Transmission Control Protocols (TCPs), a hacker would often perform this SYN flood
attack on IoMT networks that are used by the user at a larger capacity. (For example, a
webserver/email). The attacker consumes healthcare data from the server to approve the connection
which is not insecure for a future attack and it is the major purpose of such attacks. With this attack,
the attacker targets CPUs and firewalls, preventing patients and medical workers from carrying
Internet traffic through the local area network (LAN) [34].

To find the correct password, a dictionary attack [18]finds and tries all possible passwords. To
guess passwords, these techniques use a set of dictionary words. In terms of time and resources, this
type of attack might last anywhere from minutes to hours to days. They accomplish this by analyzing
every available keyword to acquire access to data for criminal motives such as collecting patient
credentials or healthcare records. This assault affects a wide range of devices, including remote medical
sensors used by patients [35].



The attacker makes use of the weak node to move the wireless network for various nefarious
objectives. It keeps sending false alarms to sirens that were supposed to be used in emergency medical
circumstances. The provision of medical services for patients within a hospital may be impacted by a
smart grid attack [36]. These attacks permit attackers to change the patient's documented healthcare
record, which might result in the wrong medicine or excess amounts of medicine being administered,
potentially resulting in death.

In the replay attack, the attacker can send a signal to the network and alter the control commands
delivered to other medical equipment. As he redirects the information to another site, the attackers can
intercept and steal it. Medical systems may suffer physical harm as a result of this [37]. The network
links are stored first and then replayed at the end device. The hacker intends to steal, leak, and reveal
patients’ private information, get unauthorized control of certain healthcare systems, and gain a high
level of privilege within them. [38].

When the security mechanisms for the IoT device are not strong enough and access medical
systems without authorization [39], the dictionary attack happens. To guess passwords, these
techniques use a set of dictionary words. In terms of time and resources, this type of attack might last
anywhere from minutes to hours to days. They use a set of numerals termed the Personal Identification
Number in this attack (PIN).

Because two passwords may have the same hash, users frequently rely on weak hashes. In a
birthday attack, the hacker takes advantage of this flaw and gains unauthorized access to medical
systems[27]. Using secure hash algorithm techniques is the best way to protect devices from such
threats as SHA-3) and (SHA-512 [6].

Worms are the type of malware considered the most harmful and damaging type of category
found in things [40]. They can use the connected device to self-reproduce and target the device's
weaknesses without the need for human participation. It impacts all medical devices and information
security services, resulting in information loss and, in certain cases, affecting patients' health and even
causing human life loss. They are set up to interfere with specific industrial control systems [41]. In one
of the publications [42], harmful Internet worms attacking a network were explained.

A worm can be used to assault an IoMT device to collect and steal data and destruct that medical
equipment. Assume that an attacker infects an IoMT and implants vulnerable devices. In such
instances, by infecting them with worms, the entire healthcare system can go into danger, as worms
automatically spread across the system when they exploit flaws. Worms collaborate with other
destructive species, such as botnets and ransomware, to expand throughout the whole IoMT
network[43]. Table 1 summarizes the different attacks on IoT.

Table 1: Various Threats & Attacks of an IoMT device

Ref Attack Description Architecture Challenges

[25] | A busybody that silently acts in the | Group send receive | 1. Can’t monitor sudden
medium may lose a data substance | model disease.
known as an eavesdropping attack. 2. Diagnosis system is
When dealing with medical concerns, not reliable.

for example, a patient's privacy may be
compromised. Passive information
collecting is another name for this type
of attack.

[27] | Malicious data injection attacks are one | Data  extrapolation | The accuracy for finding

of the most common and dead types of | and threshold | insider attacks is less.
web application threats. They may lead | algorithm.
to information theft, information

leakage, data integrity degradation,




denial of service attacks, and even
complete system compromise.

[28] Malicious script injection, or XSS, | SQL injection attack | Not able to predict
seems to be an internet vulnerability | prevention using | different types of SQL
that permits a hacker to insert | machine learning. injections.
malicious code into a seemingly
harmless link.

[29] |In a wireless jamming attack, the | Packet Send Ratio | Do not ensure security
attacker deploys a signal jammer to | and Packet delivery | for ad hoc networks.
interrupt & deform the IoMT node, | ratio.
leading to a denial-of-service assault.

[33] | ICMP is a flooding attack where the | EDOS-IDM  system | The algorithm is not
attacker floods the target's network | model. prepared for given ICMP
infrastructure with considerable ICMP further attacks.
packets, ICMP echo request (ping)
packets, and other forms of ICMP to
jam and slow it down significantly.

[34] | Through SYN flooding, the attacker | Adaptive threshold | Dependency on selected

periodically sends requests with a | algorithm and | parameters only.
spoofed source IP address towards the | cumulative sum
server that the victim is already on. | algorithm.
Those SYN requests look like they are
valid. The address that was spoofed
refers to the client system that does not
work.

[36], | Traffic analysis is a way to find out the | Decision tree model | 1.Only one dataset is

[37] secret information that is needed for the | with two different used to find brute-
authentication protocol and is known | variables. force attacks.
as a Brute force attack. It uses the 2.Solution only limited
messages that were heard when the to SSH and FTP brute
reader and the tag were talking to each force attack.
other.

[31] | A masquerade attack takes place if a | Audit Record | The proposed work does
person guesses the node identity and | Repository =~ model | not work for unexpected
commits fraud in the name of the victim | framework. distribution and low
for utilizing authorized sources. This sample sizes.
form of attack is most often used to gain
unauthorized access to the victim's
network, this type of attack happens.

[38], | A replay attack seems to be a network | The framework | 1. Need to increase the

[39] threat when an attacker detects a data | consists of globally | scalability.
transaction and then fraudulently | unique identification, | 2. Need for adoption in
delays or repeats it. The data is | a battery depletion | the framework of a
intercepted and retransmitted by the | rate monitor, and a | replay attack.
sender or a hostile entity, causing the | timestamp.
data transfer to be delayed or repeated.

[40] | A dictionary attack includes trying a | SHA-512 algorithm Additional security is

considerable number of common terms
and their basic variants to guess a
password. Such an attack's name came
from the fact that hackers use massive

required to increase

efficiency.




databases of the most commonly used
passwords, pet
imaginary characters, or simply basic

famous names,

dictionary terms.

[41] | Birthday attacks are based on a one-of- | Digital signature | 1. Lack of complexity in
a-kind  problem  with  hashing | susceptibility encryption
algorithms termed the Birthday | technique. 2. Security is based on
Paradox. the integrity of people.

[42] | Malicious code may be utilized by an | Wormhole = Attack | 1. Inherent nature of
adversary to harm the system. These | Neighbor Discovery. | versatility and security.
viruses are propagated through email 2. Another issue of trust
attachments and file downloads from is code reuse.
the Internet in the form of spyware,
trojan horses, and wormes.

[43] | IoMT devices are accessed from remote | The proposed | Only a small percentage
locations through insured localization. | protocol validates the | of black hole attacks are
As a result, attackers can access the | reliability of local | taken into account.
program and use it to connect to IoMT | information.
devices.

[44] | Hardware IoMT devices are having a | Hardware-Based Work only on a few
variety of threats and attacks, for | Ciphers Through | metrics and investigate
example, DoS, key exchange, | KATAN Algorithm. | the protection
eavesdropping, jamming, Sybil attack, performance.
collisions, and manipulation.

[45] | In a tampering attack, the attacker is | Anomaly detection of | Devices from remote
trying to steal critical healthcare data | IoT  threats using | areas are not attended to.
out of an IoMT node, likein an | machine learning.
encryption key.

[30] | In a Sybil attack, a malicious node | Cross-platform 1. Higher processing
assumes the identities of many nodes | intrusion detection. requirement.
and acts as them in this attack. Every 2. Weak resistance for
single node in such a Wireless Sensor node compromise.
Network, for example, may vote many
times.

[31] DDoS Attacks are conducted by | 1. Network traffic 1. Insufficient validation
flooding the target or victim with | detection. and authorization.
traffic, forcing the victim to become | 2. System workflow | 2. No bandwidth
overburdened. Many attackers in | detection. limitation.
separate areas launch assaults on one or
more targets at the same time. Since the
attack locations are dispersed across
the network, it is referred to as a DoS
attack.

[26] | Man-in-middle attack detects the | Robust cross-layer | 1. Majority of tests are

transported encrypted information
within the source and destination for
extracting the plain text. This approach
places the hacker in the middle of two
hosts, enabling all interaction between

them to be routed via him.

security framework

which is
inconvenient for the

intrusive

clients.
2. Additional flow with a
trusted server.




3. Overview of Blockchain

Satoshi Nakamoto invented the Blockchain data structure and first used it with Bitcoin in 2008
to build a digital record that allows for immutable and irreversible transactions. Blockchain is a
distributed computing and data-sharing architecture shown in Fig. 3, which works on a peer-to-peer
basis. Even if they do not trust one another, unidentified parties can conduct transactions on the
blockchain network. A blockchain is a form of data structure that helps in monitoring and storing data
from a large number of devices without relying on a centralized server [44].

Blockchain is a tamper-resistant digital ledger that can store a growing volume of data. The
centralized system approach has been eliminated from the blockchain. The use of public key
cryptography for processing transactions between nodes is used in this system. A ledger is made up of
a series of blocks. The completed transactions are then registered on the ledger. The data blocks that
have been recorded on the blockchain ledger cannot be altered or erased[45].

*Block ID = Hash sBlock ID =Hash *Block ID = Hash *Block ID =Hash
(block Data) (block Data) (block Data) (block Data)

*Block Data sBlock Data *Block Data *Block Data

*Timestamp ¢ Timestamp *Timestamp *Timestamp

*Zeros *Zeros *Zeros *Zeros

*Nonce *Nonce *Nonce *Nonce

Fig.3 Blockchain Architecture

The use of blockchain technology is not limited to Bitcoin as its use is not limited to specific
applications. The characteristics of Blockchain are safe, decentralized, and autonomous, making it a
feasible alternative to Bitcoin for IoMT security concerns[46].

To use blockchain technology, you need to know how to use asymmetric encryption
techniques, how to store and share information across computers, and how to make sure everyone
agrees. Smart contracts are another important technology that has been introduced to blockchain
technology as a function of the growing demand and development of the technology. This section
provides a comprehensive overview of these four technological fundamentals.

3.1. Cryptographic hash function:

A hashing operation H is a function that converts an input of any size to an output of a specific
size. The following are some more characteristics of cryptographic hash functions: a) Collision
resistance: Finding two inputs a and b such that H(a) = H(b) is challenging; b) Preimage resistance also
itis very challenging to find out the input ‘a’ for the output ‘y’ such as H(a) = y and c) Second preimage
resistance. It is difficult to locate a second input b such that H(b) =y for an input a given and an output
y =H(a).

Blockchain users use Cryptographic hash functions [47] for different purposes:

1. To solve the cryptographic puzzle as the proof-of-work technique used in
Bitcoin.

2. To generate the address for public and private keys.

3. To reduce the size of public addresses.

4. Message configuration in signature.

In the blockchain, SHA 2 is one of the most used hash functions, especially the SHA 256 hash
algorithm that produces 256 bits output. Few of the thoroughly examined hash functions from the NIST
SHA-3 competition and standardization were used in the later phases of that process. A few of the



current blockchain designs created their cryptographic hash function termed Curl-P, which garnered
extremely unfavourable and critical feedback from the cryptocurrency community.

Blockchain designs cryptographic hashing algorithms in the form of an operation mode, which
is a mix of several same or various hash functions. For instance, SHA256 is used twice in Bitcoin [1],
and this design is known as SHA256d, i.e.

SHA256d(message) = SHA256(SHA256(message)) (1)

A new block in the blockchain is created by the process of mining, and the person who resolves
the cryptographic problem first is referred to as the block's miner. As in the Bitcoin PoW puzzle, a miner
has to find the Nonce to generate the next block in the blockchain. The puzzle looks like this:

SHA256d(Ver| |IHashPrevBlock! | ... | INonce) < T (2)
Where T is the 256-bit target value.

Understanding why mining is challenging in PoW may be done by looking at the percentage
of SHA256d outputs that are smaller than the targeted value T for various possible values in Table 2.
Specifically, the chances of discovering a nonce that will result in the block as a whole having a hash
that is lower than the desired value are:

Pr[SHA256d(Block) < T | =

Table 2:
Target Value of T Fraction of SHA256d values < T
Ox7FFFF FFFE.... FFFF 1
| V ) >
63 Times
OXOISFFF FFFE.... FFFI’: 1
! 16
63 Times
0x00...... OOFFFF FFFE.... FFFF 1
\ J v ) ﬁ
16 times 48 times

SHA -256d is pre-image resistant, as for given hash (h), hard to find the message (m) such that h
=hash(m). Also, it is collision-resistant, as it performs hash(m1) = hash(m?2). It is very difficult for two
distinct documents to coincidentally have the same hash result when using SHA-256d since there are
2256 potential hash values. Technology experts mostly employ SHA-256d because it is safe and has not
been "broken," unlike some other well-known hashing algorithms. It also has no known weaknesses
that make it insecure.

3.2. Hash Implementation:

The hashing algorithm is among the most significant functions in PKI. A hashing function
converts the volume of data to a specific size. The SHA-256 [48] hash algorithm is applied to bitcoin,
which can generate a 256-bit hash (32 bytes). This is shown in Fig 4



Message from Bob to Alice:
I am ending 10$ towards the price of the book

v

Hash Function

v
32 Byte Hash

Fig 4 Hash algorithm

Bob sends a text like the one seen above when making an order with Lisa. This message is
hashed using a 32-byte hash using hash algorithm. The benefit of this hash is that it (the 256-bit value)
is treated uniquely for the contents of the message for all practical reasons. The hash function will

change if the message is changed. Not only that, but given a hash function, reconstructing the original
message is impossible as shown in Fig 5.

SHA256 Hash

Data: | am sending $10 towards the price of your eBook.

Hash: 4afsbaadeg8of73a7d4e89cesf8bfbabbasaf11549dbb34f966d9855ddac6809

Fig 5. Construction of SHA256

Hashing process:

Software created by Anders Brownworth is available for reference for the hashing algorithm. If a

change in any character in the data sections as shown in Fig. 6, results in a change in a relevant
cryptographic hash in the hash area.



Block

Block: # 1
Nonce: 89723
Data: | am sending $10 towards the price of eBook.
z
Hash: 0000a4d6bco2feocosddds78083a80e1c57d768b195dcc11c5ddf773e5F7b%

Fig. 6 Creation of block

If we make a small change in the input, the equivalent hash produced will be entirely different as
shown in Fig 7.

Block: # 1
Nonce: 89723
Data: | am sending $10 towards the price of gbogk.
“
Hash: 416b2fcad@51aee2cd366fedbl8b5ddeacoc3edede3912b979b191531439%af

Fig. 7 Demo of change in hash function of block
It is a challenging, but not impossible task, to recover the original string from the
corresponding original hash. "Brute-force" is the single way to identify the first string from its hash.
“Brute force” basically takes arbitrary inputs, hashes them, and compares them to the desired hash.
3.3. SHA 256 Algorithm Implementation:

According to the common meaning of the term, SHA-256d [49] retains to be a safe pseudo-
random function. A distinguisher that can break SHA-256d can be converted into one that can break
SHA-256 with just twice as many queries, proving the conventional argument. This protocol, for
instance, is intended to give mutual confirmation that every party has performed at least a certain
number of evaluations of a certain 256-bit hash function H. (Note: Bob does the next even step once
Alice completes the odd steps, and with roles reversed.):

1. Alice generates a 256-bit Ao randomly and gives it to Bob along with the minimal quantity

ka € [24....214] of assessment of H that she wants Bob to complete the task;

2. Bob generates a 256-bit Bo randomly and gives it to Bob along with the minimal quantity

ks € [2¢4....214] of assessment of H that she wants Bob to complete the task;

3. In step 2, Alice determines Bo and Ks. If K5 > 218 then the protocol is terminated with failure

by Alice.



4. Instep 1, Bob determined Ao and Ka. If Ka > 218 then the protocol is terminated with failure by
Bob.

5. Alice repeats for j=1...max (ka, ks):
a. If Aj1=Bo, terminate the protocol with failure;
b. compute Aj=H(Aj1);
c. compute Bj=H(Bj);
6. Bob repeats for j=1...max (ks, ka):
a. If Bj1= Ao, terminate the protocol with failure;
b. compute Bj=H(Bj1);
c. compute Aj=H(4j1);
7. Alice sends B & ks to bob;
Bob sends A & kato Alice;
9. Alice ends the protocol with rejection if the result she received at step 8 differs from A & ka;
else, she reports success.
10. Bob ends the protocol with rejection if the result he received at step 7 differs from B & ks; else,
he reports success.

®

3.4. Distributed Data Storage

The ability of each contributing node to store information separately is referred to as
distributed storage. To synchronize data from remote systems, and preserve data consistency, data
from remote systems must be synchronized. After analyzing all data from all devices of the IoT system,
the blockchain stores each transaction in the Merkle tree data structure. A Merkle Tree (Fig.8) consists
of leaf nodes, root nodes, and intermediate nodes. This tree-like database model helps a lot when it
comes to quickly induce and checking the integrity of vast volumes of data. The Merkel tree source is
the hash value of the whole transaction set[50] & it is used to represent all transactions within the block.

Blockchain creators should remember the hash of the root node. In the process of verification,
if the root node gets tampered with the value of the source node will not be equal to the original value.
In the Merkel tree, the smallest leaf node is the hash value of the data block. The hash of the root node
will not match in the verification process; if any, one of the nodes in the Merkle tree is manipulated.
The Merkel tree is scalable because it can be created irrespective of the kind or size of transaction
records, and locating transactions takes a very short amount of time. The Merkel tree can locate and
verify whether a transaction exists or not.

Root
Hash(N4+N5)

IO J—‘ IO J—‘ IO J—~ IO J—'

NO=Hash(D0) N1=Hash(D1) N2=Hash(D2) N3=Hash(D3)

Fig.8. Merkel tree structure



3.5. Consensus algorithm

The blockchain digital ledger is distributed in nature. The Bitcoin blockchain makes use of the
proof-of-work (PoW) technique that depends on the computational capacity of each node to verify that
the Bitcoin network's distributed accounting is safe. This method is called proof of work (PoW). To
increase the computational efficiency of resources, researchers have produced different consensus
algorithms. This section provides a quick overview and comparison of several consensus methods to
better appreciate their distinctions[51].

I.Proof of work (POW)

Moni Naor and Cynthia Dwork introduced the idea of Proof of Work (PoW)[52]. At the
beginning of the PoW work process, the node responds to data records transmitted over the whole
network. After the basic authentication check, the information is temporarily saved. The active node
then uses its computational capacity to attempt various random numbers for hash computation to get
a result that matches called “Mining". The "miner" that solved the issue first was given the option to
enter the competition in the third part, resulting in the development of fresh block data.

In the next step, the node sends this newly created block to the outside world. Later, while
completing the verification, newly created nodes are inserted into the original chain. In the end, all
nodes start another cycle of mining. Using a competitive algorithm approach to solve the issue of
possession of accounting copyrights in distributed accounting is the benefit of POW. As a result, it has
become one of the most often-used cryptocurrency consensus algorithms. The disadvantages are
equally obvious. Because of the large quantity of resource waste generated by mining activities and the
duration of time, application areas are difficult to satisfy.

IL. Proof of Stake

While implementing PoS, users are not needed to generate a random value in a void of space.
It is an organisation that pays you interest depending on how much digital money you maintain and
how long you keep it. The PoS method makes it easier to mine for nodes by using an algorithm that
accelerates the search for arbitrary integers. The benefit of PoS is that it eliminates the concern of
resource wastage. Still, because of the cheap price of mining, the risk of threat is increased. It is difficult
to employ them in a business context since network nodes do mining calculations [53].

IIL Practical Byzantine Fault Tolerance Algorithm mechanism (PBFT)

As in history, the generals of Byzantium are a subject on which everyone agrees. The Byzantine
Empire's generals must decide whether or not to attack a hostile force unanimously [50]. The difficulty
is that all generals are geographically isolated, and information can only be conveyed between them
through messengers. If there is a traitor among the generals, the traitor may lead to a conclusion that is
not shared by all generals. The activities made in response to this decision had to be ineffective.

Nodes are like soldiers in a battle and the system's communication network acts as a messenger.
The creation of new blocks is a lot like attacking the other side's forces. A distributed file copy system
is the subject of the algorithm. The system has "3f + 1" replication nodes, with "f " Byzantine error nodes
at most. Each of the system's replication nodes can perform multiple tasks and execute a copy of the
finite state machine. As a result, PBFT nodes only require a short period to justify their validity, and
spam and false messages are less likely to spread among nodes[54].

3.6. Smart contract

Participants in the network collaborate to create smart contracts. To conduct a peer-to-peer
transaction or transfer, each participant prepares a smart contract together. After the completion of the
transaction, a similar block is created & saved inside the network. The transaction information can be
checked by participating online traders to guarantee the security of the transaction details. Smart
contracts run both the program and participant code automatically. They can respond to the
information received promptly, as well as assemble and save the transaction's value. According to the
predefined rules, when all requirements are satisfied, the smart contract runs the code and records the
resultant sensitive information into the blockchain by monitoring the trigger conditions frequently.



Smart contracts, in comparison to traditional contracts, benefit from the blockchain's trusted
environment, which allows them to deliver improved safety and lower contract-related transaction
costs.[55]

3.7. IPFS (Interplanetary File System):

The proposed system suggested storage nodes are connected to an IPFS network with a distributed
file system. Before being stored on the IPFS system, patient health information is encrypted[56]. Then,
hashed encrypted health data is used as an index to locate data that is stored in the file system. The
hash value serves as an IPFS address. Without decryption, even if unauthorized users manage to access
IPFS information using its address, they may not be able to recover plain data or extract any useful
information from it. Therefore, even if an access manager finds the file in the IPFS system, it serves as
an additional layer of protection. Due to the system's architecture’s distributed and
decentralized nature, massive amounts of data could be stored with no scalability problems impairing
the system's effectiveness[57].

4. IoMT for Blockchain:

Storage and management of electronic healthcare data (EHR) and Patient Remote Monitoring
data in local databases is always a risk factor[58]. But at the same time, local databases increase data
privacy, data integrity, data interpretability, security threats for data, and information security. To deal
with these security threats, Blockchain (BC) technology will support the validation and authentication
of information, as well as the distribution of data inside the system and among many medical
institutions. Blockchain eliminates the need for a mediator or centralized authority through the
transparent and decentralized network, which improves the cost and data quality. Two more benefits
offered by BC are accurate authentication procedures and effective data access for the
authorized components of the BC system[24].

The blockchain serves as the key component in this architecture, linking the various parts of
IoMT. Cryptographic techniques (such as digital signatures and public encryption), smart contracts,
distributed consensus, peer-to-peer networks, and a chain of blocks are all included in blockchains [59].
As a result, the IoMT can benefit from the blockchain's security. Adding authentication, homomorphic
obfuscation, and group signing to blockchains can help protect IoMT data privacy even further.
Furthermore, blockchain systems' multilayer P2P networks can connect numerous sectors in the [oMT,
improving interoperability across the board.

Patients” medical records include personal and delicate information that tempts people from
all walks of life, including criminals and retaliators. This data would be protected and transmitted in a
controlled manner. IoMT devices need a big storage system for real-time processing of the large volume
of medical files. The majority of IoMT organisations are currently storing and deploying their
application systems on the cloud (Fig. 9). Like previously indicated, data privacy and security are the
major concerns when adopting IoMT in the cloud [60]. We cannot risk it since data could be destroyed
or altered if cloud servers aren't trustworthy. Important data is shared between devices, and data
leakage is unavoidable.
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A blockchain-based database structure is made up of nearly incorruptible cryptographically
connected blocks that can be utilized to store critical patient records [61]. To build the blockchain-based
structure, the computers of all participants should be connected. The blockchain-based system is
constructed by interconnecting all the computers of participants. Figure 10 explains the blockchain-
based healthcare system. Blockchain technology helps doctors to sit in a remote location to assist
patients virtually and analyse the patient reports generated in remote diagnosis centres. The medical
representative at the diagnostic centre uploads electronic medical reports (EMRs), and later updated
them in the patient's medical record[62].

Real-time detailed medical reports are generated and exchanged with a distributed ledger in
some clinics, where the health provider reviews them. Wearable tracking devices are also used by the
practitioner to keep an eye on the patient. Real-time monitored data received from wearable gadgets
attached to the patient’s body and sent to the concerned doctor. According to the information received
from the patient, the doctor advises the patient. The medical history of the patient is also available to
the patient's guardians. Any node in the patient network can read the patient's reports and treatment
because they are stored on the distributed ledger.

Statistical Analysis of Medical Practitioner Upload
Healthcare Data Reports of Patients

@ ‘&__ c.'.n

=
i
S ;u«—»a.

L]
t‘ l'al 1 Doctor Monitoring Reports &

Giving Advice from Remote

ﬂ M Location

Remote observation of
Patients with body sensors
Care Takers

Fig.10. Blockchain-Based IoMT Architecture

Healthcare providers utilise wearables to keep track of their patient’s health. These devices
have sensors that can continuously monitor the patient and convey vital information to medical
specialists via [oMT.

EMRs (electronic medical reports) are mostly patient-related clinical data that a patient sends
to a physician or other healthcare professional. These EMRs are confidential and are required to provide
the best possible care to the patient. In the diagnosis lab, electronic medical reports will be generated



and the assistant of the diagnosis lab, who is a member of the IoMT network, can able to add these
electronic medical records (EMRs) to the blockchain. The patient network receives a fresh block of data
when a new patient record is established.

The researcher developed and tried out a mobile app for cognitive behavioural insomnia
therapy[27]. The information gathered by the app was transferred to a private Hyperledger Fabric
blockchain network. The network of Electronic Medical Records (EMR) has been proven secure and
tamper-resistant because of the blockchain's functionality as an immutable distributed ledger. The
conclusion of this article is, Blockchain can be used to create a tamper-proof database. The suggested
system verifies data integrity; however, the gathered healthcare information is recorded directly in the
blockchain, making a considerable scaling challenge due to the ledger's limited storage capacity.

A private Ethereum blockchain was used by the creators of [63]. In the proposed method,
sensors connect to a smart device (phone or tablet), which interacts with smart contracts directly. The
latter provided information gets examined and sends out alerts to patients and healthcare professionals.
Only valid transactions get recorded into the ledger, as a result, a valid RPM is offered. The suggested
solution, however, faces a fundamental constraint in terms of data transfer latency from smart devices
to blockchain nodes. Integrity, confidentiality, reliability, privacy, and transparency are among the
security requirements addressed. However, the proposed approach does not justify scalability.

MedBlock [64] and MedChain [65] are distributed ledger blockchain technology-based
information management solutions that offer secure and rapid access to electronic medical data. From
a distributed blockchain ledger, medical data was extracted. MedBlock is a technique for distributing
healthcare data for diagnosis reasons, as described by the authors in [58]. MedBlock permits people to
access their electronic health records (EHRs). However, because the adopted approach relates to local
hospital databases, data privacy is not completely assured.

Furthermore, MedBlock maintains only hospital medical data collected via physical checks and
does not retain information about patients' physiological conditions. To resolve this problem, the
authors of [59] suggested MedChain, a blockchain-dependent session-based architecture for
exchanging healthcare data. MedChain enables users to manage and communicate not just electronic
health records (EHRs) for their patients, but also physiological data acquired by IoMT devices linked
to their bodies. Data integrity and confidentiality are provided via MedChain, however, availability
and scalability are severely limited. Because information sharing and information uploading on a
blockchain are both manual operations, the sharing service's availability is dependent on the patient's
desire to do these tasks. Furthermore, the proposed approach does not allow for the expansion of
healthcare practitioners from other organizations.

The authors of [66] proposed a decentralised architecture for monitoring and tracking changes
to IoT device settings. They used a private blockchain to store the device configuration information as
well as any changes that might arise. The modification history is saved and made available to
administrators. As a result, this architecture promotes security by monitoring and auditing the setup
of IoT devices. However, since IoT device-configured files are maintained inside the blockchain ledger,
the suggested method has a big problem with scaling.

According to [67], a blockchain-based architecture can be used to keep track of patients who
are not in a hospital. They suggested two blockchains, one for medical equipment and another for
consultations, both of which would hold the patient's whole medical record history. In addition, in the
event of an emergency, a monitoring system is employed to track the situation in real time and send
out fast alerts. Wearable health devices also gather the data and store it on the medical equipment
blockchain ledger. The authors recommend using the NDN paradigm to collect data from patient
sensors. Implementation of the suggested architecture is based on the Hyperledger Fabric framework.
Security criteria such as integrity, confidentiality, accessibility, transparency, and data privacy are
covered in the proposed methodology. However, because the blockchain ledger has a limited storage
capacity, storing the gathered medical data directly in it causes a severe scalability issue.



The authors came up with new cryptographic algorithms to keep data and transactions safe
through the Ethereum Blockchain network. [68]. The given architecture addresses security problems
such as consistency, confidentiality, reliability, data privacy, and scalability.

The authors proposed BiiMED, a blockchain-based framework technique, in [16]. Ethereum is
a blockchain architecture that has been used to organize and verify shared data among healthcare
professionals that exchange patient EHRs and publish healthcare data in the cloud. This technique
established the Trusted Third-Party Auditor (TTPA), a blockchain-based entity responsible for
authorising data transfers. While exchanging EHR, the suggested method maintains data
interoperability and integrity. An access management module is used by the suggested BiiMED to
identify and authenticate members. As a result, secrecy is ensured. Furthermore, the proposed system
accommodates a considerable population of patients, according to scalability testing. The authors, on
the other hand, do not assess availability, traceability, or data privacy.

The author [69] defined and implemented multiple medical processes for healthcare
management by applying Ethereum smart contract framework. A lot of complicated medical
procedures have been used in such healthcare workflows to make sure that the data is kept safe and
that it can be traced back to the right person when it is shared with other people. The scalability of the
suggested system processes, on the other hand, is questionable.

The authors of [70] described a blockchain-based IoT platform for a safety monitoring system
of physiological indicators in patients. The suggested architecture employs a permissioned blockchain
system that relies on Hyperledger Fabric. Hyperledger Composeris a tool for creating and
implementing smart contracts that manage access to the ledger. The proposed solution solves problems
with integrity, anonymity, accessibility, traceability, and data protection because Fabric Blockchain has
built-in features that help. However, scalability is not achieved because this method stores
patients' medical sensitive data from IoMT devices in the blockchain network, which requires a lot of
space.

For healthcare tracking, the author of [17] uses the Ethereum blockchain. The authors suggested
a four-tier healthcare system consisting of an application layer, a layer of blockchain-based services, a
cloud layer, and an IoT device layer. Healthcare data is securely uploaded to the cloud with a
blockchain-based distributed ledger. To evaluate the performance of the system, the efficacy of the
Hybrid Ethereum Blockchain is compared to that of other prior systems. The proposed healthcare
system surpasses the competitiveness in terms of response time, computational cost, and flexibility,
however patient data privacy is not guaranteed.

The authors of [71] demonstrated how blockchain technology could be utilized to construct
components of smart cities, for example, intelligent health services, intelligent energy, intelligent
transportation, and intelligent agriculture. The authors underlined the benefits of blockchain
technology in the context of resolving security and privacy issues. Inside the smart healthcare market,
they introduced a blockchain-based infrastructure to monitor the patient’s essential parameters like
blood sugar level, heart rate, and blood pressure. According to the design, all patient healthcare data is
kept on the blockchain platform. Based on the analysis of the stored data, a set of instructions will be
sent to the patient's mobile. The scalability issue is not resolved.

4.1. Related state of work & novelty of proposed architecture:

The proposed system is based on a blockchain system integrated with Interplanetary File
System (IPFS). In the proposed system healthcare data will not be shared with IPES directly. In most
IPFS-based blockchain systems, healthcare data is shared first with IPFS and then forwarded to the
blockchain, or data will be shared with IPFS and blockchain simultaneously. This will lead to the
duplication of the data and double spending. Users who get access to the IPFS from outside sources
cause data loss. The use of the IPFS as per the proposed system to store blockchain data helps to make
a drastic improvement in the scalability of data.



A comparison of the related work is depicted in Table 3 explaining their contributions, the
consensus algorithm types used in the proposed solution followed by the storage and data types
applied in the proposed system, the type of framework, and blockchain used, and the tools used.

Table 3: Comparative study of existing system & proposed IoMT using Blockchain

Contribution/ Conse | Storage Framework | BC Type Tools Used | Limitations
Purpose nsus
Monitoring of | POW | Blockchain | Distributed | Private Solidity, Scalability issue
patient’s critical Database Ledger Ganache with storage of
health parameters Technology the data.
[63]
Patient Healthcare | POS Cloud Ethereum Consortiu JavaScript, Storage is inside
information Storage Blockchain | m HTML, REST | the BC ledger so
monitoring and API scalability issues
sharing [66] will arise.
Real-time PBFT | Distributed | Hyperledge | Private Hyperledger | The larger
monitoring of Ledger r Fabric composer + | amount of data
critical medical Technology Caliper produced at the
parameters [67] nodes in BC
causes delays in
the transactions
and scalability
issues.
EHR Medical | AWS Cloud Ethereum Private Solidity Lack of data
information sharing database Platform language, transparency.
with a Trusted test net of | No assurance of
Third-Party Ethereum data traceability.
Auditor (TTPA)
[16]
Decentralized PoW Cloud Ethereum Private Overlay Data
Privacy Preserving Storage network, computation is
Healthcare [69] solidity high at the
language nodes of BC. The
scalability issue
is questionable.
IoT-Blockchain PBFT | Blockchain | Hyperledge | Private Go language, | Storage of
architecture for Database r Fabric SDK transactions  at
Healthcare Application | the BC nodes
Monitoring [70] creates space
issues.
Tamper Resistant | PBFT | Blockchain | Hyperledge | Public Data Scalability issue.
mobile health Database r masking, Outdated
technology  using java-based technology.
Hyperledger [27] framework
Medical PoW & | BigData Ethereum, | Consortiu | Implementin | Based on the
Information PoS Storage Hyperledge | m g using Java | public
Sharing [17] (HDES) r or blockchain,
privacy is not
guaranteed.
Effective BFT- Local Java Consortiu | Implementin | Only limited
Healthcare = Data | SMaRt | Database m gusing Java | practitioners are
Sharing using blockchain allowed in the

Medchain [65]

blockchain.




Proposed Work POW | IPFS Ethereum Private Metamask, Scalability &
Remix, data privacy
Ganache, issues were
Truffle solved through
the IPES
network.

5. System Model:

The proposed system is based on the storage of healthcare data & use of the IPFS network to
solve the scalability issue of the blockchain shown in Fig. 10.
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Fig. 10 Proposed Architecture for IoMT using Blockchain

To avoid fake doctor and hospital node attacks, doctors and hospitals upload their data using
the private key and public key into the system. Data may contain critical information about the patient
or scanned reports. Data will upload with the front-end web application with the patient’s public key.
The data will be for the patient with his public key. The data will be moved to the blockchain through
the patient end device. Whenever the doctor wants to see the data during the next visit, the patient
share data on a requirement basis. Nodes assigned to the patient are full user nodes, they can generate
transactions, participate in mining and also broadcast them. Doctor’s nodes are lightweight, and they
will not participate in the mining process.

Each node in the blockchain creates a transaction and generates a block that should create a
nounce with difficult calculations using the proof of work (PoW) algorithm. This is the basic concept
used in bitcoin to avoid Sybil’s attack. Blockchain data will send to the IPFS network to avoid the
scalability of the blockchain. Blockchain sends a random challenge to the cloud manager to check the
security of the data. Cloud manages to send back the corresponding proof to the blockchain in the form
of a smart contract.

Selection of the blockchain technology is done based on community availability, cost,
consensus mechanism, history and reputation in the industry, ease of use and languages, level of
support and learning material of the blockchain[72].

The whole system is built on Ethereum blockchain technology and it is organized into several
areas, which include doctors, patients, pharmaceutical shops, and insurance agencies. For the private
Ethereum blockchain development, personal blockchain environments like Ethereum and distributed
blockchain environment tools are used for the blockchain implementation. In Ethereum, Truffle Suite
is used as a programming framework. It handles the whole smart contract lifecycle, from custom
installations to library integration to complicated Ethereum applications. To create accounts and




transfer cryptocurrencies, a meta-mask account is used in dApp. The smart contracts are developed
and tested using the remix online solidity compiler, which is built in the Solidity programming
language as shown in Fig. 11. The system's front-end applications are created using react]S.

a @ Home % healthcaresol 5 ¥
30 address[] public patientList;
31 address[] public doctorList;
32 address[] public insurerList;
33
34 mapping (address =»> patient) patientInfo;
35 mapping (address => doctor) doctorInfo;
36 mapping (address => insurer) insurerInfo;
37 mapping (address => address) Patient Insurer;
38 // might not be necessary
39 mapping (address => string) internal patientRecords;
40
11 function add_agent(string memory _name, uint _age, uint _designation, string memory _hash) public {
42 address addr = msg.sender;
43
44 (_designation == @){
45 patientInfo[addr].name = _name;
46 patientInfo[addr].age = age;
47 patientInfo[addr].record = _hash;
48 patientList.push(addr);
49 }
50 (_designation == 1){
51 doctorInfo[addr].name = _name;
52 doctorInfoladdr].age = _age;
53 doctorList.push(addr);
54 }
55 ( designation == 2){
56 insurerInfo[addr].name = name;
57 insurerList.push(addr);
58 1
59 I
60 revert();
61 1
62 1

Fig.11 Smart contract for the proposed model

5.1. Smart Contract for medical prescription:

The main purpose of creating a smart contract for medicine prescriptions is to decrease the
number of errors caused by doctor misinterpretations by eliminating long wait times, preventing fraud,
and expediting the medical prescription process. A smart contract is used by a doctor to prescribe
drugs for a patient and add it to the patient's medical record. The pharmacy subsequently gets the
prescription via an Ethereum smart contract, which is subject to the approval of both the primary doctor
and the patient. The pharmacy provides the drug after obtaining the prescription, which is
subsequently uploaded to the patient's medical records through smart contracts, together with the
medicine's expiration date and dose usage, and the medicine is available for pickup by the patient.

The advanced feature of smart contracts allows doctors and pharmacy retailers
to organize medicine consumption. As part of the consultation, doctors do not spend as much time
talking about pharmaceutical requests or talking to drug stores in general. As shown in Fig. 12, the
patient, main doctor, and pharmacist are all involved in the process of providing a medical prescription.
It also includes information on the prescription, such as the pharmaceutical ID, expiration date, and
patient ID.
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a. Smart contracts for Laboratory test data:

As shown in Fig. 13, the primary objective of the creation of a smart contract for laboratory
results is to exchange information using blockchain distributed ledger technology, enabling
laboratories, doctors, primary hospitals, and other partners to efficiently obtain and disseminate a
patient's medical data within many investors.

Consider a scenario in which a patient goes to a lab to have a blood test. Patients will be notified
through the Ethereum blockchain when their test findings have been analyzed and entered into their
medical records. They will also have the choice to let their data be encoded and stored on the Ethereum
blockchain.

Cryptocurrency Transaction

Pharmacy : Patient
Prescribed Medicine Diagnosis Data X A
v Information % b7
Test Reports
Ethereum
~ Blockchain / ...
¢
——— i B 2N
Test Reports \
' )
Laboratory / Doctor
/  Biological Specimen
o s
$ s

Fig.13 Smart Contract for sharing lab results

b. Smart contracts for patients and service providers:

Fig. 14 shows a patient's demand for immediate medical attention. By using the smart contract
method, this request is forwarded to the head doctor as soon as possible. A doctor must evaluate the
request and provide a recommendation. If necessary, send the patient to a specialist for further
treatment. The EHR should include all information regarding a patient's treatment history. Note that
the patient’s healthcare data is saved locally in a database with severe constraints on who has the
authority to access it and to what extent, all of which are managed via Ethereum smart contracts.
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6. Results & Discussion:

This review's focus is on the use of blockchain for healthcare data management and includes a
discussion of its applications on the internet of things and healthcare. It also evaluates the integration
techniques used for blockchain and IoT integration. As a result, security attacks on IoT application is
reviewed in integration with blockchain techniques. Moreover, data security provisions such as data
analysis, processing and security for different healthcare applications are demonstrated. Along with
the solution to the storage issue of the blockchain, the transaction speed issue can be solved through
the zero-knowledge ledger to reduce the transaction period[73].

6.1. Solution on scalability issue of blockchain:

IPFS model of the blockchain helps in solving storage issues of the blockchain which will be a
critical issue in near future for all the blockchain systems. For comparison purposes, consider
blockchain without an IPFS network. Let us consider 100 block transactions for evaluation. The blocks
will be incremented by 100 to 1000. Data stored in the off-chain blocks is 132 bytes and in contrast
storage of data on the blocks consumes 15360 bytes. The maximum capacity of the block is 1 MB, thus
the 8286 transactions can hold on the 100 blocks on-chain and 794315 transactions on off-chain. A single
block of off-chain can store more transactions compared to the on-chain storage model.

6.2. Attacks on IoMT:

The success of healthcare depends upon security measures taken for the prevention of attacks.
Wireless medical sensors are very much prone to security attacks in IoT systems. This review provides
a detailed study of attacks on the physical layer and perception layer of the system. Security threats in
healthcare are more significant as in wireless sensor range of the attacks is not confined. However,
major work is to be done in the area of healthcare security and privacy, since the data can be accessed,
monitored and modified which turns into a life-threatening risk. In the current research, it appears
there is very less awareness of the attacks on the medical internet of things. Most of the healthcare
research either covers the security or privacy of patient’s healthcare-related data. Federated learning-
based data accumulation schemes help to improve data security in privacy in remote areas with the
help of drones based on blockchain technology[74].

6.3. Data Privacy solution through blockchain:

The public blockchain networks may not be too much concerned about data privacy. Still, extra
care needs to be taken while dealing with personal data to prevent its misuse. Access to personal data



must be controlled across nodes in the blockchain. In other situations, where no personal information
is involved, releasing the information might disclose trade secrets. In healthcare applications, the most
essential element is patient identification. In the proposed healthcare architecture, patient data will not
be published on the blockchain network, without the permission of the patient. Instead of using the
cloud or a hospital data centre, blockchain maintains the information locally on a device that is closest
to the owner of the information. In the proposed model, IPFS stores the patient’s healthcare
information. Access policies of the data will be stored in another private blockchain. This will ensure,
the information owner’s access policies will not be altered, and access to the data will be in full control.

6.4. IoMT and Blockchain integration:

An integration of IoMT and blockchain is useful for a wide application. The qualitative benefit
of both systems is reflected in the system. According to the review, blockchain technology is used for
data management, more notably for data security. In data security, blockchain ensures data integrity,
privacy preservation, and access control. Blockchain-based data management gives authority to the
patient over their data. Blockchain gives authority to access the data and track who can access it. The
success of data management is depended upon authentication provided by the blockchain through the
public key allocation. Further, smart contracts and user-friendly architecture are created for the
blockchain. The number of smart contracts used in the system is inconsistent in number. According to
this article, there is no fixed strategy for access control, storage of data and privacy preservation.
However, on the aspect of the speed of transactions, storage of data and participation flexibility,
established platform like Ethereum is used for access control.

7. Conclusion

We reviewed and develop a system architecture based on the Blockchain platform for
distributed healthcare data management in this paper. To provide an effective and secure electronic
healthcare data management system, the suggested solution integrates Blockchain technology
alongside healthcare IoT devices with the help of an IPFS storage system. The suggested system's
design is based on using decentralised storage and a permissioned blockchain network for monitoring
the patient's critical data. The proposed system creates blockchain services for main healthcare
components, for example, doctors, pharmacies, and patients will have different blockchains. Future
directions for this research might include incorporating critical attacks and blockchain solutions with
an approach to the analysis of medical data and automation of healthcare diagnostic choices.
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