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Abstract: This paper presents a new chaos-based image encryption method using a hybrid effect of bit-level and pixel-level image
encryption principles to form an encrypted digital image. In the proposed encryption scheme, the 2D logistic map generates two
pseudo-random chaotic streams that are employed in an efficacious way to use the bit-level and pixel-level ideologies to encrypt the
plain image. The two chaotic sequences produced by the 2D logistic map are used to create two LSB-based bit-matrices to form a
bit-level perspective that helps in the scrambling of the image. Furthermore, the same two chaotic streams of the 2D logistic map are
used in a cross manner at the pixel level to diffuse the image and finally form a strong cipher image. The experimental numerical
results, standard reference value tests, and comparative analysis with the existing encryption methods support and validate the reliability

and robustness of the proposed encryption approach.
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1. INTRODUCTION

Parallel to the escalating advancement in the computer
and internet world, information security is a serious threat-
ening issue. To protect image information loss, various
image encryption schemes have been suggested by applying
different techniques, such as wavelet transform [1], [2], [3],
[4], [5], chaos theory [6], [7], [8], [9], [10], [11], [12],
[13], [14], compressed sensing [15], [16], [17], [18], and
DNA coding [19], [20], [21], [22], [23]. The encryption
systems based on chaos theory possess several strong char-
acteristic features, such as high initial condition sensitiv-
ity, unpredictability, ergodicity, and high randomness [24].
The chaotic streams generated by the chaotic maps are
perplexing and very difficult to explore and predict, thus
increasing the security of a cryptosystem. To deal with
information security issues, chaos theory has become an
attractive field for a wide class of researchers to design and
develop cryptosystems based on chaotic maps. Compared to
image encryption schemes using chaos theory at the pixel-
level, less research is carried out on the bit-level encryption
schemes [25]. The advantage of the bit-level encryption
approach is that it helps in the confusion and diffusion
operations while encrypting images. Some of the different
bit-level techniques suggested to encrypt the images in the
literature are [26], [27], [25], [28], [29], [30], [31]. In
[30], authors proposed an image encryption approach in
which for every pixel element the encoding of 4-higher
order bits take place, and the 4-lower order bits are kept
unchanged. In [32], a bit-level image encryption scheme

is suggested by the authors using the Arnold map and the
logistic map. The Arnold map is applied to perform bit-
level permutation and the chaotic logistic map is used for
the diffusion operation. In [25], authors suggested a bit-
level image encoding method by employing the improved 1-
dimensional logistic map and the Sine map. In [31], authors
proposed a bit-level digital image encrypting scheme based
on chaos theory using the piece wise linear chaotic map.
In [33], authors proposed a bit-level encryption method
for images using the FCLN (Fully-connected-like network)
and change in the pixels of edges. FCLN copies a fully
connected neural network, which changes both positions
and values of the pixel elements. In [34], authors suggested
the encryption procedure for digital images employing bit-
level shuffling, Arnold transformation, and the dynamic
overlap diffusion using the 5D-hyperchaotic system. The
Arnold transformation is applied to shuffle and modify
the position and magnitude of the pixel in an image to
achieve better results. The authors in [35] use bit-level
confusion and multiplication diffusion exploiting plaintext
and chaotic system. Flip shuffling, binary tree, and circle
indexing shuffling with the multiplication diffusion process
help in generating the enigmatic encrypted image. In [36],
a novel procedure for the encryption of digital images is
suggested using the SD-hyperchaotic map, pixel-level with
bit-level image shuffling and DNA coding. The encryption
approach also uses DNA complementary rules and DNA-
XOR operations to improve the security the system. Further,
other different methods and strategies are combined to
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develop image encryption algorithms that encrypt digital
images based on confusion and diffusion operations and
safely transfer the encrypted data from one place to another
over public open networks. The authors in [37] employ the
hyper-chaotic Lorenz system and a hash function to develop
a secure encryption method for images. The authors in [38]
combined the 6-dimensional hyper-chaotic map, and the
Fibonacci Q-matrix to produce a secure cipher image. To
encrypt a digital image, the 6D hyper-chaotic map is applied
to create confusion in the elements of the image and the
Fibonacci Q-matrix is applied to generate diffusion in the
image. The authors in [39] proposed a novel encryption
procedure for images by fusing the new 2-dimensional
Hénon sine map and DNA encoding approach. The pixel
elements are permuted using the 2D-Hénon sine map and
diffused by applying the DNA encoding rules. The authors
in [40] achieved simultaneous permutation and diffusion by
applying chaotic theory and DNA encoding approaches for
the safe and secure communication of gray-scale images
over public networks. The authors in [41] introduced a gray-
scale image encryption method by utilizing an enhanced
2D-LSMM (2D-Logistic sine chaotic map) and dynamic
DNA encoding approach. The sine map input is governed by
the logistic map, and the coding and operational standards
of DNA streams are decided by the 2D LSMM.

The above literature study inspired the authors to pro-
pose a chaos-based image encryption procedure by em-
ploying a joint effect of bit-level and pixel-level encryption
strategies to generate a cipher image. Due to the following
points, the 2D logistic map and bit-level image encryption
are used in the proposed scheme:

i). In the chaos map family, the chaotic 2D logistic map
exploits the intrinsic characteristic features of chaos
theory.

ii). The proposed system utilizes the 2-dimensional lo-
gistic map in the image encryption process, because
it is neither too simple like the 1D logistic map
nor complicated like 3D or more higher-dimensional
chaotic maps. The 1D logistic map possesses low key
space, periodic and blank window problems, and is
also vulnerable to attacks [42], [43]. For example,
by choosing a plain text attack, the authors in [44]
crack a 1D chaotic map. On the contrary, the higher
dimensional chaotic maps are complicated and their
implementation is difficult in the programming do-
main. Thus, we choose the 2D logistic map in the
proposed system.

iii). As little image encryption research is established in
the bit-level direction as compared to pixel-level im-
age encryption, this motivated the authors to propose
an image encryption system using bit-level image
encryption in coordination with pixel-level encryption
to impose a hybridized effect of both approaches on
the security of digital images.

In the proposed image encryption scheme, the 2D logis-
tic map generates two chaotic sequences that are employed
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Figure 1. x, and y, chaotic plots of 2D logistic map
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in an effective way to use bit-level and pixel-level perspec-
tives to encrypt a digital image. The two chaotic streams
created by the 2D logistic map are utilized to frame two
LSB-based binary matrices Xpiny,; and Yping,,y, that form
the bit-level encryption basis to shuffle the elements of
the image. Simultaneously, the same two chaotic streams
created by the 2D logistic map are applied in a cross
manner at the pixel-level to diffuse the pixels in the image.
Thus, a hybrid effect of both the modes is imposed in the
encryption of a digital image in the proposed encryption
system to form a reliable cipher image. Also, the proposed
encryption method uses the input image to formulate the
initial key values of the 2D logistic map that boosts the
security and key space of the proposed scheme. The method
shows a high sensitivity to any approximate alteration (A)
in the key parameters of the system. A little alteration
in initial conditions (xg,yp) or in controlling parameters
(a1, @3,B1,B2) brings an avalanche in the cipher images.
Thus, it can resist different cryptanalytic attacks efficiently.
Further, all the key parameters contained by the 2D logistic
map generate an immense key cardinality to counter against
exhaustive attacks.

The remainder of the article is assembled as: Section 2,
elaborates the mathematical background of the 2D logistic
map. Section 3, describes the proposed encryption proce-
dure. The numerical result findings are delineated in Section
4 and the conclusion is drawn in Section 5.

2. 2D LOGISTIC MAP

The chaotic maps show extremely high sensitive nature
by making a small change in their initial value conditions.
A small approximate change in initial value parameters
leads to an unexpected outcome. Thus the system becomes
very difficult to judge and explore. The following formula
represents the mathematical relation of the 2D logistic map
[45]:

X+l =

a1 x,(1 = x,) + B1yn, )
Yn+1

azyn(1 = yn) +52x3 + XpVn

where a;,as,81, and B, act as key parameters in the sys-
tem. The scheme depicts chaotic nature and produces two
chaotic streams x, and y, € (0, 1], when 2.75 < a; < 3.4,
275 <y £345,0.15 < B £0.21 and 0.13 < B, < 0.15.
Figure 1 represents the plots of x, and y, sequences
developed by the 2D logistic map.

3. PROPOSED ENCRYPTION METHOD

The stepwise description of the suggested encryption
method is given below, and the layout in Figure 2 reflects
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the flow chart of the suggested method.

Algorithm 1: The proposed procedure:

Input: Original image ([im°]yxn), keys.

Output: Cipher image (imF).

1) The two initial values of 2D chaotic map are created on
the similar pattern of [46], by using the the input image
im® as shown follows:

1 0
- ; 2
o< R (), @
X
Yo 70 3)
2) Use Eq.(1) to generate x, and y, chaotic streams,

respectively.

3) Scale the x, and y, sequences in the range of [0 — 255],
and then transform them into M X N matrices, say [X]yxny
and [Y]pyx«n, respectively.

4) Convert each element of [X]xy matrix into binary string
and store the LSB of each binary string in a binary matrix
say [Xpinlpxy at the respective positions of corresponding
pixels.

5) Similarly, like step-4, convert [Y]yxy matrix into
[Yoinlpxn-

6) Use the first LSB-based bit-matrix [Xp;,]yxy to apply
the first level of shuffling in the image with the help of the
following pseudo-code:

inx « 1;

Jor indi —1: M

for indj —1:N

if ([Xbin](indi,indj) == 1)

Temp(inxy < [im°)(indi,indj);

inx =inx + 1;

end if

end for

end for

Jor indi —1: M

forindj—1:N

if ([Xbin](indi,indj) == 0)

Temp(inxy < [im°)indi,indj)>

inx =inx + 1;

end if

end for

end for

Finally, /reshape Temp vector into a matrix of size M X N,
say [im® Jpyxn. )

7) Perform the XOR operation between [im’ Jyxy and
[Y]pmxn as shown below:

lim” Ty = (lim” Tyen @ Vi) . (@)

This step induces the first level of diffusion in the image
on the basis of pixel-level criteria.

8) Use the second LSB-based bit-matrix [Yp;,]yuxy to
achieve the another level of shuffling in [im®"]yy. Thus,
bit-level criteria is again applied by using the same pseudo-
code as shown in Step-6, but instead of [X;;,] and [im°] use

2D
Logistic Map
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Figure 2. Flow chart of proposed encryption approach
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Figure 3. Plain images: Pj(Boat), Pp(Baboon), P3(Jet), P4(Pepper),
Ps(Lena).

[Ypin] and [im®"], respectively. Let the final output of this
step be represented as [im®” Jyn.

9) Perform the XOR operation between [im®” ]yxy and
[X1mxn, as shown below:

limE Iy < (lim” Ty @ Xasw) . (5)

This step induces the second level of diffusion in the image

on the basis of pixel-level criteria and produces the final

cipher image imF.

The image encryption phase follows the reverse order
of all the operations involved in the encryption process to
reconstruct the plain image.

4. SIMULATION RESULTS

The experimental numerical outcomes are obtained us-
ing the Matlab software platform on a machine with Win-
dows 10 operating system. Standard gray-scale images of
256 x 256, as shown in Figure 3 are used to find the
simulation results.

A. Key Space

Encryption systems with high key space can counter
the brute force attacks effectively and efficiently. A reliable
key space should be > 128-bit key length [47] to resist
exhaustive attacks . With a computer precision of 107!,
the total key space of the suggested scheme becomes 22%°.
Besides, in the proposed system, the 2D logistic map initial
key values also rely upon the gray image of the 28"V
key size. Thus, we can infer that the suggested encryption
scheme has a substantial cardinal number for key space.

B. Key Sensitivity

In an efficient encryption method, a little alteration in
secret keys should produce an avalanche in the ciphers,
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TABLE 1. Key sensitivity results of pepper image (changing
one parameter at one instance): NPCR and UACI results
between correct key encrypted image and incorrect key
encrypted image.

xo+ 1071 yg ay @ B B
X Yo+1078 @ B B
Xo yo ar+107% B B
Xo Yo @ a+1075 g B
Xo Yo ay a B+ B
X0 Yo aj @ B B+ 107D

NPCR 99.5956 99.5682 99.6506 99.6216 99.6353 99.6292

UACI 33.5338 33.4688 33.4022 33.5471 33.4986 33.4679

and enigmatic images should be displayed in the decryption
phase. In the simulation, only one key is slightly changed
among the key set, and it is observed that false images, as
shown in Figure 4 are generated in the decryption process.
In addition, for pepper image, the simulated quantitative
results of key sensitivity for NPCR and UACI indicators
determined with the help of Eq. (8), and Eq. (9), respec-
tively, are listed in Table I. The results displayed in Figure 4
and Table I signify that the suggested system is extremely
sensitive sensitive to an approximate variation (A) in the
secret key parameters.

DK
0,

{y) (1,59 0,5 {1y 0,°

(1)

Figure 4. Key sensitivity: (1, I») plain images, (/] EK I,EKY en-
crypted images by correct key, (/) EK' [,EK'y encrypted images by
incorrect key, (1;’, I") difference between correct key and incorrect
key encrypted images, (I}PK, ,PK) decrypted images of (I;£X,
LEX) by correct key, respectively, (I DK’ " [,DK") decrypted images
of (I\EX, LK) by incorrect key, respectively.

C. Information Entropy

This indicator determines the randomness present in
an image. Eq. (6) depicts the mathematical relation of
information entropy:

T
1
E() = 1)l _, 6
I ;p( og,— (6)

where T = 2" — 1, and p(I,) is the probability of I,. The
theoretical reference value of E(/) in a 256 gray-scale image
is 8 [47]. The proposed encryption system’s numerical
outcomes of entropy are very nearby to reference value 8§,

as revealed in Table II, thus justifying the randomness in
the cipher image.

D. Correlation Analysis
The correlation amid the adjoining pixels in a cipher
image should be mitigated extremely by a good encryption

TABLE II. Information entropy results

Image Boat Baboon Jet Lena Avg.

E() 79974 7.9976 7.9972 7.9974 7.9975 7.9974

Pepper

(Horizontal) (Vertical) (Diagonal)

100 200 300 100 200

Figure 5. Correlation plots of Input image(O) and Cipher image(C)

approach [24]. The correlation coefficient ¢, ) is given as
follows:

S XQaa'
Plaar) = e NG
\/ZS 1(as a)2 \/ZS 1(a _Ea’)2
where § =size of image, ou.)=E((a — E,)(a — E)),

E,= SLZle as, and (a,a’) is the adjacent pixel pair. The
numerical findings exhibited in Table III and the plots
depicted in Figure 5 justify that the suggested system can
resist statistically-based attacks.

TABLE III. Correlation coefficient results

Corr. Boat Baboon  Jet Pepper

HC 0.0065 0.0010 -0.0006 -0.0008
VC 0.0090 -0.0010 -0.0046 0.0079
DC -0.0028 0.0008 0.0012 0.0016

Lena Avg.
0.0006 0.0013

-0.0017 0.0019
0.0040 0.0010

E. Differential Attack

An effective image encryption scheme should show high
resistance to this type of attack. The two indicators, namely
NPCR and UACI, determine the ability of an encryption
system to withstand against differential attacks [7]. If I
and /" are the two ciphered images with a minute variation
in their plain image, then NPCR and UACI indicators are
evaluated by the following relations, respectively:

Za»a}- Q(amay)

NPCR = T < 100%, (®)
1 if I I
(ax.ay) (ax.ay)’
Qay) { 0 otherwise
1 | sy X! »|
VACT = Grxw > a28 - i | % 100%. )

The numerical results depicted in Table IV justify that the
proposed system can efficiently counter differential attacks.
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TABLE IV. Results of NPCR and UACI indicators
NS.OS NS,OI N(’)*AOOI VS.BS’ V(;T)S V(;(I)l’ VSBI VS.BOI’ V(’;I)Ol [48]
Image NPCR 99.5693  99.5527  99.5341 UACI 33.2824,33.6447  33.2255,33.7016  33.1594,33.7677
Boat 99.6048 V v Ni 33.5484 N Ni Ni
Baboon  99.6475 v v v 33.5239 N N
Jet 99.6338 V v V 33.6443 N N v
Pepper 99.6048 v v v 33.5139 v v v
Lena 99.5792 v v v 33.5168 v v v
Average=  99.6140 vV vV vV 33.5495 vV v v
TABLE V. Chi-square test results TABLE VI. PSNR results of noise and crop attacks
LOD L0 LOOD 48] Varying density of salt and pepper noise
2
Name X~ value  284.3359  293.2478 310.4574 Image  0.002 0.005 0.05 0.1 0.15 0.3
ggliz)on ggzgggg N 1// j Boat 35.1573 31.6333 21.1400 18.1359 16.2977 13.1957
Jet 254.4689 N v v Baboon 36.4025 33.0076 22.6461 19.6919 17.9866 14.9905
Pepper 236.6250 N N v Jet 35.2942 32.0068 21.7036 18.9549 17.1032 14.1125
Lena 229-1016 V N N Pepper 36.2745 32.0341 22.4918 19.4267 17.5184 14.5885
- Lena 35.8149 31.8934 224115 19.2533 17.5263 14.4854
Avg. 236.0141 v v N
Occlusion loss
5% 10% 20% 30% 50%
F. Histogram Analysis Boat 2091838 17.9152 15.0169 13.2056 11.0186
The histoeram plot of an original image has spikes at Baboon22.6173 19.6135 16.7697 14.9729 12.7342
many areas i%ldicatli)n more ixe%s in that %nterval pIn a ci- Jet 219921 18.9090 " 15.9517 14.1629 11.9327
Y. » Indicaling more p - Pepper 22.3044 19.3289 16.3344 14.5634 12.3295
pher image, this information should be absent, and a cipher Lena 22.1537 19.1913 16.3435 14.5271 12.3082

image should yield a flattened surface histogram. In the
proposed system, compared to original image histograms,
the cipher histogram plots are uniformly distributed, as
shown in Figure 6. Thus, it confirms that the proposed
can resist histogram attacks. Moreover, the quantitative
investigation of the flatness of a histogram is measured by
the Chi-square test [48] and is given by Eq. (10):

Xi, = Z2I(0b, —Ex,) /Exl,

where a represents intensity value, Ob, and Ex, represent
the observed and expected frequency of a, respectively.
Mathematically Ex, is given by (MxN)/23. The numerical
outcomes of the y? test of the encrypted image successfully
pass the theoretical values of all the three significance
levels as shown in Table V, thus confirming the uniform
distribution of histogram in a cipher image.

(10)

G. Noise and Cropping Attack

In transmitting information, noise attacks and occlusion
attacks can degrade the encrypted data and lead to data
loss. Thereby, an encryption system needs to have adequate
ability to counter such types of attacks. The results in
Figure 7 and Figure 8 show the potential of the suggested
image encryption system to withstand noise and crop at-
tacks, respectively. The outcomes in Figure 7 and Figure 8
imply that the deciphered images are visually observable
up to noise density d = 0.3 and crop window =50%.
Furthermore, the quantitative results of the PSNR parameter
listed in Table VI between the original image and the image

deciphered from the attacked cipher determine the strength
of the suggested algorithm to counter such types of attacks.
Eq. (11) defines the mathematical relation of PSNR:

PSNR 10 x I @ -1y (1)
= 0 aenes—
810\ MSET.T)
1 N-1 M-1
here MSE = Lavay = I @oa]>-
where YT, aZ:o;)[ (apay) — I (@y.ay)]

5. COMPARISON

The system configuration indicated in section-4 is em-
ployed to examine the performance speed of the suggested
image encryption approach. For 256 x 256 images, the
average running time of the proposed approach during
the encryption and decryption process is 0.5787762s. Fur-
thermore, the comparison of the various parameters such
as NPCR and UACI, information entropy, key space, and
correlation coefficients of the proposed encryption system
with some existing schemes shown in Table VII, Table VIII,
Table IX, and Table X, respectively, are acceptable and are
in parallel with the present existing encryption methods.
Therefore, it endorses the robustness, performance, and
effectiveness of the suggested encryption scheme.

https://journal.uob.edu.bh
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Figure 6. Histogram plots of plain and encrypted images

Decrypted

Decrypted image
histograms

%) 50

TABLE VII. Comparison analysis of differential attack indicators with existing schemes

100 150 200 250

NPCR UACI
Image [40] [38] [39] [33] [34] Proposed [40] [38] [39] [33] [34] Proposed
Boat  99.2500 99.6078 99.6170 99.6153 - 99.6048  33.3928 33.4188 33.6609 33.4669 - 33.5484
Baboon 99.1051  99.5941 99.5925 99.6063 99.5948  99.6475  33.2517 33.4610 33.3822 334619 334382 33.5239
Jet 99.4176  99.6017 99.6231 - - 99.6338  33.5254 33.5053 33.6358 - - 33.6443
Pepper 98.4975 99.6033 99.6078 99.6139 99.6086  99.6048  32.9483 33.4274 33.4953 33.4685 334728 33.5139
Lena 99.5193 99.6246 99.6200 - - 99.5792  33.5851 33.4226 33.4169 - - 33.5168
Avg.  99.1579 99.6063 99.6121 - - 99.6140  33.3407 33.4470 33.5182 - - 33.5495

Figure 7. Noise analysis: d (density of salt and pepper noise) in
(s1) — (se) is 0.002,0.005,0.05,0.10,0.15, and, 0.30, respectively.

Figure 8.
5%, 10%,20%, 30% and 50%, respectively. (y;) — (ys) decrypted
images of (x;) — (Xs), respectively.

Crop analysis:

In

(x1)

(x5)

Crop window

TABLE VIII. Comparison analysis of entropy with existing

schemes
Image [40] [38] [39] [33] [34] Proposed
Boat  7.9941 7.9976 7.9971 7.9976 - 7.9974
Baboon7.9938 7.9975 7.9971 7.9977 7.9976 7.9976
Jet 7.9974 7.9972 7.9970 - - 7.9972
Pepper 7.9958 7.9970 7.9974 7.9974 7.9973 7.9974
Lena 7.9975 7.9972 7.9976 - 79972 79975
Avg.  7.9957 7.9973 7.9972 - - 7.9974

TABLE IX. Key space comparative results

Algorithm Key space
Proposed 229
[ 47] 2232
[ 40] 2240
(7] 2186
[48] 2219
[37] 2428
[33] 2248
[ 12] 2298
[39] 10'12
[34] 10240
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TABLE X. Correlation coeflicient comparison

Algo. Corr. Boat Baboon Jet  Pepper Lena Avg.
[40] HC 0.0073  0.0059 0.0062 0.0037 0.0023 0.0051
VvC  0.0109 0.0041 0.0074 0.0258 0.0019 0.0100
DC  0.0016  0.0028 0.0009 0.0079 0.0011 0.0029
[38] HC  0.0138  0.0065 0.0229 0.0211 0.0069 0.0142
VC  0.0093  0.0337 0.0103 0.0129 0.0479 0.0228
DC 3.4412 x 107® 0.0244 0.0100 0.0013 0.0075 0.0086

[39] HC 0.0001 0.0026 0.0028 0.0016 0.0056 0.0025
vC 0.0031 0.0009 0.0041 0.0031 0.0037 0.0035
DC 0.0015  0.0052 0.0010 0.0034 0.0032 0.0029
[33] HC -0.0040 0.0061 - -0.0032 - -
VvC  -0.0190 -0.0006 - -0.0028 - -
DC 0.0008  -0.0005 - -0.0006 - -
[34] HC - -0.0061 - 0.0045 -0.0094 -
VC - 0.0032 - 0.0063 -0.0038 -
DC - 0.0105 - -0.0044 0.0044 -
Prop. HC 0.0065  0.0010 -0.0006 -0.0008 0.0006 0.0013
vC 0.0090  -0.0010 -0.0046 0.0079 -0.0017 0.0019
DC  -0.0028 0.0008 0.0012 0.0016 0.0040 0.0010

6. ConcrLusioNs AND FUTURE WORK

A chaos theory based new image security procedure
exploiting a hybrid impact of bit-level and pixel-level image
encryption ideas is proposed in this article. The 2D logistic
map produces two pseudo-random chaotic streams that are
utilized in an efficacious and ingenious way to operate
bit-level and pixel-level image encryption approaches to
confuse and diffuse image pixels, and frame a reliable
cipher image. To enhance the security and keyspace of the
proposed system, the initial key values of the 2D logistic
map are related with the input image. In such relations, a
small change in initial conditions produces false ciphers,
and consequently, we are unable to recover the true image
in the decryption phase. Further, the numerical results, satis-
factory results of theoretical reference value tests, high sen-
sitivity towards change in initial value parameters, and the
comparative analysis with the existing encryption schemes
confirm and justify the reliability of the proposed method.
In future research, the suggested algorithm in this paper can
be utilized in medical images, multimedia communication,
commerce, and other areas to encrypt digital images.
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