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Abstract: Steganography is a technique used for hiding secret information or data in a text, image, audio, or video to make it harder 

for the attackers to detect the hidden information. Many techniques were developed that target the English language but only few 

Arabic text steganography techniques exist. In this paper, we explore steganography and its types, presented multiple techniques for 

Arabic steganography, discuss advantages and disadvantages of each technique and described the main functions in our implemented 

code, after that, we evaluate each technique and suggested improvements that can benefit each technique to enhance their capacity 

and minimize any problems that can face them to reach our main goal, which is to improve this field to be able to implement its 

without worrying about any disadvantages that the techniques may have. 
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1. INTRODUCTION  

In these days, the rise of technology has 

tremendously increased, and it became one of the most 

important aspect in life of most people, people use 

technology in their day-to-day life and it became 

unavoidable to use technology, some of the uses of day-

to-day technology includes but not limited to activities 

like online shopping, online banking services, and much 

more . This is why security becomes important more than 

ever. one of the main topics in security is data protection. 

Figure 1 presents three of most important types of data 

protection is Steganography, Cryptography, and 

Watermarking, these types of data protection all have the 

same goal of preventing unauthorized users to view or 

modify the data that are private in their different ways, 

firstly Cryptography is a technique used for displaying a 

plain text in an unclearway that make any unauthorized 

user unable to read or see the message, watermarking is 

hiding the data in a way that conveys some information 

about cover mediums such as copyright and ownership, 

steganography is a technique used to send hidden 

information secretly by using the characteristics of digital 

media as a cover, and there are different types of covers 

including text, video, audio, and image. And in this 

research, we would discuss steganography in general and 

its types and techniques. Meanwhile we would focus 

more about Arabic steganography techniques in addition 

to how we would improve the techniques so they would 

be unpredicted and would be more effective to be used 

in. 

 

 
 
Figure 1. A comparison between data protection types 

 

 Steganography is a way to provide a communication 

secretly between two persons by embedding data in a 

digital file that could be an image, video, audio, or text as 

cover using a key to produce a stego-file that will make it 

very difficult or nearly impossible for the person in the 

middle to detect the stego-file and only the sender and the 
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receiver are able to detect and understand the file [16]. 

Embedding the data to make a stego-file is not a simple 

task and there are things to consider like size of the cover 

which should not be increased as much, and there are 

multiple features that we should consider when applying 

stenographic procedures: Firstly, the embedding capacity, 

which is how much can we change and alter the size of 

embedded data without affecting or changing the original 

quality. This means what is the maximum size of the data 

hiding in the cover file. Secondly how un-detectable the 

embedded data is, this means that the hidden data should 

be very hard or nearly impossible to detect without using 

a special tool to uncover it and a normal person cannot 

detect the hidden data [23]. Thirdly, robustness, which 

means the capacity of the embedding algorithm before 

and after extract the hidden data, in other words, use a 

complex algorithm so the intruder or an attacker cannot 

easily break it and get the secret message. And finally, 

tamper resistance, which means that if the unauthorized 

person gets hold of the hidden data and was able to detect 

it, it will be very hard for them to alter or destroy the 

secret data or message [8]. 

A. TEXT STEGANOGRAPHY 

Text steganography is generally alienated into trio 

modules, the first technique is the Format Based 

Technique in which text data is embedded in the cover 

text by changing the formatting of the cover text [26]; 

this could be done by resizing the font size, injecting 

spaces among words, non-displayed typescripts [22]. The 

second technique is the Linguistic Method, Linguistic 

analysis is done in this practice. Finally, the third 

technique would be Random and Statistical generation 

method where comparison is not done with the known 

plain text and most stenographers generates their own 

cover texts [18]. 

B. IMAGE STEGANOGRAPHY 

The art of how to hide sensitive or secret data in an 

image, to prevent any unauthorized person to assume that 

the image includes any sensitive data [9]. In other words, 

it embeds data or information in a digital image as a 

cover by keeping these data hidden and infeasible from 

anyone who can view and see the image [7]. The main 

factors in this type of steganography are data volume, the 

stability of embedded data without losing, modification, 

and third-party removal [1]. To achieve the goals of 

transmitting a secure message using image steganography 

requires knowledge about basic terminologies, 

classifications, and techniques [11]. 

C. VIDEO STEGANOGRAPHY 

Video steganography is way to hide secret data or 

massages in a video so the chances of unauthorized users 

to access the data is reduced [14], and in the recent years 

the use of videos through the internet has increased 

drastically so it’s natural to develop a steganography 

embedded in videos, steganography in videos has higher 

potential in hiding secrets due to the nature of videos 

which has numerous redundant bit [4], although multiple 

videos steganography techniques has been used, no ideal 

technique is ultimately ideal [24], it all depends on the 

needs and the circumstances, the main idea of video 

steganography is to combine a video file with a secret 

message or data through an steganographic algorithm and 

in return a stego file will be the result [2][13].  

D. AUDIO STEGANOGRAPHY 

Audio steganography is used to send a secret 

message through an audio file that appears as a normal 

file that if ran, will output normal sounds like any other 

audio file, but if it was decrypted through a certain 

procedure will give a secret message that unlike other 

encryption techniques [21], it won't be an obvious 

encrypted message but a clear one that uses the audio file 

as a cover, it can be a text, image, or an audio that is 

covered by the cover audio, the main technique is that the 

sender will use a key known only to the receiver [25], 

then they will use the audio file to cover the secret 

message which will create the stego audio file. There are 

three main domains in the audio steganography field that 

differentiate the techniques and techniques based on what 

domain they use were each similar technique are grouped 

together [10]. 

 

2. ARABIC TEXT STEGANOGRAPHY TECHNIQUES 

A. MULTIPOINT ARABIC LETTER 

Multipoint Arabic letter allows the user to hide more 

than 2bits per letter. And to do that, the user must 

increase the size of the file by using vertical shift point 

algorithm, this way the carrier’s size will be increased 

without alteration or modification, after adding the secret 

information inside, a process of converting the file into a 

picture in order to avoid and prevent any re-typing issues 

[12]. Also, not being able to re-type can be a 

disadvantage that can cause problems because the hidden 

information is dependent on the format of the file, this 

makes the attacker suspicious about these different 

formats [3]. 

B. LA STEGANOGRAPHY TECHNIQUE 

La stands for the combination of the letters Lam and 

Alef in order to conceal information, this technique hides 

information by embedding an Arabic extension character 

between the letters Lam and Alef, for example if the 

users want to hide a 0 bit they will have to use the normal 

form of the Lam and Alef, but if the users want to hide 1 

bit they will have to use a special word La, La technique 

can be used printed documents and as well as electronic 

documents [17]. 
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C. POINtED LETTER  

This technique is made possible by Shirali-Shahreza 

[6], this technique is performed by hiding the secret 

information in text form into the dots of the letters of the 

Arabic language as seen in figure 2, and to do that the 

process start with compressing the size of the secret text, 

then examining the cover medium content from each line 

or character. The location the dots may be affected by the 

hidden information bit in case that the pointed letter is 

uncovered. Pointed letter has a big advantage that is   it 

provides good secrecy and a big capacity of the secret 

text [15]. 

 
Figure ‎2.  Pointed letter 

D. ARABIC DIACRITICS 

In the Arabic language, there are eight different 

diacritics, each of them pronounces in a different way as 

shown in Figure 3, in this technique they use a Stego-file 

that contain a diacritical text by hiding a secret message 

in the Diacritic [5]. So, any diacritic letter held “1” and a 

non-diacritic letter held “0”. This technique has high 

ability but it does not have enough invisibility so a reader 

might note that the text is not normal [28]. 

 

 

Figure 3. Arabic language diacritics pronounce. 

E. KASHIDA TECHNIQUE 

Another technique that may have a better effect than 

the previous techniques is the Kashida technique that 

uses extensions. These extensions will happen either 

before or after a pointed letter that are considered "ones", 

the only exception would be if the pointed letter came the 

last in the word for example "حوت" since the last letter 

cannot have an extension after it, the better solution 

would be to ignore it and use the next pointed letter to 

hide the secret bit or use extension before the pointed 

letter. The binary value for the letter " أ " is 11011000 

10100011, by using the extension technique we can hide 

those bits into the cover text. As show in the below 

example, we used an extension before pointed letters that 

hide a "1" bit and added an extension before non-pointed 

letters that hide a "0" bit. These techniques have their 

advantages and disadvantages.  

F. REVERSE FATHA  

The technique used in this technique is customizing 

the Fatha on a single alphabet by reversing it [19], the 

Fatha line is always displayed from left to right, changing 

the state of the Fatha line from left to right is stated by 

reverse Fatha as seen in Figure 4. 

 

 

Figure 4. reverse Fatha 

 

As seen in Figures 5-7 the alphabets that contains the 

secret text is selected by implementing the reverse Fatha on the 

alphabets which contains the hidden message where each 

alphabet that has a reverse Fatha contains a hidden text.  

 

Figure 5. cover text with original Fatha 

 

Figure 6. cover text with reversed Fatha 

 

Figure 7. Hidden text 

 
The algorithm premeditated to hide the secret message by 

detecting each letter which has a Fatha so it could be used to 

reverse the Fatha, breaking separately each word of the secret 

message while the reversing the Fatha of the following 

alphabets would help processing the new Font family in the 

word software. 

The algorithm designed to find the secret message after 

receiving the text starts by marking the alphabets that contains 

reverse Fatha, extract the alphabets starting from the top of the 

article to the bottom and in the last step starts merging the 

extracted alphabets to retrieve the secret message [19].  

G. UNICODE AND NON-PRINTABLE CHARACTERS 

Unicode allows users to encode all kinds of language in 

the world, each character in each language have their own 

special Unicode that makes them different than the rest of 

characters, the Unicode standard is user internationally to print 

and present texts in computers, it have 65536 spaces for 
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character from all language thank to its 16-bit encoding, the 

Arabic language letters are represented in Unicode in a range of 

values (0600-06FF) which represents all form of each Arabic 

character [27], for example, as shown in Figure 8, the letter (ب) 

is represented in the value of FF8F when it is isolated and not 

connected to any other character, it is represented in the value 

of FE90 when it appears in the end of the word, its represented 

in the value of FE92 when it appears in the middle of the 

sentence and is connected to two characters, one before it and 

one after, it is also represented in the value of FE91 when it 

appears at the start of the word were it is not connected to any 

other letter [5]. 

 

 
 

Figure 1. Example of Arabic letters in Unicode 

 
For Non-Printable characters, As seen in the table [1], 

these characters, even though they have a hexa value that 

represents them, they do not have any shape that represents 

them which can be used in steganography to hide secret bits in 

these characters, were they will not be noticed since they do not 

get printed, and the Stego-text will have the same appearance as 

the cover text without any changes [5].  

 
Table 1. Non-printable characters 

Unicode 

code point 

character 

name 

U+2000  EN QUAD 

U+2001 EM QUAD 

U+2002 EN SPACE 

U+2003 EM SPACE 

U+2004 THREE-PER-EM SPACE 

U+2005 FOUR-PER-EM SPACE 

U+2006 SIX-PER-EM SPACE 

U+2007 FIGURE SPACE 

U+2008 PUNCTUATION SPACE 

U+2009 THIN SPACE 

U+200A HAIR SPACE 

U+200B ZERO WIDTH SPACE 

U+200C ZERO WIDTH NON-JOINER 

U+200D ZERO WIDTH JOINER 

U+200E LEFT-TO-RIGHT MARK 

U+200F RIGHT-TO-LEFT MARK 

3. IMPLEMENTATION METHODOLOGY 

The technique that we implemented and chose was the 

non-printable characters, since it is the best technique to hide 

secret messages without changing the shape or content of the 

cover text, which perfectly serves the main purpose of 

steganography, this technique, if done properly, will not have as 

much limitations as the other techniques in terms of capacity or 

having a specific cover text, which is why we chose to 

implement it to dive more into it and explore it more than the 

other techniques. 

A. CODE 

The code we are using has been created by Mosaed 

BaOmar [28], the code allows the user to hide secret messages 

in an Arabic language cover text, the secret message can be 

either Arabic or English, the user will need to input a suitable 

amount of text that will be enough to hide the secret message 

without taking in mind the value of the cover text in terms of 

having to use specific letters or not, we will start displaying the 

functions of the code and what each one of them do. 

 

B. IMPLEMENTATION 

The program asks the user to input an Arabic cover text 

which will be used to hide the secret message within it, after 

that the user will input the secret message, if the cover text's 

size is not enough to hide the secret message, the program will 

send an alert to the user telling them that they need a larger 

cover text, after the user presses "get stego text" button, the 

program will convert the input to binary and create a binary bit 

stream of ones and zeros where each hidden letter is separated 

from the next hidden letter by an extra bit that act as a 

separator, after that, the program will add the zero-width joiner 

and zero-width non joiner letters which are the non-printable 

letter that will represent the secret bits, after adding them to the 

cover text, the stego text will be created. In the decoding part, 

the program will ask the user to input the stego text and press 

"retrieve secret message" button, after pressing the button, the 

program will remove the non-printable letters from the stego 

text which will retrieve the secret message without any changes, 

Figure 9 presents three different scenarios that we used when 

using the program, first, using an Arabic secret message, after 

that, using an English secret message, after that, using  a mix 

different languages as secret message to prove that the program 

will accept any secret message input type as long as it has a 

Unicode value. 
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Figure 9. program Implementation 

4. RESULTS AND DISCUSSION   

A. NON-PRINTABLE LETTERS 

As seen in the "Implementation" section, the program was 

able to embed Arabic letters, English letters and numbers and 

successfully retrieve them, based on our evaluation of the 

Arabic steganography techniques we decided to choose the non-

printable letters to be implemented since compared to the other 

techniques it is the best one in terms of the ability to implement 

it without having to have a specific cover text. To prove that the 

program will use any non-printable letters and not only zero 

width-joiner and zero width non-joiner, but we also used two 

other non-printable letters which gave the same results as can 

be seen in Figure 10 and in Figure 11 the output gave the secret 

message without any changes. 

 

 
 

Figure 10. Changing Non-printable letters 

 
 

Figure 11. New Non-printable letters retrieve 

 
After reviewing the program, we decided to change the 

values that are appointed to each letter to random values, each 

letter in the program was assigned a 0 or 1 value based on its 

appearance, the pointed letters were assigned a 0 value and non-

pointed letters were assigned a 1 value, table 2 shows the letters 

that were assigned a "1" value  and table [3] shows the letters 

that were assigned a "0" value, the values were changed to a 

random sequence to eliminate any sequences in the values of 

the letters. 

 
Table 2. One Values 

 
L

ett

er 

 ظ غ ض ء ط خ إ ت ى ح ك د أ ع ر ه م ل

V

al

ue 

1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 

 
Table 3. Zero Values 

 
Let

ter 

 ؤ آ ئ ا ز ش ص ث ذ ج س ق ف ب ي ن

Val

ue 

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 

 

Each secret letter in the non-printable letters technique 

needs 9 bits since 8 bits will be assigned to one secret letter and 

an extra bit will be used to separate each secret letter from the 

next secret letter, so to get the number if secret letters that can 

be hidden in each text, we can use this equation, Hidden letters 

= number of letters in a text/9, as demonstrated in Figure 12, the 

capacity of this technique is high compared to the other 

techniques that had far more problems and obstacles compared 

to the non-printable letters technique. 

 

 
 

Figure 12. NON-PRINTABLE LETTERS 
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B. LA TECHNIQUE  

We started implementing the LA technique to five 

different random texts that contains an average of 5,000 words 

in order to make an estimation of using the LA in any text that’s 

given by the user where in our research we found out that there 

is an average of 1,834 LA in a text of 25,000 words while that 

equals a percentage of 0.0736% found in a combination of 5 

different texts with a total of 25,000 words as each text have a 

different ratio of LA in the text. Figure 13 demonstrates number 

of LA found in each text of five different random texts. 

 

 
 

Figure 13. LA Technique 

 

As shown in the figure, different random texts could have 

different number of LA found, as we found 385 bits of LA in 

the text 1 which equals 44.75 byes on the other hand we found 

211 LA in text 2 which is equal to 26.375 bytes while in text 3 

we found 708 LA that is corresponding to 88.5 bytes which is 

the highest number we found between the five random texts as 

text 4 contains 261 LA that equals 32.625 bytes and finally text 

5 has 296 LA which is exactly 37 bytes. If we combine all five 

texts together, we will gain a number of 1,834 LA which is 

equal to 229.25 bits which sounds to be good, but the size of the 

text is extremely Large. 

C. AL TECHNIQUE 

The LA technique could be used but the size of the text has 

to be enormous in order to find many LA in the text meanwhile 

we found out a solution to be used as instead of using LA for 

the purpose of steganography we would use AL “ال” as it could 

generate more bits than using the LA technique as tested in 

Figure 14. As we used AL instead of LA we could see a notable 

difference on the charts as in text 1 we found 1758 AL which 

equals to 219.75 bits, while in text 2 we found 709 Al which 

equals to 88.625 bits on the other hand the highest is text 3 

where we found 2254 Al that corresponds to 281.75 bits 

whereas on text 4 we found 1014 AL that equals 126.75 

however on text 5 we originated 1103 Al that is 137.875 bits. 

Overall a total of 6,838 AL/854.75 bits where found in the same 

random texts used in the LA technique so we concluded using 

AL instead of LA would be much better as smaller texts would 

generate more bits to be used in steganography than using the 

LA technique which needs an enormous size of text in order to 

hide few bits, Figure 14  presents the evaluation of the AL 

technique. 

 

 

Figure 14. AL Technique 

D. POINTED LETTERS 

As we know there are 28 letters in the Arabic language 15 are 

pointed letters and 13 non-pointed letters. Which is more than 

half is pointed letters, as shown in Figure 15.  

 

 
Figure 15. Pointer letters & non-pointed letters 

 

We started implementing the pointed letter technique to 

the same five texts was used in the previous technique. We 

found out that there are 33,849 pointed letters in a text of 

25,000 words. So, we determine that mostly each word contains 

one or more pointed letters.  As shown in Figure 16, we can see 

how many pointed letters are found in each text and calculate 

how many secret letters we can insert in this text. We found 

7020 pointed letters in text 1 that means 877.5 bits so we can 

insert 109 secret letters. In the second text, we found 5609 

pointed letters which are 701.125 bits so we can insert 87 secret 

letters in text 2, Also, in-text 3 we found 8394 pointed letters 

it’s equal 1049.25 bits so we can insert 131 secret letters, in the 

fourth text we found 5750 pointed letters which are 718.75 bits 

so we can insert 89 secret letters, and finally, in-text 5 we found 

7076 pointed letters which are 884.5 bits so we can insert 110 

secret letters.  
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Figure 16. pointed letters in five texts 

E. MULTIPOINT ARABIC LETTER  

There are five letters in the Arabic language that contains 

more than one point, listed in Figure 17.  

 
Figure 17. multipoint Arabic letters 

 

We started implementing the pointed letter technique to 

the same five texts was used in the previous techniques. We 

found out that there 16,898 multipoint letters in a text of 25,000 

words.  

As shown in Figure 18, we can see how many multipoint 

letters are found in each text and calculate how many secret 

letters can we insert in each text. We found 3605 multipoint 

letters in text 1 which are 450.62 bits so we can insert 56 secret 

letters, in the second text we found 2777 multipoint letters 

which are 347.12 bits so we can insert 43 secret letters, in the 

third text we found 4647 multipoint letters which are 580.87 

bits so we can insert 72 secret letters, in the fourth text we 

found 2481 multipoint letters which are 310.12 bits so we can 

insert 38 secret letters, and finally, in-text five we found 3388 

multipoint letters which are 423.5 so we can insert 52 secret 

letters.  

 

 

Figure 18. multipoint letter in five texts 

F. KASHIDA 

 

The Kashida technique  uses the Kashida (-) which extends 

the Arabic word without changing its meaning, it is mostly used 

in letters or titles which makes it strange to see a text full of 

extended words [20], the main disadvantage of the Kashida 

technique is that it uses the Arabic pointed letters as a "1" value 

and the non-pointed letters as zeros which makes it easy for any 

reader to extract the hidden bits by just looking if the letter after 

the Kashida is a pointed letter or not, thus, break the main 

purpose of the steganography technique, a good solution for this 

problem would be to redesign the technique were the pointed 

letter and non-pointed letters would not be considered when 

doing the steganography, the letters should be put in a 

pseudorandom number generator that will choose between 28 

letters 14 letters that would represent "1" value and 14 letters 

that would represent a "0" value, this way the technique will 

skew any sequences between the letters, make it impossible to 

guess the values of letter based on their shape and reach 

steganography's ultimate goal which is to hide the secret 

message without allowing any one to be able to extract the 

hidden information without knowing details of the technique 

that was used to hide the secret message. 

G. REVERSE FATHA 

The ‘’Fatha’’ is used in most Arabic words which makes it 

have a high capacity compared to La technique, but Reverse 

Fatha shares same problems with La technique in modifying the 

shape of the Fatha will make it obvious that something is not 

right about the text. And as shown in Figure 19, we have 

implemented the Reverse Fatha technique to five random text 

files containing Arabic words and sentences to study how many 

times ‘’Fatha’’ has been used and determine on average how 

many bytes in total does the five text has. we estimated to use 

of ‘’Fatha’’ used in the texts which on average has about 5000 

words and 25000 characters, and we found out that 30% of the 

characters in the words contains ‘’Fatha’’ within them, which is 

around 1 500 times used in a 5000 words text. As shown in 

Figure 19 below, different random texts could have different 

numbers of Fatha found in the texts, Firstly, text 1 has 924.65 

bits of Fatha when we convert it to bytes, we will get 115.5 

bytes, Secondly, text 2 has about 647.5 bits Fatha and when 

converted to bytes will result in 80.9 bytes,  Thirdly  in text 3 
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we found about 1119.75 bits Fatha and when converted to bytes 

will result in 139.9 bytes, Fourthly, in text 4  726.075 bits Fatha 

that equals 90.7 bytes, and finally on  text 5 we found out about 

805.8 bit which equals to approximately 100.725 bytes.  

 

 

Figure 19. Reverse Fatha Technique  

 
In Total, if we combine all the bytes found in the different 

5 text files which contains about 250000 words, we found out 

that they contain around 527.72 bytes in total, which makes the 

Reverse Fatha technique a very good option for Arabic 

Steganography, because ‘’Fatha’’  can be used in almost any 

Arabic text, and because Fatha is a very popular ‘’Haraka’’ and 

used widely in Arabic language, and most Arabic words in 

sentences contains ‘’Fatha’’ within them, unlike ‘’La 

technique’’ which need a big text in order for it to work, 

Reverse Fatha can be used on smaller or larger texts because of 

that. But on the other hand, the problem of modifying the 

‘’Fatha’’ and changing its look can be suspicious to the trained 

eyes. 

5. CONCLUSION  

In this research, we thoroughly studied and evaluated 

six Arabic text steganography techniques and identified 

their differences. We also, suggested improvements to 

overcome these flaws and fill the gap. The improved 

techniques were evaluated against the plain ones and 

proved to outperform their performance in terms of 

capacity. The non-printable letters technique showed the 

best performance compared to other techniques in terms 

of capacity and obstacles, it did not change the 

appearance of the cover text or rely on the Arabic 

language grammar to hide data, we suggest adding 

cryptography to this technique, which adds extra layer of 

security to it. 
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