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Abstract: Security of Crypto systems is usually analyzed through different cryptanalytic methods. Since Advance 

Encryption Standard (AES) is one of the most widely used and popular block cipher, a number of attacks have already 

been proposed on it. Lots of reduced round attacks on AES are available in the literature. In this paper, two efficient 

reduced round impossible differential attacks are introduced against AES - 256.The attacks proposed here show how an 

attack can modified for betterment. The first one is a new 8
th

 round attack, which shows the data complexity and time 

complexity can get interchanged without affecting the memory requirement, by introducing proper change in the attack 

procedure.The second cryptanalysis is carried out in which four round impossible differential begins from third round 

only, wherein conventional attacks it starts from second round itself. This difference in attack procedure leads to 

reduction in data as well as time complexities. Moreover, the interchange of Add Round Key and Mix Column 

operations done in the 7
th

 round of conventional impossible attacks can be avoided here. A conventional attack 

appeared in the literature is taken as the main reference. Comparison of the complexities is also given. 
 

Keywords:AES-256, Cryptanalysis, Impossible Differentials, Complexity

1. INTRODUCTION 

AES [1] has 3 versions based on the key length, which 

are AES - 128, AES – 192 and AES – 256 with key 

lengths 128, 192 and 256 bits respectively. Security of a 

system has a direct relation with its key length. Different 

types of attacks are experimented by researchers on all 

the three versions of reduced round AES. In this paper 

the cryptanalysis proposed by W. Zhang et al. [2] on AES 

- 256 using impossible differential cryptanalysis is 

modified in two different ways 
 

Impossible differential cryptanalysis [3] searches for 

the non-existing differentials for elimination of wrong 

keys from a pool of possible keys so that only right key 

elements remain left.  Several impossible attacks can be 

seen in the literature. Biham and Keller presented the 4 

round impossible differential in [4] to attack 5 round 

AES-128. This attack is extended in [5] by Cheon J.H et 

al. to 6
th
 round of AES 128. Later Raphel.C and W Phan 

[6] introduced some attacks on AES – 192 and AES – 

256 exploiting the weakness of AES key scheduling. 

Obviously, attacks given in [4] and [5] are applicable to 

AES – 192 and AES – 256 too, since the key scheduling 

is not exploited. Articles [7] and [8] give improved 

results in reduced round AES cryptanalysis. Later in 

2011 Bogdanov et al. applied biclique attack on full 

round AES [9]. An improved version of this attack is 

proposed in [10]. Cache attacks and collision attacks are 

illustrated in [11] and [12] respectively. Enhancement of 

AES security against modern attacks using variable key 

block ciphers are is given in [13]. Many articles were 

published about fault based attacks and side channel 

attacks on AES [14–21]. An improved version of related 

key impossible differential attack on AES-192 is given in 

[22]. Now the research on light weight block cipher has 

become a hot research topic in cryptography. Many light 

weight block ciphers have been proposed recently. 

Advanced methods like Mixed Integer Linear 

Programming (MILP) etc. are used in cryptanalysis [23, 

24]. But these techniques are not practical for 

cryptanalysis of block ciphers constituted with 8 bit 

substitution boxes. At the same time, differential 

cryptanalysis methods still stand relevant for the analysis 

of any type of block ciphers.  

In this paper two 8 round attacks on AES – 256 are 

proposed. In the first attack, the required time complexity 

http://dx.doi.org/10.12785/ijcds/090422 
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is reduced to a great extent but at the expense of data 

complexity. This change will be required, where time is 

crucial. Another 8 round attack on AES – 256 is also 

proposed in this paper. In conventional impossible 

differential cryptanalysis, the four round impossible 

differential begin from second round onwards. For the 

attack given in this paper, impossible differential begin 

from third round only. So the backward analysis, from the 

last round, is to reach only up to the third round here, but 

to the second round in conventional attacks. The data 

arrangement in the last round of r round conventional 

impossible differential attack can be used for r+1 round, 

when proposed impossible differential attack is applied. 

We introduce this attack, taking the attack given in [2] as 

reference. The attack procedure is described in step by 

step. The comparison of the complexities is also given in 

section. Since it is essential to guess all 128 keys of initial 

round, this attack is not suitable for the key recovery of 

AES-128 or AES-192.  

 

The complexity of an attack on any n-bit block cipher 

of key size k is distributed among three parameters: data, 

memory and time complexities.  The complexity trade-

off between these three parameters results in 3 basic 

attacks, called dictionary attack, codebook attack and 

exhaustive search respectively. Exhaustive search try all 

the possible keys (2𝑘) to attack the system. If an attack 

can retrieve the keys with a lesser time complexity than 

exhaustive search, it is considered as a successful attack. 

Time complexity is less expensive than the other two but 

considered sometimes as the most important parameter 

since time cannot be replaced by money. 

 

This paper is organized as follows. Section 2 gives a 

brief description about AES operations. Section 3 tells 

about the notations used in this paper. Section 4 

elaborates about the 4 round impossible differentials used 

in the conventional attacks. Section 5 details the 

procedure of first 8 round impossible differential 

cryptanalysis against AES - 256 in step by step. The data 

and time complexity calculation is also carried out here. 

Section 6 gives the features of one round lowered 8 round 

impossible differential attack against AES-256 and 

explains the procedure of cryptanalysis in step by step. 

Comparison of the complexities is also given. Section 7 

concludes the topic with future scope 

2. STRUCTURE OF AES 

The data input to an AES system is of the size 128 bits, 

but the key size varies as 128, 192 and 256 bits for 

different variants. The representation of arrangement of 

16 bytes of plain texts and its intermediate stages used in 

this paper is shown in Fig. 1. Here AES represents the 

variant with a key size of 256 bits 

 

 

 

 

 

 

 

 

 

 

 

 
 

Figure 1. 4×4 Byte indexing of 128 bit data block 

A. Each round does the following 4 different operations. 

1) Substitution of Bytes (SB): The data is applied 

to a substitution box so that each byte gets 

substituted with another byte, defined by the 

SBox. The real data gets hidden and creates 

confusion. 

2) Shift Rows (SR): Providing a cyclic shift to each 

row. Each bytes in the 𝑖𝑡ℎ  row is shifted i-1 

times to left where i = 1, 2, 3, 4. This operation 

diffuses all the bytes except the members in the 

first row.  

3) Mix Columns (MC): Mix Column operation 

redefines each member in a particular column. 

This is achieved by multiplying each column 

with a 4×4 constant matrix M over the field 

GF(28), where M is given by 

                                 M = (

2 3 1 1
1 2 3 1
1 1 2 3
3 1 1 2

) 

4) Add Round Key (AK): Entire 128 bits of data is 

encrypted with same number of key bits. 

Exclusive OR operation is performed here. Key 

is generated from the initial key applied as per 

the key generation schedule.  

All the operations are reversible. A reverse 

substitution box is used for inversing the substitution 

operation. To get the inverse Shift Row operation, each 

byte in 2
nd

, 3
rd

 and 4
th
 rows are shifted 1, 2 and 3 

positions respectively towards right. Inverse of Mix 

Column operation is obtained by multiplying each 

column with a 4×4 constant matrix 𝑀′ over the field 

GF(28), where 𝑀′ is given by 

                        𝑀′=(

𝑒 𝑏 𝑑 9
9 𝑒 𝑏 𝑑
𝑑 9 𝑒 𝑏
𝑏 𝑑 9 𝑒

) 

1 2 3 4 

5 6 7 8 

9 10 11 12 

13 14 15 16 

Column 1 

Row 1 
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To get the Inverse of AK operation, the same secret key 

is Exclusively ORed with the 128 bit cipher text 

3. NOTATIONS 

In this paper the following Notations are used. Let 

the initial whitening sub key be 𝐾0  and 𝐾𝑖  be the 𝑖𝑡ℎ 

round key. The notations𝑆𝐵𝑖
 , 𝑆𝑅𝑖  and 𝑀𝐶𝑖

 and 𝐴𝐾𝑖  are 

used to denote Substitution of Bytes, Shift Rows, Mix 

Columns and Add Round Key respectively, of 𝑖𝑡ℎ round.  

The notations 𝑆𝐵𝑖
−1 , 𝑆𝑅𝑖

−1 ,  and  𝑀𝐶𝑖
−1   are used to 

denote the inverse operations of Substitution of Bytes, 

Shift Rows, and Mix Columns respectively, of 𝑖𝑡ℎ round. 

For inversing the Add Key Round the same operation is 

done with the same key. So it doesn’t need another 

symbol. In the second attack ‘S’ represents the initial 

input of a conventional impossible differential. ‘C’ 

represents the intermediate data calculated backward 

from 1
st
 round for adding one round before the first round 

of conventional impossible attack and ‘I’ represents the 

input data. 

4. FOUR ROUND IMPOSSIBLE DIFFERENTIAL 

The impossible condition is used in differential 

cryptanalysis to eliminate the wrong keys. For AES, if 

same keys are used to derive differentials, maximum 

number of rounds involved in creating an impossible 

differential is four. The impossible condition is formed 

by using two differentials, one in forward direction and 

the other in reverse direction. For this, all input byte 

difference of the 1
st
 round is made zero, called hereafter 

passive bytes, except in one, which is called an active 

byte. At the end of two rounds, it can be seen that all byte 

differences becomes active, on which no further analysis 

is possible. Suppose, the 4
th

 round output has passive 

byte difference in any of the following byte positions: (1, 

8, 11, 14), (2, 5, 12, 15), (3, 6, 9, 16), or (4, 7, 10, 13). 

Such a differential when decrypted two rounds will have 

4 passive bytes differentials. This condition can’t happen 

while decrypting AES with more than 4 rounds, if right 

keys are guessed. So, occurrence of an impossible 

condition points to a wrong key guess. 

 

Consider two 16 byte plain texts which have equal 

values in all bytes except one. Now we have one active 

byte and 15 passive bytes. Let ‘a’ be the value of active 

byte. Here ‘a’ denotes a known value, ‘N’  denotes any 

non-zero value and ‘?’ denotes any value. Fig. 2 shows 

the propagation of the differentials.  The operation 

𝑆𝐵1makes the value of active byte as ‘N’. The same is 

retained after 𝑆𝑅1 , but 𝑀𝐶1  makes all members of 

1
st
column active. The operation 𝑆𝑅2 shifts these 4 active 

bytes to different columns and as a result, 𝑀𝐶2 makes all 

16 bytes active.  Since same keys are used to generate the 

differentials, Add Round Key operations do not alter the 

differentials 

 

It is assumed that the 4
th

 round output has 4 passive 

bytes in positions 1, 8, 11 and 14. All other bytes 

difference is assumed as ‘any value’. This assumption is 

to create an impossible condition. The reverse shift row 

operation 𝑆𝑅4
−1 leaves all passive bytes in first column.  

It can be seen that 𝐴𝐾3  and 𝑀𝐶3
−1  doesn’t change the 

status of differentials. The operation 𝑆𝑅3
−1 shift the rows 

in reverse order so that bytes 1, 6, 11and 16 becomes 

passive and 𝑆𝐵3
−1  doesn’t alter this status. Now the 

output of second round carries all active bytes but the 

input of third round has four passive bytes. This is a 

contradiction which can’t happen with the guess of right 

key candidates. 

5. FIRST ATTACK ON EIGHT ROUND AES 

In this attack, the above mentioned four round 

impossible differentials is applied between round two and 

round five. Keys of some of the 8
th

 round byte positions 

are assumed. To reduce the number of key byte 

assumptions, the order of operations Add Round Key and 

Mix Columns in the rounds 7, 6 and 5 are interchanged. 

In order to nullify the effect of this interchange, 𝐾7, 𝐾6 

and 𝐾5  are substituted by 𝐾7
∗ , 𝐾6

∗  and 𝐾5
∗  respectively. 

The attack is illustrated in Fig. 3.  The term ‘Prob.’ 

means that the state change occurs with a probability less 

than one 

A. Attack Procedure 

Precomputation: Calculate the 232 values of bytes in 

positions 1, 6, 11, 16 which will lead the operation 𝑀𝐶1 

to have a difference of 4 possible combinations (a,0,0,0), 

(0,a,0,0), (0,0,a,0), (0,0,0,a). Create a Hash table 𝐻𝑝 and 

store these 232×4×(28-1) = 242  pairs of 4 bytes values 

indexed by the Ex-OR differences. Here one indexed 

value corresponds to 242/232 = 210 values.  

B. Algorithm: 

1) Choose a set of  232  plaintexts of 16 bytes in 

which all the bytes are fixed except bytes in 

positions 1, 6, 11, 16. This is called a structure. 

The number of possible pairs which can be 

formed out of a structure is 232× (232 − 1)/2 = 

263 . Select m number of different structures, 

which gives 232𝑚 plaintexts and 263𝑚 plaintext 

pairs.  

 

 

 

Round 1: 
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(

𝑎 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0

) 𝑆𝐵1 (

𝑁 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0

) 𝑆𝑅1 (

𝑁 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0

) 𝑀𝐶1    (

𝑁 0 0 0
𝑁 0 0 0
𝑁 0 0 0
𝑁 0 0 0

) 𝐴𝐾1   (

𝑁 0 0 0
𝑁 0 0 0
𝑁 0 0 0
𝑁 0 0 0

) 

 

𝑆𝐵2 (

𝑁 0 0 0
𝑁 0 0 0
𝑁 0 0 0
𝑁 0 0 0

) 𝑆𝑅2 (

𝑁 0 0 0
0 0 0 𝑁
0 0 𝑁 0
0 𝑁 0 0

) 𝑀𝐶2 (

𝑁 𝑁 𝑁 𝑁
𝑁 𝑁 𝑁 𝑁
𝑁 𝑁 𝑁 𝑁
𝑁 𝑁 𝑁 𝑁

) 𝐴𝐾2 (

𝑁 𝑁 𝑁 𝑁
𝑁 𝑁 𝑁 𝑁
𝑁 𝑁 𝑁 𝑁
𝑁 𝑁 𝑁 𝑁

) 

 

  

𝑆𝐵3
−1 

                                (

0 ? ? ?
? 0 ? ?
? ? 0 ?
? ? ? 0

) 𝑆𝑅3
−1 (

0 ? ? ?
0 ? ? ?
0 ? ? ?
0 ? ? ?

) 𝑀𝐶3
−1 (

0 ? ? ?
0 ? ? ?
0 ? ? ?
0 ? ? ?

) 𝐴𝐾3 (

0 ? ? ?
0 ? ? ?
0 ? ? ?
0 ? ? ?

) 

 

𝑆𝐵4
−1 (

0 ? ? ?
0 ? ? ?
0 ? ? ?
0 ? ? ?

) 𝑆𝑅4
−1 (

0 ? ? ?
? ? ? 0
? ? 0 ?
? 0 ? ?

) 𝐴𝐾4 (

0 ? ? ?
? ? ? 0
? ? 0 ?
? 0 ? ?

) 

 

Figure 2. A 4 round impossible differential 

 

 

                     (

𝑁 0 0 0
0 𝑁 0 0
0 0 𝑁 0
0 0 0 𝑁

) 𝑆𝑅1 (

𝑁 0 0 0
𝑁 0 0 0
𝑁 0 0 0
𝑁 0 0 0

) 𝑀𝐶1 (

𝑎 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0

) 𝐴𝐾1 (

𝑎 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0

) 

                …………………………………4 Round Impossible Differential…………………………… 

 

………………………………………………………      (

0 0 0 ?
0 0 0 0
0 0 0 ?
0 0 0 ?

) 𝑀𝐶5
−1 (

0 0 0 0
0 0 0 0
0 0 0 𝑁
0 0 0 𝑁

) 

 

𝑆𝐵6
−1 (

0 0 0 0
0 0 0 0
0 0 0 𝑁
0 0 0 𝑁

) 𝑆𝑅6
−1 (

0 0 0 0
0 0 0 0
0 𝑁 0 0
𝑁 0 0 0

) 𝐴𝐾6 (

0 0 0 0
0 0 0 0
0 𝑁 0 0
𝑁 0 0 0

) 𝑀𝐶6
−1 (

𝑁 𝑁 0 0
𝑁 𝑁 0 0
𝑁 𝑁 0 0
𝑁 𝑁 0 0

) 

 

𝑆𝐵7
−1 (

𝑁 𝑁 0 0
𝑁 𝑁 0 0
𝑁 𝑁 0 0
𝑁 𝑁 0 0

) 𝑆𝑅7
−1 (

𝑁 𝑁 0 0
𝑁 0 0 𝑁
0 0 𝑁 𝑁
0 𝑁 𝑁 0

) 𝐴𝐾7 (

𝑁 𝑁 0 0
𝑁 0 0 𝑁
0 0 𝑁 𝑁
0 𝑁 𝑁 0

) 𝑀𝐶7
−1 (

𝑁 𝑁 𝑁 0
𝑁 𝑁 0 𝑁
𝑁 0 𝑁 𝑁
0 𝑁 𝑁 𝑁

) 

 

𝑆𝐵8
−1 (

𝑁 𝑁 𝑁 0
𝑁 𝑁 0 𝑁
𝑁 0 𝑁 𝑁
0 𝑁 𝑁 𝑁

) 𝑆𝑅8
−1 (

𝑁 𝑁 𝑁 0
𝑁 0 𝑁 𝑁
𝑁 𝑁 𝑁 0
𝑁 0 𝑁 𝑁

) 𝐴𝐾8 (

𝑁 𝑁 𝑁 0
𝑁 0 𝑁 𝑁
𝑁 𝑁 𝑁 0
𝑁 0 𝑁 𝑁

) 

 
Figure 3.  8 round attack towards AES - 256 

 

 

 

 

 

Round 2: 

Round 3: 

Round 4: 

Contradiction 

Round 1: 

Prob. 

Prob. 

Prob. 
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2) Choose only the plaintext pairs whose cipher 

text output difference of 8
th

 round is non zero in 

all byte positions except 4, 6, 12 and 14. 

Expected number of such plain text pairs is 

263𝑚 × 2−32=  231𝑚. 

3) Make a list A of  possible 232 values of the key 

bytes in positions 1, 6, 11, 16 of 𝐾0 

4) Perform the one round decryption operations 

after guessing the key values of byte positions 1, 

8 and 11 of 8
th

 round. Calculate the difference in 

ciphertext pairs after 𝑀𝐶7
−1.  Accept the pair if 

the byte differences in positions 1and 5 are non 

zero and byte differences in remaining positions 

is zero. The probability for the existence of such 

a pair is 2−16 . The number of remaining pairs 

now is 215m.  

5) Perform the one round decryption operations 

after guessing the key values of byte positions 2, 

5 and 15 of 8
th

 round. Calculate the difference in 

cipher text pairs after 𝑀𝐶7
−1.  Accept the pair if 

the byte differences in positions 2 and 14 are 

non zero and byte differences in remaining 

positions is zero. The probability for the 

existence of such a pair is 2−16. The number of 

remaining pairs now is 2−1m.  

6) Perform the one round decryption operations 

after guessing the key values of byte positions 3, 

9 and 16 of 8
th

 round. Calculate the difference in 

ciphertext pairs after 𝑀𝐶7
−1.  Accept the pair if 

the byte differences in positions 11 and 15 are 

non zero and byte differences in remaining 

positions is zero. The probability for the 

existence of such a pair is 2−16. The number of 

remaining pairs now is 2−17m.  

7) Perform the one round decryption operations 

after guessing the key values of byte positions 7, 

10 and 13 of 8
th

 round. Calculate the difference 

in cipher text pairs after 𝑀𝐶7
−1.  Accept the pair 

if the byte differences in positions 1, 2 are non 

zero and byte differences in remaining positions 

is zero. The probability for the existence of such 

a pair is 2−16 . The number of remaining pairs 

now is 2−33m.  

 

 

8) Guess the key values of byte positions 1, 8, 11, 

14 of 7
th

 round and perform 𝐴𝐾7 , 𝑆𝑅7
−1 , 𝑆𝐵7

−1 

and 𝑀𝐶6
−1. Discard the pair if difference of byte 

pairs 1, 5, and 9 are not zero. Probability for 

getting such a pair is 2−24. Now the number of 

remaining pairs is 2−57m.  

9) Guess the key values of byte positions 2, 5, 12, 

15 of 7
th

 round and perform 𝐴𝐾7 , 𝑆𝑅7
−1 , 𝑆𝐵7

−1 

and 𝑀𝐶6
−1. Discard the pair if difference of byte 

pairs 2, 6, and 14 are not zero. Probability for 

getting such a pair is 2−24. Now the number of 

remaining pairs is 2−81m.  

10) Guess the key values of bytes 10 and 13 of 6
th
 

round and perform 𝐴𝐾6 , 𝑆𝑅6
−1 , 𝑆𝐵6

−1  and  

𝑀𝐶5
−1. Check if one of the four bytes is zero. If 

no, discard the pair. Probability for getting such 

a pair is 2−6  so that the number of remaining 

pairs is 2−87𝑚.  

11) For the remaining pairs, access the pairs 𝑃1 and 

𝑃2 corresponding to the bytes difference in 1, 6, 

11, 16. Calculate  𝑃𝑑 =  𝑃1⊕𝑃2.  Find the values 

of x and y in hash table 𝐻𝑃 corresponding to 𝑃𝑑. 

Eliminate the key value 𝑃1⊕ x from table A. 

12) Out the values of A, with the guessed key values 

1, 2, 3, 5, 6, 7, 9, 10, 11, 13,14, 15 of 8
th

 round, 

1, 2, 5, 8, 11, 12, 14, 15 of 7
th
 round and 10, 13 

of 6
th

 round, if A is not empty. So 26 key bytes 

are retrieved. 

C. Complexity Analysis 

1) Data Complexity Analysis: 

Step 2 leaves 231𝑚 pairs remained. After Steps 4,5, 

6 and 7 the available number of pairs becomes 

2−33m. Step 8 again reduce the available number of 

pairs to 2−57 m. Step 9 leaves  2−81 m pairs and 

finally remaining pairs becomes 2−81m after step 10 

for a guess of 12 bytes in 8
th

 round, 8 bytes in 7
th

 

round and 2 bytes in 6
th

 round. Therefore the number 

of subkeys that can be expected from table A for a 

given key guess is 2−32(1 −
2−10

2−32)𝑚′
.  Only 2−32 

×𝑒−2−6.5
 = 2−98.5   wrong values of 4 byte key will 

remain in A if  𝑚′ =  229.5. Here m= 229.5 × 287 = 

2116.5  structures, therefore the number total chosen 

plain text pairs required = 2116.5 × 232= 2148.5. 
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TABLE I.TIME COMPLEXITY CALCULATION OF ECAH STEP 

 

Head operation Number of 

operations 

Value 

Step 4 One Round 

Encryption 
2147.5  ×  2 ×  

224/4 

2170.5 

Step 5 One Round 

Encryption 
2131.5  ×  2 ×  

248/4 

2178.5 

Step 6 One Round 

Encryption 
2115.5  ×  2 ×  

272/4 

2186.5 

Step 7 One Round 

Encryption 
299.5  ×  2 ×  

296/4 

2194.5 

Step 8 One Round 

Encryption 
283.5  ×  2 ×  

2128/4 

2210.5 

Step 9 One Round 

Encryption 
259.5  ×  2 ×  

2160/4 

2218.5 

Step 10 One Round 

Encryption 
235.5  ×  2 ×  

2176/4 

2210.5 

Step 11 Memory 

Access to A 
229.5  ×  210  ×  

2176 

2215.5 

 
 

2) Time Complexity Analysis: 
 

The attack time complexity of different steps 

mentioned in section 5 is given in Table I. The total 

time complexity of the attack can be calculated by 

adding individual time complexities required for 

each step. Total Time complexity ≈  2215.5 8 round 

AES encryptions. The attack proposed in this paper 

has the least time complexity for the least memory 

requirement. 

 

6. ONE ROUND LOWERED IMPOSSIBLE  

DIFFERENTIAL ATTACK ON AES –256 

Here, conventional 7 round attack given in [2] is 

modified to 8 round attack. Features of one round 

lowered impossible differential attack are given below. 

The attack is illustrated in Fig. 4 

 

A. Features of one round lowered impossible 

differential attack 

 

1) To reduce the attack complexity, the four round 

impossible differentials is applied between 

round 2 and round 5 instead of is applying it 

between round 1 and round 4 as in the 

conventional impossible differential attacks.  

2) The input data pairs to 2
nd

  round ( instead of 

round 1 in conventional ) required to give non 

zero difference in byte positions 1, 6, 11, 16 and 

zero difference in all other byte positions are 

calculated  

3) Input text pairs to round 0 are derived in the 

backward direction from the data calculated in 

step 2. This pre-computation reduces the total 

time complexity of attack. The run time 

complexity of decryption process is also reduced 

because the impossible condition now ends at 5
th

 

round. 

4) Since calculation of input text pairs to round 0 

requires the whole key bytes of 0
th

 round, all the 

128 key bits is to be assumed. So this concept of 

attack is not suitable of AES - 128.  

5) Since only up to 7
th

 round attacks can be 

accomplished below the time complexity of 

2128, the proposed concept  is suitable only for 

8
th

 round attack or for higher rounds. 

6) Since the plain text pairs required for the 0
th

 

round is computed from 1
st
 round data, the data 

complexity required for n round attack is equal 

to that of n-1 round conventional impossible 

attack. 

7) In conventional 8
th

 round attack, Mix Column 

and Add Round Key operations of 7
th

 round are 

interchanged for reducing the number of subkey 

guess. Here it is not required so that the 

calculation for key replacement in 7
th

 round is 

not needed 

 

B. Attack Procedure 

Precomputation: Calculate the 232 values of bytes in 

positions 1, 6, 11, 16 of 1
st
 round (denoted by ‘S’) which 

will lead the operation 𝑀𝐶2  to have a difference of 4 

possible combinations (a,0,0,0), (0,a,0,0), (0,0,a,0), 

(0,0,0,a). Create a Hash table 𝐻𝑝  and store these 

232×4×(28-1) = 242 pairs of 4 bytes values indexed by 

the Ex-OR differences. Here one indexed value 

corresponds to 242 /232  = 210  values. Assume 128 bits 

keys of Round 0 and calculate the C values using one 

round decryption of the pairs.  The memory required to 

store the C values will be 242 bytes. 
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Round 0: 

                             (

𝐼 𝐼 𝐼 𝐼
𝐼 𝐼 𝐼 𝐼
𝐼 𝐼 𝐼 𝐼
𝐼 𝐼 𝐼 𝐼

) 𝐴𝐾0 (

𝐶 𝐶 𝐶 𝐶
𝐶 𝐶 𝐶 𝐶
𝐶 𝐶 𝐶 𝐶
𝐶 𝐶 𝐶 𝐶

) 

Round 1: 

                     𝑆𝐵1 (

𝐶 𝐶 𝐶 𝐶
𝐶 𝐶 𝐶 𝐶
𝐶 𝐶 𝐶 𝐶
𝐶 𝐶 𝐶 𝐶

) 𝑆𝑅1 (

𝐶 𝐶 𝐶 𝐶
𝐶 𝐶 𝐶 𝐶
𝐶 𝐶 𝐶 𝐶
𝐶 𝐶 𝐶 𝐶

) 𝑀𝐶1 (

𝑆 0 0 0
0 𝑆 0 0
0 0 𝑆 0
0 0 0 𝑆

) 𝐴𝐾1 (

𝑁 0 0 0
0 𝑁 0 0
0 0 𝑁 0
0 0 0 𝑁

) 

 

𝑆𝐵2 (

𝑁 0 0 0
0 𝑁 0 0
0 0 𝑁 0
0 0 0 𝑁

) 𝑆𝑅2 (

𝑁 0 0 0
𝑁 0 0 0
𝑁 0 0 0
𝑁 0 0 0

) 𝑀𝐶2 (

𝑎 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0

) 𝐴𝐾2 (

𝑎 0 0 0
0 0 0 0
0 0 0 0
0 0 0 0

) 

 

            …………………………………4 Round Impossible Differential…………………………… 

……………………………………………………                 (

0 0 0 ?
0 0 0 0
0 0 0 ?
0 0 0 ?

) 𝑀𝐶6
−1 (

0 0 0 0
0 0 0 0
0 0 0 𝑁
0 0 0 𝑁

) 

 

𝑆𝐵6
−1 (

0 0 0 0
0 0 0 0
0 0 0 𝑁
0 0 0 𝑁

) 𝑆𝑅6
−1 (

0 0 0 0
0 0 0 0
0 𝑁 0 0
𝑁 0 0 0

) 𝐴𝐾6 (

0 0 0 0
0 0 0 0
0 𝑁 0 0
𝑁 0 0 0

) 𝑀𝐶6
−1 (

𝑁 𝑁 0 0
𝑁 𝑁 0 0
𝑁 𝑁 0 0
𝑁 𝑁 0 0

) 

 

𝑆𝐵7
−1 (

𝑁 𝑁 0 0
𝑁 𝑁 0 0
𝑁 𝑁 0 0
𝑁 𝑁 0 0

) 𝑆𝑅7
−1 (

𝑁 𝑁 0 0
𝑁 0 0 𝑁
0 0 𝑁 𝑁
0 𝑁 𝑁 0

) 𝐴𝐾7 (

𝑁 𝑁 0 0
𝑁 0 0 𝑁
0 0 𝑁 𝑁
0 𝑁 𝑁 0

) 

 
 

Figure 4. One Round lowered Impossible Differential attack on AES 

 

 

C. Algorithm: 

1) Choose a set of  232  plaintexts of 16 bytes in 

which all the bytes are fixed except bytes in 

positions 1, 6, 11, 16, denoted by ‘S’.  This is 

called a structure. The number of possible pairs 

which can be formed out of a structure is 232× 

(232 − 1)/2 = 263. Select m number of different 

structures, which gives 232𝑚  plaintexts and 

263𝑚 plaintext pairs.  

2) Calculate the differentials of the plain text pairs 

‘C’ through operations 𝑀𝐶1
−1 ,  𝑆𝑅1

−1 , 𝑆𝐵1
−1 . 

Guess 128 bytes of whitening key 𝐾0 and find the 

calculated input values ‘I’s. This is done for 

adding an extra round to the conventional 

impossible attack, so that the 4 round impossible 

differentials is lowered to one round. These 

calculations will not increase the time 

complexity, since it can be done parallel to the 

coming steps. (Pre-calculation of  ‘I’ values 

demands a huge memory ( 233𝑚), so run time 

calculation is adopted here) 

3) Choose only the plaintext pairs whose cipher text 

output difference of 7
th

 round is zero in all byte 

positions except 10 and 13. Expected number of 

such plain text pairs is 263𝑚 × 2−64=  2−1𝑚. 

4) Guess the key values of byte positions 1, 8, 11, 

14 of 7
th

 round and perform 𝐴𝐾7 , 𝑆𝑅7
−1 , 𝑆𝐵7

−1 

and 𝑀𝐶6
−1. Discard the pair if difference of byte 

pairs 1, 5, and 9 are not zero. Probability for 

getting such a pair is 2−24. Now the number of 

remaining pairs is 2−25m.  

 

 

Round 2: 
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TABLE II.COMPARISON OF COMPLEXITIES – FIRST ATTACK 

 

Reference Attack Type Cipher Rounds Chosen 

Plain Text 

Time complexity (8 

round encryptions) 

Memory 

[2] Impossible 

Differential 

AES - 256 8 2116.5 2247.5 245 

This paper Impossible 

Differential 

AES - 256 8 2148.5 2215.5 245 

 

TABLE III.COMPARISON OF COMPLEXITIES – SECOND ATTACK 

Reference Attack Type Rounds Chosen Plain 

Text 

Time complexity  

(8 round 

encryptions) 

Memory No of key 

bytes 

recovered 

[2] Impossible 

Differential 

8 2116.5 2247.5 245 30 

This paper Impossible 

Differential 

8 2115.5 2247 245 30 

 

 

 

 

5) Guess the key values of byte positions 2, 5, 12, 

15 of 7
th

 round and perform 𝐴𝐾7 , 𝑆𝑅7
−1 , 𝑆𝐵7

−1 

and 𝑀𝐶6
−1. Discard the pair if difference of byte 

pairs 2, 6, and 14 are not zero. Probability for 

getting such a pair is 2−24. Now the number of 

remaining pairs is 2−49m.  

6) Make a list A of  possible 232 values of the key 

bytes in positions 1, 6, 11, 16 of 𝐾1(Instead of 𝐾0 

in conventional impossible differential attack) 

7) Guess the key values of bytes 10 and 13 of 6
th
 

round and perform 𝐴𝐾6, 𝑆𝑅6
−1, 𝑆𝐵6

−1 and  𝑀𝐶5
−1. 

Check if one of the four bytes is zero. If no, 

discard the pair. Probability for getting such a 

pair is 2−6 so that the number of remaining pairs 

is 2−55𝑚.  

8) For the remaining pairs, access the pairs 𝑃1  and 

𝑃2 corresponding to the bytes difference in 1, 6, 

11, 16. Calculate  𝑃𝑑 =  𝑃1⊕𝑃2.  Find the values 

of x and y in hash table 𝐻𝑃 corresponding to 𝑃𝑑. 

Eliminate the key value 𝑃1⊕ x from table A. 

9) Out the values of A, if A is not empty, with the 

guessed key values of all bytes of  0
th

 round, 1, 2, 

5, 8, 11, 12, 14, 15 of 8
th

 round and 10, 13 of 7
th
 

round, i.e, 30 key bytes. 

 

D. Complexity Calculations 

Step 2 leaves 2−1𝑚  pairs remained. Step 3 again 

reduce the available number of pairs to 2−25m. Step 4 

leaves  2−49m pairs and finally remaining pairs becomes 

2−55m after step 5 for a guess of 8 bytes in 8
th

 round, 2 

bytes in 7
th

 round. Therefore the number of sub keys that 

can be expected from table A for a given key guess is 

2−32(1 −
2−10

2−32)𝑚′
.  Only 2−32 ×𝑒−2−6.5

 = 2−98.5   wrong 

values of 4 byte key will remain in A if  𝑚′ =  228.5 . 

Here m= 228.5  × 255  = 283.5  structures, therefore the 

number total chosen plain text pairs required = 283.5  × 

232= 2115.5. 

 

Time complexity of the 7 round attack [2] is given as 

2119 . Since the round zero guess 2128  key bytes, the 

overall time complexity of the attack is given by 

2119×2128 = 2247 8 round AES encryptions 

 

Comparison of   complexities   for   the   first and 

second attack    mentioned in this paper is given in    

Table II and Table III respectively. 
 

7. CONCLUSION  

Two 8 round impossible differential cryptanalyses 

are proposed in this paper against AES-256. These 

attacks show how an existing attack can be modified 

according to the requirements. The first attack reduces 

the time complexity to a significant extent but at the cost 

of data complexity and with no change in memory 

requirement. The second attack reduces both time and 

data complexity by lowering the rounds with which the 

impossible condition is created. Comparison of the 

complexities for both attacks is also given. Based on the 

techniques given in this paper, other existing differential 

attacks also can be modified based on the requirements. 
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