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Abstract: The Internet of Things (IoT) is one of the most promising technologies that seeks to improve quality of life by providing 
smart civic amenities. Several smart application domains that are envisaged include agriculture, industry, healthcare, transportation 
etc. IoT nodes are provided with unique identification numbers having ability to transfer data over the network without requiring 
human intervention. The ubiquitous communication among IoT devices leads to several security vulnerabilities.  This paper presents 
a survey of security issues, challenges and attacks at different layers of IoT architecture. Moreover, we discuss counter-measures that 
can be adopted as well as possible future research directions. Security issues along with possible counter-measures are discussed in a 
layer wise manner with the aim to provide researchers with a bird’s eye view of IoT security landscape. 
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1. INTRODUCTION 

The term Internet of Things was first introduced by 

Kevin Ashton in 1999, which actually now grows into 

reality by interconnecting real world things present in the 

universe around people to the internet [2]. In recent years 
IoT has been drawing wide attention of researchers. An 

annual report on “Internet of Things” was released by 

International Telecommunication Union (ITU) in 2005 

[3].ITU in this report mainly focussed on the RFID and 

smart computing era that interconnects things at large 

level globally. IoT applications have been growing 

rapidly these days due to the presence of technologies 

like Radio Frequency Identification (RFID) and wireless 

communicating sensor technology. The RFID technology 

enables us to uniquely label every single node in network 

thereby serving as fundamental identification technique 

in IoT [1]. 
 

Internet of Things (IoT) is a system of 

interconnected computing devices, services and humans 

provided with unique identification numbers having 

ability to transmit, share, and communicate data over IoT 

network without requiring human intervention. IoT has 

different application domains like healthcare, retail, 

agriculture, transportation, manufacturing and business. 

Things in IoT trail an identity method (UID’S) by which 

each and everything can be identified in an environment 

of homogenous and heterogeneous devices. Further, 

every area in IoT is identified by unique IP. With the 

increased prevalence of IoT there is significant growth in 

the number of links and networks via which almost 
everyone connects using devices like desktop, 

smartphone, PDA, etc. Due to presence of large number 

of low-cost and small sized sensor devices, technology is 

putting forward new demands to the Internet technology. 

Also, IPV6 has made IoT services available more 

efficiently by accommodating large amount of addresses 

so as to provide IP address to each thing in IoT network. 

It has been anticipated that very soon all the smart things 

that we have around us are going to be internet worked 

with the aim to provide better services. Therefore, the 

main aim is to revolutionize the manner people live today 

by making smart devices around them performing daily 
tasks whether simple or complex in much more simpler 

way like smart homes, smart cities, smart transportation, 

smart grid, smart building, smart environmental 

monitoring etc. [1]. 
 

Since IoT has become a key element of future internet 

technology, therefore it becomes important to provide 

satisfactory security mechanism for IoT devices. In IoT 

context awareness has its own role to play as it refers to 
the idea of a smart things being aware of their 
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surroundings, requirements, rules and policies that might 

be applicable while interacting with other devices. 

Context awareness provides specific smart services to 

people based upon their situational (such as location, 

time, surrounding people or devices, current activity, 
battery life etc) requirements. Therefore, context 

awareness tools/techniques need to be developed to 

enable IoT based devices to be monitored. Researchers 

are working on Context-Aware security projects so as to 

provide context-aware security systems for the IoT,that 

are able to dynamically modify the behaviour of the 

devices on the basis of the context available. Context-

aware systems, collect and hence model context to adapt 

behaviour of devices with the changing contextual 

information [4]. Also, most of the data processing in IoT 

systems may be personal, so security that supports 
privacy and secured handling of personal information is 

needed. Even if people claim that their devices are 

secured, still they are susceptible to various types of 

security attacks. Hence, security is the critical issue 

which certainly needs to be addressed at all the three 

layers (perception layer, network layer and application 

layer) of IoT devices [5].   
 

     Due to the increased number of IoT devices and their 

heterogeneous nature, security has become an important 
issue that needs to be addressed at each layer in 

IoT.Many standards and useful guidelines have been 

published by different researchers to highlight the 

security challenges and issues in IoT. Mahmoud Ammar 

et al. in his paper carried out a comparative analysis of 

various frameworks based on their architecture, hardware 

and software constraints [6]. According to their study, 

security concern of each framework is important and also 

the protection against each attack at every IoT 

architecture layer is most contemporary issue faced by 

IoT. 
 

In recent years, the security issues in IoT and various 

challenges regarding the security of IoT systems has 

drawn tremendous research attention. But, yet it is an 

important challenge today. Edge computing has resulted 

in many new edge-based security design architectures for 

IoT security. KeweiSha, et al. presented a detailed 

literature review of already existing edge-based IoT 

security solutions including different  areas in IoT 

security like detailed security framework, authentication 

mechanisms by introduction of firewalls, detection 

systems and different privacy preserving strategies [7]. 
HamzaKhemissa and DjamelTandjaoui proposed a 

lightweight authentication mechanism for energy 

constrained environment. This mechanism provides both 

the sensor and the remote user an authentication 

mechanism consuming limited or low energy. In order to 

check the truthfulness of information exchanged, use of 

nonces, exclusive-or operations and keyed-hash message 

authentication is introduced. Further, their results 

concluded that this mechanism saves energy thereby 

providing shield against various kinds of attacks [8]. 
       A security recommendation tool for IoMT solutions 

has been presented by Faisal Alsubaei and others [9]. An 

IoMT scenario is the input for this particular tool that 

species the type of stakeholder, solution, and architecture. 

List of security issues are identified based upon the input 

and then accordingly security measures are recommended 

to address them. Jonathan De C. Silva et al. proposed and 

hence deployed a novel IoT management platform with 

user friendly interface called management for devices 

and networks in IoT (M4DN.IoT).In this paper they have 

presented a detailed relative analysis of various studied 
approaches so as to select the best possible approaches 

among those thereby introducing a new and better IoT 

network management platform. The solution presented 

by them is evaluated, demonstrated and hence validated. 

This network management platform can be used in any 

electronic equipment like desktop, tablet or smartphone. 

Moreover its access is available at any location [10].  

 

      Industrial internet of things (IIoT) covers essential 

features of smart systems enriched with new networking 

technologies like massive dependence on drone 
technological facilities to have better IoT services. A 

novel N-layered hierarchical context-aware aspect-

oriented Petri net model has been presented by Vishal 

Sharma et al. that evaluates the behaviour of drone by 

measuring it for possible vulnerabilities using different 

security guidelines [11]. Location is one of contextual 

parameter required to achieve smart context-aware IoT 

systems. Liang Chen et al. presented a survey in which 

they discussed different solutions that can help in 

improving the security, privacy and robustness of 

location–based services in various IoT systems. In their 

paper they have provided comprehensive overview of 
various threats and solutions related to global navigation 

satellite system (GNSS) and non-GNSS. Moreover 

cryptographic solutions for privacy and security of 

positioning and location based services (LBS) in IoT are 

discussed. Finally, advanced strategies regarding the 

security of positioning solutions and legitimate tools to 

location-based privacy are presented in detail. The aim of 

their research is to give new insights to future researchers 

so as to provide more secure, robust and privacy 

preserving location-based service system [12]. 
 

SchahramDustdar and Florian Rosenberg presented a 
detailed survey on context aware systems. In this survey 

paper, they derived a layered conceptual design 

architecture having different elements common to most 
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of the context-aware architectures by presenting common 

architectural principle of context-aware models. The 

focus of this survey paper is on the design principles of 

various existing context-aware systems, context-aware 

middlewares and frameworks so as to ease the 

deployment of future context-aware applications 

[13].Ricardo Neisse et al. presented a Model-based 

Security Toolkit (SecKit) incorporated in the architecture 

proposed by the iCore Project that facilitates usage 

control and security of user data in IoT environment. In a 

Smart city scenario they have showen the application of 
the SecKit to evaluate its feasibility and hence 

performance [14].The rest of this paper is organized as 

follows: Section 2 describes the three layer architectural 

framework of IoT. In Section 3 general as well as layer-

wise security issues are discussed. Section 4 throws light 

on various security challenges faced by IoT systems. 

Section 5 gives description of various counter-measures 

to address security issues and challenges at all the three 

layers. In Section 6 future directions to have better and 

secure IoT system are given. Finally, paper is concluded 

in Section 7. 

2.  IOT ARCHITECTURE  

In order to understand IoT fully, it becomes important 

to understand IoT architecture which in turn can be 

described by defining different layers in IoT. Just like in 

OSI each layer is defined by its roles and the devices 

(hub, switch, bridge, repeater, router) that are used in that 

particular layer, similar is the case with IoT. There are 

different views regarding the number of layers in IoT by 

various authors. Some authors consider three layer 

architecture, others have considered four or five layer 

architecture as their reference. However, according to 
many investigators IoT mainly operates on three layers 

termed as Perception, Network, and Application layers as 

these cover all the other layers involved in four or five 

layer architecture [15-16].Furthermore, each layer of IoT 

system must be secured individually because security 

issues are associated with each of them [17]. Figure1 

shows the basic three layer architecture of IoT with 

respect to technologies and things in IoT comprising each 

layer.Figure2 shows how three layer architectural 

framework covers all the other layers. Brief overview of 

all the three layers is given as follows: 

 

 
Figure1 Three-layer IoT architecture 

 
A. Perception Layer 

This layer is also known as the “Sensors” layer in IoT. 

The main aim of this layer is to obtain the data from the 

environment with the help of sensors present in 

surroundings. In otherwords, IoT node collaboration in 

local or short range networks is done using this layer. 

This layer consists of various forms of sensory 

technologies like temperature sensors, blood pressure 

sensor, vibration sensors ,heart rate sensor and RFID 

sensors that helps devices to sense/detect each other. 

Thus, this layer is responsible for detection, collection, 
processing of information and then conveying it to the 

network layer [3].  

 

B.  Network Layer 

The network layer of IoT is the layer that is 

responsible for transmission of data over network using 

different routing protocols. This layer is also responsible 

for device communication in IoT. Devices like switches, 

routers, internet gateways or the platforms such as cloud 

computing etc. are operated at this layer using 

technologies such as Bluetooth, LTE, Zigbee etc.[18]. 

These network gateways serve as an intercessor device 
between various IoT nodes (people, animal, vehicle etc.) 

responsible for data aggregation, data filtering, and 

finally transmitting data to and from different sensors to 

allow communication over the network [19].The 

processed data is then transmitted over the application 

layer. 
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C. Application Layer 

The application layer comprises of various applications 

and amenities that IoT provides. At this layer users 

interact with the particular smart application like smart 

city, smart home, smart transportation or smart healthcare 
application. The application layer must guarantee the   

confidentiality, authenticity, integrity, and availability of 

data to the right and legitimate user. Therefore, this layer 

creates smart environment for application users [20]. 

 

3. IOT SECURITY ISSUES 
Basic security goals of Confidentiality, Integrity, 

Availability and Authentication (CIAA) as in any other 

application also apply to IoT. However, IoT has many 

constraints such as reduced power and battery resources 

available which introduce additional concerns. All the 
layers in IoT discussed above play important role in IoT 

security. Thus, we need to make sure that all these layers 

are free from different possible attacks to have secure IoT 

system. As attacks can be carried out on IoT devices, 

therefore continuous monitoring of these devices should 

be done in such a way that integrity of data is maintained. 

The security issues of IoT can be discussed in two parts: 

General security issues of IoT and Layer-wise/Layer-

specific security issues of IoT as described below: 
 

A. General security issues of IoT 

The various security issues that could delay or put 
difficulties in the rapid deployment and adoption of IoT 

applications by end-users are discussed below: 

 

1) Confidentiality 

Confidentiality is the basic and most important 

security principle that should be considered to certify that 

data is secure and hence available to only legitimate 

users. In IoT user can be human, computer, services, 

internal objects (devices that are part of the IoT network) 

or external objects (devices that are not part of the 

network). Confidentiality deals with various issues that 
must be addressed such as process of data management, 

person responsible for manipulation of data, and 

assurance that the data is secure throughout the process.  

Also, it should be assured that IoT nodes don’t expose 

the collected confidential information to the neighbouring 

nodes without proper authorization [18]. For example, in 

case of patient data or military data related security 

credentials must be hidden from unauthorized users. To 

ensure confidentiality on each device all RFID Tags and 

other identification related information must be encrypted 

before their transmitted. For example, Blowfish or RSA 

having lower power consumption with less processing 
power can be successfully deployed to provide 

confidentiality on each IoT device [21].Because IoT 

nodes perform autonomous sensing thereby transferring 

data to the information processing system over the 

network, thus it becomes necessary to implement suitable 

encryption schemes  so as to maintain IoT system 

integrity. Therefore, security mechanisms are must to be 

devised and implemented to certify secure transmission 
of data across network [20].  

 

2) Integrity 

Since in IoT data is exchanged between different 
devices, therefore it becomes important to assure the 

truthfulness of the data; that it is coming from the right 

sender as well as to certify that the data is not modified 

while data transmission process. For example, high 

integrity checks are essential in case of remote patient 

monitoring system because of the presence of highly 

sensitive information that must not be modified or lost as 

that can cause loss of human lives. The integrity feature 

can be enforced by maintaining end-to-end security, 

managementof data traffic by the use of firewalls and 

security protocols. To ensure there is no tampering of 

sensitive data error detection mechanisms, cyclic 
redundancy checks, parity checks should be done on each 

device participating in IoT. Application of WH 

cryptographic hash functions on each IoT device can help 

in more secure error detection checks [21].   
 

3) Availability 

The users of the IoT should have all the data, devices 
and services accessible and available whenever required 

in a timely manner in order to achieve the expectations of 

IoT system. Also, various components in IoT devices 

must be strong enough to provide amenities even in 

adverse situations. For example, a fire monitoring or 

healthcare monitoring systems would likely have higher 

availability requirement. Further we need to be ensured 

that only relevant data is being mined from 

corresponding databases whether smart healthcare system 

or any other. The IT people nowadays gather useful 

information by harnessing the potential of big data that 
would prove informative to different sectors [20]. 

 

4) Authentication 

In IoT each object should have capability to clearly 

identify and hence provide authentication to other 

objects. Providing authentication between different things 

in IoT can be very challenging because number of 

entities (devices, services, service providers etc.) 

involved is very large especially when devices interact 

for the first time there should be a proper mechanism of 

authentication for each and every device [22]. We can 

achieve authentication between IoT nodes by using 
various cryptographic algorithms. The interconnected 

objects in IoT need to authenticate themselves via 

trustable services which could help in providing secure 
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communication. Object identification is necessary in IoT 

and hence each object must be known by its unique ID. 

This would help to identify fake objects thereby avoiding 

possible attacks on system. Therefore, in IoT a more 

secure identity management is needed so as to uniquely 

recognize the devices. 

Figure2: Detailed IoT architecture 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Figure 2: Detailed IoT architecture 
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5) Security Policies & Key Management System 

In IoT it is essential to enforce certain security 

policies and standards so as to give full assurance that 

data is managed, secured and transmitted in well-

organized manner. Moreover a mechanism to carry out 
such policies effectively it is must to make sure that 

every object in IoT is applying the standards, various 

Service Level Agreements (SLAs) while using various 

services [23].Sometimes because of the heterogeneous 

and dynamic nature of devices in IoT policies present 

may not be applicable. So, enforcement of such policies 

is necessary to build trust among human users to 

facilitate scalability of IoT paradigm.  As it is known that 

in IoT to exchange data between different IoT nodes a 

lightweight key is required, therefore management of key 

for all architectural frameworks that can ensure trust 
between devices in IoT is required. Key management is 

the main issue which needs to be addressed for the 

security of IoT nodes. Key management includes 

generation, distribution, storage, updation and destruction 

of secret key [20]. 

 

B. Layer-Specific Security issues of IoT 

All the three IoT layers are prone to security 

vulnerabilities and hence attacks. These can be active, or 

passive, and can originate from sources outside IoT 

network or from the sources inside IoT network. An 
active attack actually modifies the data thereby directly 

stopping the service, while the passive kind eavesdrop 

IoT network information without modifying its service. 

An in-depth scrutiny of security issues with respect all 

the three layers in IoT are discussed below: 

1) Perception Layer 

There are various security issues with respect to 

perception layer of IoT. Firstly, the efficiency and 

capability of wireless signals to withstand while being 

transmitted through different IoT nodes can be 

compromised by interference signals. Secondly, because 

of the dynamic nature of IoT devices mainly consisting 
of energy constrained components like RFID tags, 

sensors, bluetooth devices or Zigbee devices making 

them vulnerable to many sets of attacks [1,17]. Thirdly, 

IoT nodes are mostly active in external environments 

thereby giving opportunity to different physical attacks 

discussed in brief below: 

 

a) Node Tempering 

The attacker can cause damage to IoT nodes if he or she 

have physical access to those nodes by directly 

substituting the entire node or portion of its hardware or 
can by electronic means interrogate those to gain access 

to sensitive information .The sensitive information that 

can be modified are cryptographic keys or routing table 

[25].  

 

b) RF Interference on RFIDs 

A denial of service attack can be applied by creating 
and sending fluctuating signals used by RFIDs .These 

signals thus hinder communication in IoT by interfering 

with RFID signals on RFIDs [26]. 

 

c) Node Jamming on WSNs 

Just like RF Interference attack, this attack is alike 

with the difference that this attack is based on WSNs. 

Interference with radio frequencies of wireless sensor 

nodes takes place in this attack thereby jamming signals 

and hence stopping communication between nodes. 

Further, if an attacker is successful to jam signals over 
the IoT nodes, he can then effectively stop services of 

IoT [25]. 

 

d) Malicious Node Injection/Fake Node 

In this attack , an attacker adds a new fake/malicious 

node between two or more nodes  and can hence control 

all the data flow operations to and from IoT system so, 

can even inject malicious data in the network .This is also 

known as Man in the middle attack [27]. 

 

e) Sleep Deprivation Attack 
In IoT most of the nodes are powered by replaceable 

batteries and are programmed in such a way to follow 

nap routines to avoid reduced battery consumption 

problem. However, it is because of this attack nodes keep 

awaking resulting in more power consumption, causing 

nodes to shutdown [28]. 

 

f) Malicious Code Injection 

In order to gain illegal entrance to IoT system an 

adversary compromises IoT nodes by injecting 

malicious/fake code to the node [29].  

 
g) Social engineering / Physical attack 

This attack is actually a kind of physical attack here 

an attacker physically interacts with IoT system with the 

aim of influencing the availability of services. The 

attacker tries to extract private information by 

manipulating users of system. 

 

h) Side Channel Attack 

This kind of attack uses side channel information 

like power consumed, time consumed and 

electromagnetic radiations from sensor nodes thereby 
attacking encryption schemes [30]. By altering the 

uniqueness information of IoT devices, confidentiality of 

this layer can beput into threat and hence broken by 
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replay attack [17]. Details of different physical attacks 

are discussed in [17,31,32,33,34].After completion of 

data processing at perception layer, it then has to pass 

through network layer where various attacks can hinder 

the communication process in IoT system as discussed 

next. 

 

2) Network Layer 

In this layer it is not necessary for an attacker to 

remain physically close to the network, various attacks 

focussed at this layer are sinkhole attack, RFID spoofing, 
Denial of service attack etc. In addition, of the remote 

access mechanisms data exchange between devices gives 

higher opportunity to an adversary for attacks like 

eavesdropping, traffic analysis, Man-in-the-Middle 

attack. Further, the key exchange mechanism in IoT must 

be protected because once keying material is 

eavesdropped; security of transmitting channel may get 

fully compromised. Due to heterogeneity and non-

restrictive communication nature of IoT (compatibility 

issues) strong protocols must be used because in IoT 

everything is connected so an attacker can extract more 
information about IoT users thereby using it for illegal 

activities [15].Therefore, protection of network as well as 

things in the IoT network is equally important. Brief 

definitions of possible attacks at this layer are given 

below: 

 

a) Traffic Analysis Attacks 

Because of the wireless characteristics of RFID 

technologies an attacker sniffs out the confidential 

information or the data flowing and can therefore easily 

employ his attack. Data sniffing can be done using 
various applications such as port scanning application, 

packet sniffer applications etc. [25]. 

 

b) RFID Spoofing 

In RFID Spoofing, data transmission information is 

extracted by an adversary via spoofing an RFID signal 

and mining information from RFID tag [26]. 

 

c) RFID Cloning 

In RFID cloning data is copied from victim RFID tag 

to another RFID tag.  Both RFID tags have identical 

information enclosed but does not duplicate ID, by which 
distinguish is made between an original and effected tag 

[17]. 

 

d) RFID Unauthorised Access 

Due to absence of proper validation mechanisms in 

RFID systems, tags can be accessed by anybody thereby 

reading, modifying and even deleting data on RFID 

nodes [17]. 

 

    e) Sinkhole Attack 

A metaphorical sinkhole is created and all the traffic 

from WSNs is diverted towards it. In this attack privacy 

of data is attacker thereby sinking all the data packets 

from being attaining the destination node [35]. 

 

f) Man in the Middle Attack 

In this type of attack, an attacker in some way over 

the IoT network copes to enter between the two 

IoTnodes, accesses authorized data and violates the 

confidentiality of nodes by passively monitoring thereby 
restricting data transmission between those two nodes. 

The main difference from Malicious Node Injection is 

that the attacker in this class necessarily needs to be 

physically there but for Man in the middle attack the 

attacker relies on communication protocols of IoT system 

[17].  

 

g) Denial of Service 

Overburdening the IoT network with more data traffic 

bombardment exceeding the capacity of network is done 

by an attacker resulting in network unavailability for 
useful services to legitimate users [36]. 

 

h) Routing Information Attacks 

The routing information can be altered by an attacker 

via spoofing or replaying routing information thereby 

spreading it in the IoT network resulting in formation of 

routing loops, distribution of false error messages, 

division of network, either shortening or extension of 

source routes, sinking network traffic [37]. 

 

i) Sybil Attack 
In Sybil attack a single malicious node (Sybil node) 

claim the ownership of group of IoT nodes and profess to 

be those nodes. The damages it can cause are distribution 

of false information in the network, ruining the WSN 

election process [38].  

 

j) Heterogeneity problem 

Due to non-homogeneous nature of various IoT 

devices, compatibility and hence interoperability are 

more challenging issues at network layer [39]. 

 

k) Network Congestion problem 
Since in IoT systems large amount of sensor data is 

present and hence large number of authentications must 

be provided, due to which congestion problem comes 

into existence. Feasible device authentication mechanism 

can solve this problem [39].After complete processing of 

data at network layer, it is then being processed at 

application layer discussed subsequently.  
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3) Application Layer 

The security at application layer is as essential as at 

any other layer .Many issues are related to application 

layer as standard and global policy enforcement are yet to 

be deployed that will help in efficient development of 
applications in IoT environment. As it is well known that  

different applications are having diverse validation 

approaches due to which integration becomes difficult to 

certify data privacy, confidentiality and identity 

authentication. Moreover, data sharing between things in 

IoT will be creating more overhead on applications to 

analyse data thereby having large impact on availability 

of services. While designing a particular IoT application 

issues that must be taken in consideration are: the way 

different users will interact, an amount of information 

that can be shared and the person responsible for 
managing those applications [20]. Thus, users must have 

mechanism to control what data they want to reveal and 

must have awareness of how, by whom and when data 

will be used.  Attacks possible at this layer are given 

below: 

a) Phishing Attacks 

The adversary uses infected mails or phishing 

networking associates to steal credentials of genuine user 

and hence gains unauthorized access [40].  

 

b) Malicious Active X Scripts 
An attacker sends Active X script to the IoT user via 

internet making user to run executable active x scripts 

which results either in complete shutdown or data theft 

[23]. 

 

c) Malwares attack 

Trojan horses, worms and viruses are some of the 

dangerous malwares used by an attacker at application 

layer that steals data or cause denial of service by 

exploiting IoT system [41].  

 

d) Distributed Denial of Service 
In this attack, an attacker executes DOS or 

distributed denial of service attack on compromised IoT 

network via application layer thereby exploiting all the 

users in system. This attack blocks legal users from 

application layer and provides full application layer 

access to attacker manipulating databases and sensitive 

information. 

A layer-wise analysis of different attacks at each 

layer is presented in comprehensive way in the form of 

table in Table1. 

 

4. IoT SECURITY CHALLENGES 
The major challenges while building particular 

IoTsystem involve: 

A. Heterogeneity 

In IoT numbers of devices are connected with varying 

capabilities, complexities, vendors, released versions, 

using diverse technical interconnections with varying 

bitrates designed for distinct functions. The data in IoT 
devices can be text, audio, video in any format and size 

which needs to have number of acquisition devices 

gathering and analysing data with varying features. 

Therefore, protocols in consideration to these parameters 

must be designed to work on all devices in given context 

[18]. Also it is known that environment in IoT is always 

changing, hence optimal cryptographic system is needed 

which would efficiently provide unification of devices 

[39]. 

 

B. Scalability 
Another major challenge is the scalability of the IoT, 

because every new day novel devices get associated with 

IoT network. It involves issues like addressing/naming 

conventions, authentication, information management, 

service management etc. [42]. 

 

C. Constrained resources 

Energy optimized solution is major constraint of IoT. 

As many devices are connected via networks, so energy 

spent for data transmission will be high. The amount of 

energy used between different devices while transmission 
process must be optimized to have an efficient utilization 

of resources. It is thus clear that while developing 

security solution for particular IoT application intensive 

care must be taken so as to be confident that minimum 

resources could be accommodated [43]. 

 

D. Localization and tracking capabilities 

Various smart things in IoT world must be clearly and 

uniquely tracked .In smart IoT systems like location 

aware systems, smart objects must sense the contextual 

situation autonomously and react to present situations 

without requiring much human intervention [42]. 
 

E. Semantic interoperability and data management 

Since in IoT data is exchanged between different 

devices, thus there should be a standardized format for 

data exchange to measure interoperability among devices 

[44]. 

 

F. Firmware updates 

Every day in IoT world, novel security threats are 

introduced via internet. So, IoT device users requisite to 

continuously keep eye on various software updates 
installed on devices[40,23]. However, all IoT devices 

may not support live updates. Therefore, IoT device users 
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may need to unmount some of those devices to install 

important updates.  

 

G. Implementation of good security algorithms 

Due to small size, reduced power and limited memory 

capabilities (secure IoT requirement) implementation of 

complex cryptographic algorithms for 

encryption/decryption process is very challenging. Also, 

due to these limited capabilities devices may become 

victim of side channel attacks. It has been researched by 

various authors that application of lightweight 

cryptographic encryption ciphers may help in reducing 

attacks and protecting data in IoT [45].    

 

 

 

Table1. Layerwise Attacks on IoT 

Name of the Attack Layer Solution Reference 

Node tampering 

RF interference on 

RFID’s Node 

jamming 

Malicious node 

injection/Fake node 

Sleep deprivation 

Malicious code 

injection 

Frequency jamming 

Side channel attack 

 

 

 

 

 

 

Perception 

layer 

To provide physical security in 

the vicinity of nodes, To have 

privacy of data at each node, Need 

for effective authentication and 

access control mechanisms, 

Introduction of Light weight 

encryption protocols for resource 

constrained devices will help a lot. 

 

 

[25],[60] 

[26] 

 

[25] 

[27],[39] 

 

[29],[28],[61],[62] 

 

[29],[63] 

 

[64]-[66] 

 

 [30],[39] 

Traffic analysis 

attack 

RFID spoofing 

RFID cloning 

RFID unauthorized 

access 

Routing attacks 

Sinkhole attack 

Man in the middle 

attack 

Sybil attack 

Denial of service 

attack 

Congestion and 

problem of 

heterogeneity 

 

 

 

 

 

 

Network  

layer 

To provide secure communication 

protocol against each attack that 

can improve performance of IoT 

system. 

 

 

[25] 

 

[26] 

[17] 

[17] 

 

 [37],[68],[69] 

[35],[70],[71] 

[17] 

 

[38],[72] 

[36] 

 

[39] 

Phishing attack 

Malicious active-X 

scripts 

Malwares 

 

 

 

 

Application 

layer 

Introducing secure application 

code, Using complex passwords, 

To provide strong access control 

mechanisms, Continuous 

monitoring of Databases, 

Software update checks to protect 

against malware attacks 

[40] 

[23] 

 

[41],[23] 
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H. Continuous Monitoring and availability  

In IoT world devices must always be kept under 

careful supervision because devices may be 

compromised, physically damaged or stolen which 

causes unavailability of services. Further high availability 

of IoT devices all the time is very essential for real time 

supervision [42, 43]. 

 

I. Trust 

Trust is one of the most crucial security challenges to 

be addressed while building secure IoT system. In order 
to manage trust various services should be provided like 

device trust, entity trust and data trust. So, users must be 

ensured that devices collecting data can be trusted. Also, 

devices sending data should trust to whom they are 

sending collected data and the data transmitted must be 

trustable. One solution to provide trust among 

participants can be transitive trust mechanism (a user 

trusting the trusted device of another trusted user) [44, 

45].  

 

5. IoT SECURITY COUNTER-MEASURES 
It is clear from above discussion that IoT requires 

security ethics to be imposed at each layer to attain a 

secure IoT comprehension [24].Security measures at all 

the three layers; at physical layer for data aggregation, at 

network layer for routing and transmission purpose, and 

at application layer to maintain confidentiality, 

authentication, availability, authenticity and integrity.In 

this section number of security measures addressing 

particular security features and privacy goals for IoT is 

discussed in detail. 

 

A. Authentication control 
Zhao et al in 2011 presented an authentication control 

method between IoT platforms and terminal nodes 

[46].The basic idea involved in this authentication control 

scheme is involvement of combination of feature 

extraction and hashing so as to elude collision attacks. 

The property feature extraction has is that of 

irreversibility which is used to ensure security. Further, it 

is lightweight which is also good for IoT system because 

it improves reduced battery problems. The scheme 

focuses on authentication mechanism when platform 

attempts to process data towards terminal nodes and not 
vice versa. Even though this scheme improves security, 

but the amount of information handled is reduced. 

Moreover, this method has no practical evidence and 

works only in theory.   

       Another method one-time one cipher presented by 

Wen et al. for authentication purpose at sensor nodes of 

perception layer based on request reply mechanism. A 

dynamic variable cipher is enforced using a pre-shared 

matrix between parties communicating with each other 

[47].The communicating parties create a random 

coordinate which serves as the key coordinate. Key 

coordinate is the one that basically gets conveyed 

between and not the key itself. The actual key is 

generated from the random coordinate. With this method 

information is sent by encoding it with key, key 

coordinate, object ID and timestamp. The things in IoT 

communicate with each other by timestamp validation 

method and can thus deny session in case found invalid. 

The security of IoT framework can be optimized by 
changing key coordinates regularly. For large number of 

IoT architectures the installation of pre-shared matrix 

must be protected from vulnerabilities.   

      To address authentication and access control Mahalle 

et al. presented an authentication mechanism titled 

Identity Authentication and Capability Access Control 

(IACAC) between IoT nodes [22]. Their research study 

attempts to provide both authentication and access 

control capabilities to attain mutual identity formation. 

The authentication model proposedby them makes use of 

public key approach having compatible with movable, 
distributed and computationally limited nature of IoT 

devices integrated with existing technologies like 

Bluetooth, Wi-Fi, Wi-Max etc. Attacks like Man-In-the-

Middle attacks can be avoided by enforcement of 

timestamp authentication messages with each thing in 

IoT. This approach works in three stages; firstly secret 

key is generated using concept of Elliptical Curve 

Cryptography-Diffie-Hellman algorithm(ECCDH), 

secondly identity formation is done using one-way 

mutual authentication protocols and finally authentication 

is applied [48].Using Elliptical Curve Cryptography 

(ECC), the shared secret key (small size, low 
computational overhead) is created by combining public 

key and a private variable. The authentication is granted 

with access rights, device ID, and a pseudorandom 

number (result from hashing device ID and access rights) 

in each IoT device stored. The proposed model not only 

prevents DoS attacks but  also minimizes it as access of 

resources are granted one ID at a time. Moreover, it is 

well known fact that devices at perception layer have 

reduced computational capabilities making it 

cumbersome to enforce cryptographic security ciphers for 

security purpose. For this problem, researchers 
introduced a lightweight authentication protocol to 

provide security at perception layer [49].If RFID is not 

secured at the very early stage an adversary can easily 

enter IoT network by sniffing the Electronic Product Key 

(EPK) of target tag and program it to another tag. But, 

the problem can be overpowered by implementation of 

efficient authentication protocols.     
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The Capability-based Context-Aware Access Control 

(CCAAC) is an authorizing model based on a centralized 

visualization of IoT [50].In this centralized approach a 

central unit in each activity unit is in responsibility of 

identity authorization. In this approach a request from 

delegator is to be decided about granting it to the 

delegate. However, this approach does not make use of 

technologies especially designed for context (location, 

time etc.) dependent environments in IoT. Further, the 

technical requirements for resource limited contextual 

environments with various roles involved are missing in 
this proposed scheme. 

An efficient authentication and access control scheme 

was proposed by Ye et al. for the perception layer of IoT 

[51]. The main focus of this approach is to provide 

efficient mutual authentication and secure key 

establishment between devices in IoT using ECC having 

small memory and transmission overheads thereby 

resolving problem of limited resource availability at 

perception layer of IoT. In this scheme ABAC 

authorization approach has been  

approved as identity access control governance. 
Information is retrieved based on identity certification 

attributes using access control policy therby achieving 

fine-grained access control. However, application of this 

scheme on resource limited devices is still complex and 

thus needs further enhancement for better future 

implementation.   

 

B. Trust Management 

  Trust is one of the most important security 

principles that must be established between different IoT 

devices while they are moving from one owner to other 
to allow smooth transmission. Individual level access 

control security mechanisms are established by creating 

mutual trust between IoT devices from creation to 

operation and then operation to transmission phase 

[52].The trust has been established by two methods; first 

is “key creation method” and second is “token method”. 

In this method when any novel device enters IoT system 

it is assigned key creation by privileged system. After 

this, token is generated by the owner which is then 

aggregated to RFID identification of particular thing. 

Because of this mechanism modification of permission 

by IoT device itself is confirmed when assigned to new 
owner. Moreover these tokens are modified by owner 

provided older tokens are provided in advance to replace 

consent of older tokens.   

Another approach discussed in many papers with 

respect to adaptive or contextual learning is based on 

situational information. Abie H. et al. presented an 

Adaptive Security and Trust Management solution 

(ASTM), the main idea of their solution is to adapt the 

dynamically changing environmental situations and learn 

to make changes according to contextual information in 

hand. However, limitation of this method is that it is 

more abstract concept rather than certified and 

implementable for IoT environment [46,53,76]. 

Glior and Wing proposed a trust model for IoT 

heterogeneous environment composed of humans, 

devices involving computable as well as behavioral trust 

concepts. Their main focus in this research study is to 

reinforce trust methods by means of behavioral trust so 

that interest of people in different networks (social 

networking sites, online games etc.) is boosted. Moreover 
this model takes into account participation of novel users 

in networks and trust in this model is accomplished 

according to the inclination of user towards particular 

interest. Model takes into consideration users trust by 

demonstrating how behavioural trust is beneficial to build 

trust between humans and machines [54].  

Atzori et al. presented a new approach for social 

network of smart IoT objects based on nave model of 

social associations named Social IoT (SIoT).Authors 

defined a social network of intelligent objects just like 

social network for people referring to social relationships 
between objects. An independent standard model for trust 

management in SIoT was build by M.Nitti et al. who got 

inspiration from research studies made in P2P networks. 

The basic rule for trust value computation of their model 

is experience of IoT node and context of their 

neighbours. A feedback system is developed by authors 

to scrutinize the significance trust value by merging the 

trustworthiness and centrality of nodes participating [55]. 

Caminhaet al. proposed a smart trust evaluation 

scheme using Machine Learning. This scheme mitigates 

the on-off attack which threatens the trust value of node 
[56]. Further trust management might be able to 

supplement the authentication issues like attacks from 

corrupted nodes. Zhang et al states that Trust-Based 

Access Control model (TBAC) to compute trust for 

access control is relatively new and has been 

implemented in commercial applications [73]. 

 

C. Heterogeneity management 

In IoT it is essential to have autonomous centralized 

/federated architectural system to prevail over the 

incompatibility issues of various devices, encoded 

computer instructions and wireless sensor devices. 
Definition recommended by one of the paper for 

federated IoT architecture based upon which delegation 

model is presented [52].This model takes into 

consideration key IoT features like scalability and 

suppleness of system. The research conducted by Neisse 

et al. addressed various issues in IoT by incorporating a 

security toolkit named SecKit with the MQ Telemetry 

Transport protocol [57].  
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A framework called “Secure Mediation GateWay 

(SMGW)” for perilous architectures have been presented 

in [58].This model can realize all the pertinent 

information from distributed nodes. The presented 

approach is generalized concept of IoT for any kind of 
distributed architectures and can remove heterogeneity of 

heterogeneous nodes (electrical, mechanical, 

telecommunication). Inspiration from the presented 

approach follow-up of another centralized approach has 

been proposed by offering the framework for Smart 

Home based on the SMGW [19]. 

 A standard called IEEE 1905.1 for smart digital 

home networks with heterogeneous technologies 

specifying abstraction layer to veil the diversity of media 

access control topologies [56].By using this protocol an 

interface is provided to home networking technologies 
with the aim that integration of data link and physical 

layer protocols including IEEE 1901over power lines, 

Wi-Fi/IEEE 802.11 over RF bands and Ethernet over 

coaxial cables can coexist together.  

 Various protocols have been presented to address 

interoperability issue still numerous elucidations of the 

same standard implemented by diverse parties portrayed 

a challenge for interoperability [73].In order to avoid 

such uncertain ambiguities, interoperability analysis 

between products in ETSI test-bed resulted helpful. 

PROBE-T14 , a research project targets to declare the 
interoperability of authenticated IoT solutions conducting 

different interoperability tests like CoAP,6LOWPAN,IoT 

semantic interoperability.  

 The general counter-measure for success of IoT 

technology is the awareness about importance of security 

of IoT system among people. Various researchers have 

given explanation regarding the significance of securing 

IoT and outcomes of not securing IoT. Various IoT 

devices like SCADA devices, web cameras, traffic 

control devices and printers were easily accessed by 

researchers using either default or no- password at all. 

The results obtained were very fascinating which 
revealed that many of these IoT things were easily 

accessible using default or no-password at all. Their 

analysis proved that if people were not given awareness 

about using strong passwords and better security 

protocols then using smart IoT systems will prove critical 

for them. Table 2 gives a detailed summary of security 

issues with their corresponding counter-measures. 

 

 

 

 
 

 

 

 
Table2: Security issues with corresponding Counter-measures 

Security 

issue 

Effected 

layer 

Counter-

measure 

Corresponding 

Counter-Measures 

Trust 
Perception 

Layer 

Trust 

management 

[52],[54],[55] 

,[56],[73] 

Heterogeneit

y 

Network 

Layer 

Heterogeneity 

management 

 [74],[19],[57], 

[56],[73] 

Authenticatio

n and Access 

control 

Application 

Layer 

Authenticatio

n control 

 [46],[47],[22], 

[49] 

,[50], 

[51] 

 

6. FUTURE DIRECTIONS 

In recent years IoT has been seeing speedy growth in 

the fields like Smart Pollution Monitoring Systems, 

Smart Medical Systems, Smart Transportation System 

and many more. It has been estimated by various analysts 

that the number of things connected via IoT will grow 

rapid speed up to 26 million units by 2020 [19].It is thus 

eminent to address various security challenges in the 
world of IoT . Future directions for researchers to achieve 

better and advanced IoT security paradigm are discussed 

as below: 

IoT network involves heterogeneous devices, 

amenities and protocols to achieve common goal which is 

connectivity. In order to achieve bigger IoT framework 

by integrating a network of IoT frameworks (formation 

of smart town by integrating small smart homes), a need 

of standard architecture is required that must be ensured 

to be followed worldwide from large to small level of IoT 

realization. Therefore, to support wide range of humans, 
things and services in IoT well defined standard 

architecture is must. It is known that uniqueness 

management in IoT is done by exchanging identity 

information between various communicating IoT devices 

for the first time. But this process of identification is 

vulnerable to several passive attacks which can further 

lead to Man-in-the middle attack and can hence expose 

the whole system.So, a need of predefined identity 

management hub is must to supervise the connection 

process of devices by application of several 

cryptographic approaches. An accommodation of session 
layer in IoT architecture for opening, managing and 

closing connections will help in   easing communication 

between heterogeneous devices. So, development of 

protocols which can address such matters is must. 
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     For successful implementation of IoT with large 

number of devices into consideration, IPV4 will certainly 

not be able to accommodate large number of IP 

identifiable objects. Because of this reason people now 

prefer IPV6 which has ability to support 3.4 x1038IoT 

devices. However, such large quantity of devices will 

generate high amount of traffic resulting in more 

deferments and increased bandwidth prerequisite. The 

new generation of communication (5G technology) is 

expected to provide speed between 10-800Gbps, which 

when compared with present 4G technology having 2-
1000Mbps speed implies that 5G must be capable of 

handling huge traffic generated by millions of IoT 

devices. Moreover, 5G technology is expected to 

accommodate both IPV4 and IPV6 provided with IP 

translation framework (IPV4/IPV6). The application of 

5G technology will be demarcated by numerous 

technologies currently present and those under 

development phase like Software Defined Network 

(SDN), Heterogeneous networks (HetNets) etc. each with 

their own security challenges [59]. 

 

7. CONCLUSION 
In this paper we presented a detailed survey on various 

security attacks possible on IoT system. We have 

considered the three layer IoT architecture and based on 

that we examined different attacks possible at each layer 

with possible counter-measures. Security issues to be 

addressed in general as well as at each layer have been 

discussed. Overall this paper presents acomprehensive 

overview of attacks possible at each layer with possible 

counter-measures to address corresponding issues. 

Further, future directions of this research includes 
standard architectural styles, proper way of managing 

identity, introduction of session layer in architecture and 

presence of high speed technology to support huge 

number of users. This survey paper will help new 

researchers to get future insights so as to have better 

future implementation of IoT systems considering 

different security parameters in advance. 
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