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Abstract: Voting is the process through which representatives of the country (or an organization) are chosen. However, some voters 

may not go to the polls to vote for personal or public reasons. One solution to this problem is Internet voting (I-voting) where it can 

be voted from anywhere and anytime. I-voting has many advantages and certainly, there are disadvantages. Many I-voting systems 

have been proposed. Helios, an open-source system, is one of the most popular voting systems. 

This paper presents Helios++, which is an enhanced I-voting system based on Helios and public-key certificates. Improvements to 

the Helios system have been proposed. A certification authority (CA) has been added and integrated with Helios. This authority 

creates voter certificates containing public and private keys that are used later in the voting process, where they are used for 

encryption and generating digital signatures. Signing the votes can be done by either the RSA or DSA algorithms. Indeed, each voter 

has given one real account and other fake accounts to be used in case the voter is coerced. Finally, the Helios interface has been 

improved and the Arabic language has been added to the system. 

 

Keywords: Internet Voting, Certificate Authority, Helios, Multi-Accounts, Public Key Certificates. 

 

1. INTRODUCTION 

Elections are a formal collective decision-making 
process in which the population chooses a person to hold 
public office. There are many ways to vote, including 
paper and electronic voting. The world has begun to turn 
to electronic voting because this method is easier and 
faster than traditional voting. Internet voting (I-voting) is 
one of the methods of electronic voting through which it 
can be possible to increase the rate of participation 
because the voters can vote from any place or device and 
also the results are accurate and calculated in a short time 
[1]. 

Many I-voting systems have emerged (For example, 
see [2], [3], [4], and [5]). However, the Helios voting 
system [6] is one of the most relevant I-voting tools to 
date [7]. The Helios system has gained fame because it is 
open source, permits end-to-end verification, does not 
require the installation of any software, and everyone has 
the right to vote only once. Despite these advantages, the 
Helios system suffers from being conducted only in a 
low-coercive and small-scale environment, it takes no 
action to prevent or reduce coercion, and inexperienced 
voters have difficulty voting because the commands are a 
bit difficult and complicated [8], [9]. 

Helios can be considered the cornerstone in open-
source I-voting. Thus, it has been treated as one of the 
main references for developing new I-voting systems. 
Hence, several improvements have been proposed to the 
Helios system in various aspects.  

V. Cortier et al. analyzed the secrecy of the ballot in 
the Helios system. A security gap had been discovered 
that allows the adversary to violate voter privacy. The gap 
exploits the lack of independence of the ballot and works 
by replaying the voter ballot, which amplifies the voter’s 
contribution to the election result, and this magnification 
can violate privacy. A solution to this problem was 
presented and it was found that this solution can meet the 
official definition of ballot secrecy using the applied 
calculus [10]. 

D. Chung et al. provided the Helios system with multi-
servers’ capability. These servers communicate via the 
Paxos protocol, a protocol for distributed environments 
that bear errors. The measure comes to reduce the risk of 
denial of service attacks. In the event of an attack on one 
server and disabling it, it would still be possible to vote 
from other servers [11]. S. Srinivasan et al. noticed that an 
insecure server in Helios can stuff ballot and this seems to 
limit claims of the system of end-to-end verification. It 
was investigated how ballot stuffing could be addressed 
with a minimum change in the current voting experience 
in Helios. The ideas presented are general and intuitive 
enough to be applied in the context of the other I-voting 
systems. They also addressed some recent attacks that 
exploit the ballots' malleability in Helios [12]. 

M. Meyer et al. showed that Helios does not meet the 
strong non-reusability because the opponent can cause a 
ballot other than that of the voter. In particular, the 
opponent can intercept the authorization token associated 
with the ballot that the opponent wants to count, wait until 
the voter broadcasts his last ballot, and then release the 
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intercepted token. The issued token causes the bulletin 
board to accept the opponent's ballot and archive the voter 
ballot. They also showed that the opponent could choose 
the contents of these ballots. Thus, opponents can unduly 
influence the choice of representatives [13]. Other 
proposals for Helios improvements can be found in [14], 
[15], and [16]. 

Evaluation studies concluded that Helios is a very 
useful I-voting system in several aspects. However, they 
also shown some important practical implications related 
to the use of Helios. Therefore, existing shortcomings in 
coercion resistance, usability, and some security issues 
advise for a gradual approach, in which I-voting plays an 
increasing role is the most desirable option [7], [17]. 
Therefore, this work introduces a new version of Helios 
that avoids some limitations of the previously proposed 
versions.  

In this paper, Helios++, an I-voting system based on 

the public key infrastructure and the Helios system is 

presented. The main objective of the proposed system is 

to improve the Helios system in terms of both security and 

usability, especially for Arabic-speaking people. Some 

other theoretical related aspects to Helios ++ can be found 

elsewhere [18], [19]. The remaining of the paper is 

organized as follows: More information about the Helios 

system is presented in Section 2. Then, the design and 

implementation aspects of the Helios++ system are 

explained in sections 3 and 4, respectively. In Section 5, 

the experimental results are presented and discussed. 

Finally, the paper is concluded in Section 6. 

 

2. THE HELIOS VOTING SYSTEM 

Helios system is an open-source web-based I-voting 
system that was released in 2008. Trusting a server isn’t 
needed because of the character of the system’s work. 
Even if administrators of the system are malicious, the 
voting process stays fully verifiable. The voter can verify 
that her/his vote has been counted among the final votes, 
so the Helios system provides individual verifiability. The 
voter can also verify that all votes have been calculated 
correctly and thus the system provides universal 
verifiability [20]. 

Helios system uses a third party to validate the votes, 
enough for eligibility, assuming that the third party is 
honest. The validated ballots are listed along with the 
voters’ identities, and a maximum of one ballot is listed 
next to each identity, enough to not be reusable. Other 
ballots are archived. Auditing is used to determine 
whether unauthenticated ballots are listed, or if non-voter 
ballots are authenticated incorrectly by a dishonest third 
party [21]. Figure 1 shows the Helios voting protocol. 

The voting steps in the Helios system are [22], [23]: 

1. Registration to the system. 

2. Click on "Vote in this Election" link and go to the 
"Voting Booth" page. 

3. Read instructions on how to vote and then answer 
election questions. 

4. Press the "Proceed" button and go to the next page. 

5. Review voting, and also there are three options. 

a) Click on the "edit responses" button and return to 
the "Voting Booth" page. 

b) Press the "Submit" button and go to the "Submit 
Box" page. 

 If you press the "Cancel" button you will be 
taken to the Helios homepage. 

 If you press the "Cast this ballot" button, you 
will be taken to the confirmation page and then 
to the Helios homepage. 

c) Click the "Verify Encryption" button and go to the 
"Helios verifier" page. 

 If you click on the "Ballot Verifier" link, you 
will be taken to a verification page, the voting 
will be verified, and then back to the Helios 
homepage. 

 If the "back to voting" button is clicked, you 
will be returned to the "Voting Booth". 

 

Figure 1. Helios voting protocol [22]. 

3. DESIGN ASPECTS OF THE PROPOSED HELIOS++ 

SYSTEM 

The proposed Helios++ system includes 
improvements to the Helios voting system in four main 
areas: Security, scalability, anti-coercion, and usability. 
The suggestion of these improvements has come after 
studying the Helios system and showing its weaknesses 
that make it less used by voters. These improvements can 
make Helios++ safer and more widely used. 

The main voting steps of the Helios++ system are: 

1. Registration to the system by either Google, Facebook, 
Yahoo, or LinkedIn account. 

2. Press the "Arabic" button and convert the language 
into Arabic. 

3. Click the "Certification Authority" button and go to 
the Certification Authority (CA) page. 

a) Press the "Create Certificate" button and then the 
voter certificate is automatically generated. 
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b) Click on the "Download Certificate" button and 
the voter certificate will be downloaded to the 
voter device. 

c) Click on the "Download Public Key" button and 
then the Helios Public Key is downloaded to the 
voter device 

d) Click on the button "Verify Helios" and then go to 
a page to verify the validity of the Helios 
certificate. 

4. Sign Vote (RSA or DSA) using keys in the certificate. 

5. Encrypt Vote using keys in the certificate. 

There are two basic sides of the proposed system: The 
server-side and the client-side. On the client-side, the 
voting process is conducted and the vote is encrypted. 
Voters can vote even if they are not connected to the 
Internet, thereby reducing the chances of attack. After the 
vote, voters can reconnect to the Internet and send the 
vote to the server. On the server-side, decryption, 
counting, and announcing results are performed. The 
proposed system is designed to include both server and 
client sides.  

A. Security and Scalability 

Helios++ incorporates a public-key CA to create the 
required cryptographic keys. Public keys are created and 
connected to the voter. The keys are used for encrypting 
and signing votes. Adding the CA to produce the keys for 
encryption and digital signature dramatically increases 
system security by enabling advanced security services to 
protect the system and data. Indeed, the scalability of the 
Helios++ system can be increased in a distributed 
environment compared to the other typical deployment of 
the Helios system. Figure 2 illustrates integrating the CA 
in the proposed system. 

B. Coercion Resistance 

The Helios++ system enables a voter to have more 
than one account to vote. Each voter has a “real” account 
(based on his/her choice) used to vote and other “fake” 
accounts that can be used by the voter when she/he is 
subjected to coercion. During the voting process, if the 
voter registers in her/his “real” account, she/he can vote in 
the elections and her/his vote is placed in the main 
database and is therefore counted. If a voter is coerced, 
she/he will be able to use one of her/his “fake” accounts to 
vote as the attacker wants. Voting, in this case, is placed 
in the secondary database, so her/his vote will not be 
counted within the final result. This is illustrated in Figure 
3.  

Note that we use the terms “real” and “fake” accounts 
to mean that the voter during the registration (or later) 
tells the system to count the vote coming from login based 
on the “real” account and to ignore any votes coming 
from login based on other “fake” accounts. Thus, “real” 
and “fake” are merely related to the voting process and 
cannot be extended to other meanings since all the 
accounts are actually belonging to that voter.  

 

 

Figure 2. A block diagram illustrating the integration of the certificate 
authority (CA) within Helios++. 

 

 

 

Figure 3. A block diagram illustration of adding multi-accounts to 
Helios++. 

C. Helios++ Interface 

The original English interface of Helios has been 
improved as it is difficult to understand and deal with the 
interface by people who do not have extensive knowledge 
of technology. Many commands are difficult to 
understand or it is not clear why they exist or what they 
should do. In the proposed Helios++ system, some 
commands have been modified and unnecessary ones 
have been omitted. 

Furthermore, a new Arabic interface has been added to 
Helios++ to make the system more usable by people who 
do not know English in Arab countries. That is where 
many voters cannot read English words or feel 
uncomfortable when dealing with commands in that 
language. Also, significant work has been done to 
improve this new Arabic interface by reducing the 
unnecessary commands and adding clarifications for each 
step. 

D. Mutual Authentication 

In the current version of Helios++, it is assumed that 
the voting environment is controllable somehow. For 
example, it could be organizational elections (e.g., 
university-level elections). Thus, the registration phase 
can be based on the voter’s organizational email so that 
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other personal accounts of the voter can be provided based 
on that. Indeed, authentication is done for the voter 
assuming that the registration phase has been done in a 
trustworthy environment. However, for larger scale 
elections, an untrustworthy environment should be 
assumed. In this latter case, we are investigating a hybrid 
mutual authentication protocol that is based on both 
digital signature and biometry for voter verification 
similar to that outlined in [24]. Inclusion of the biometric 
authentication would mean that the enrollment phase 
needs to be done in advance before elections. Then, the 
biometric recognition phase will be activated during the 
voter’s login. However, this is considered out of the scope 
of the current work and will be investigated in the future. 

4. IMPLEMENTATION OF HELIOS++ 

In the proposed Helios++ system, there is a CA that 
creates certificates for voters and issues public and private 
keys to them. This helps to prove their ownership of these 
keys and they are authorized to vote in the elections. The 
CA also creates a certificate for the Helios++ server. The 
keys are used in the encryption process as well as the 
digital signature. The voting process in Helios++ is 
outlined in Algorithm 1. 

Considering the implementation of the multi-accounts 
feature, at first the voter logs into the system using the 
available registration methods (The hybrid mutual 
authentication using digital signatures and biometry 
mentioned above is not included in the current version of 
the work). The voter is then asked if he/she wants to make 
this account his/her real account. If the voter chooses 
"yes", his/her vote will be counted among the final votes. 
If a voter chooses "no", his/her vote will not be counted. 
Voters can change their real accounts at any time (just 
before the election).  

Note that relying on IP or physical addresses of voters 
for deciding which accounts belong to one person lets the 
system vulnerable to spoofing and impersonation attacks. 
Alternatively, relying on organizational email accounts 
limits the usability of the system and still suffers from 
stealing identity attacks. Thus, a sophisticated solution to 
this issue can be based on the protocol outlined in Section 
3-C. Algorithm 2 outlines the use of multi-accounts in the 
voting process of Helios++. 

For working on the user interface side, Django uses 
the MTV pattern to design software. It is a collection of 
three elements: Model, Template, and View. The model 
helps in dealing with the database. It's the data access 
layer that handles data. The template is a presentation 
layer that completely manages the UI portion. The view is 
used to implement business logic and interact with the 
model to carry data and render the template. The user asks 
for a resource for Django. Django acts as a controller and 
verifies the resource available in the URL. If a URL is set, 
the view that interacts with the model and template is 
called, where a template is rendered. Django responds to 
the user and sends the template as a response. 

 

Algorithm 1: The Helios++ voting process 

INPUT: Voter’s login 

OUTPUT: Voting final result 

1. Voter login to the system 

2. Generate the certificate: 

PU Voter = Voter’s public key 

PR Voter = Voter’s private key 

3. Vote for a candidate:  

V = Vote 

4. Encryption and signature: 

Encrypt = (PU Voter, V) 

Sign = (PR Voter, V) 

5. Cast the ballot:  

FinalResult = FinalResult + V 

6. Return (FinalResult) 

 

 

 

Algorithm 2: Voting using multi-accounts 

INPUT: Voter’s login by a “real” or “fake” 

account 

OUTPUT: Updating the related database and 

showing the final result 

1. Voter login to the system 

2. If using a “real” account; 

a) Vote for a candidate  

V = Vote 

b) Update the main database (DBmain) with 

the new vote: 

 DBmain = DBmain + V 

c) FinalResult = DBmain 

3. If using a “fake” account; 

a) Vote for a candidate 

V = Vote 

b) Update the secondary database (DBSec) 

with the new vote:    

DBSec = DBSec + V 

c) FinalResult = DBSec 

4. Return (FinalResult) 

 

 

To improve the system user interface, the work has 
been done on the necessary parts of the templates. 
Templates appearing to users that contain commands and 
words have been modified, simplified, and enhanced. 
Some of the unnecessary commands and words have been 
removed and explanatory objects have been added. As for 
adding Arabic to the system, the commands in Python 
have been used to translate the interface. Also, a button 
that appears on all pages to change the language from 
English to Arabic and vice versa has been added. 
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5. RESULT AND DISCUSSION 

In this section, some experimental results of the 
Python implementation of the proposed Helios++ system 
are presented. Figure 4 represents the interface of the CA 
that appears to the voter. The voter can create her/his 
certificate, download her/his certificate, download the 
Helios++ certificate, and also check the Helios++ 
certificate. When the "Generate Certificate" button is 
pressed, the system automatically generates a voter 
certificate that contains the voter's keys. These keys are 
used during the voting process. The "Get Certificate" and 
"Get Public Key" buttons allow the voter to download 
his/her certificate, download the Helios++ public key, and 
save them to her/his device in a safe place. Finally, there 
is a button labeled "Verify Helios", which when pressed 
the voter is redirected to a special page containing the 
certificate of Helios++, where he/she can verify its 
validity. 

 

Figure 4. Helios++ CA page. 

Upon completion of the certificate creation process, 
the voter goes to the voting page. After she/he votes and 
selects the candidate she/he wants, the voter will then 
choose if she/he wants to encrypt her/his vote and/or sign 
it (using either RSA or DSA). If selected, the system will 
automatically use the voter keys in the certificate for 
encrypting and signing. Figure 5 represents the voting 
page. 

 

Figure 5. Helios++ voting page. 

For testing, a Lenovo computer was used with an Intel 
Celeron processor and 4GB RAM. The time taken by the 
system to sign the vote has been calculated. Figure 6 
shows the results where RSA with different key sizes and 
DSA are used for the signature. The sizes of the RSA keys 
tested are 512, 1024, 2048, and 4096 bits, respectively. 

The DSA key size is 2048 bits. Note that all results show 
that the time required to sign a vote is less than one 
second, which for our case can be considered to be a very 
short time. Time increases as the volume of the key used 
increases. When the size of the key used in the DSA 
algorithm is equal to the key in the RSA, the speed of 
performance is almost equal or with a very small 
difference. 

 

Figure 6 Results of the speed of digital signature performance. 

 

To encrypt the votes, the AES algorithm has been 
used. The AES is a symmetric encryption algorithm, so an 
asymmetric RSA algorithm is used with it. The AES key 
is first created and then the RSA algorithm is used to 
encrypt the AES key. AES algorithm is then used to 
encrypt votes. Different key sizes were used for the AES 
algorithm and calculate the time required for encryption 
as shown in Figure 7. 

 

Figure 7 Results of the speed of the AES Algorithm. 

 

The original Helios interface has been improved and 
made easier to use by voters. For example, Figure 8 shows 
the "Review page" after it has been improved, where 
some of the commands have been clarified and some 
unimportant texts have been removed. 

Furthermore, a questionnaire including 60 people of 
different ages (22 to 70 years old) has been conducted to 
know their opinions about the easiness of using the 
proposed I-voting system (Helios++) compared to the 
original Helios. 50% of the participants are males, 50% 
are females, 58% are employees and 42% are non-
employees, 75% have completed their education, 17% are 
students, and 8% are uneducated. Participants have voted 
using Helios as well as the proposed Helios++ systems. 
Then, they have been asked 10 questions about their 
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satisfaction with the voting process. The questions and 
answers are summarized in Table 1. 

 

Figure 8: Helios++ review page. 

 

TABLE 1.QUESTIONNAIRE SUMMARY. 

Answers 
Questions  

No Yes 

37% 63% Do you trust Internet voting systems? 1 

32% 68% Was it difficult to use Helios? 2 

42% 58% Do you understand all the orders in Helios? 3 

62% 38% 
Will you use the Helios system to vote in the 

future? 
4 

47% 53% Was the language in Helios understood? 5 

15% 85% Was the Helios++ easy to use? 6 

35% 65% 
Did you use the Arabic language to understand 

the orders in Helios++? 
7 

19% 81% Will you use the Helios++ to vote in the future? 8 

32% 68% Did you complete the voting using Helios? 9 

9% 91% 
Did you complete the voting using the 

Helios++? 
10 

 

It can be noted that adding the CA to the voting 
system increases security because it is a trusted entity that 
creates public and private keys. Public and private keys 
are used for encryption and digital signature, so the 
process of creating them by a trusted entity is necessary. 
This addition also increases the voters' confidence in the 
system and thus increases the turnout and its use by them. 
Furthermore, the use of multiple accounts greatly reduces 
the risk of coercion and also gives the voter the freedom 
to choose the account through which he wants to log in. 
Since there are four ways to vote (One real account and 
three fake accounts are possible for each user in the 
current implementation of Helios++. These accounts can 
be based on Google, Facebook, Yahoo, and/or LinkedIn 
accounts), this makes it difficult for the coercer to 
distinguish which of these accounts is the real account. 
The use of this feature added a lot to the proposed voting 
system. 

Finally, the questionnaire shows that the proposed 
Helios++ system is superior to Helios in terms of ease of 
use. Those who had difficulty using both systems did not 
know technology. The majority used the Arabic language 
during the voting because the group tested was Arab. It 
was also noted that some people did not complete the 
voting in both systems due to a large number of 
instructions and pages to which they travel. 

6. CONCLUSION 

A new I-voting system called Helios++ has been 
proposed. This system is based on Helios and public-key 
certificates. It has improvements to the security, 
scalability, coercion, and usability aspects of the Helios 
voting system. On the security and scalability side, it has 
been suggested to use a CA for creating a certificate for 
each voter. The possibility of signing each vote was added 
using either the RSA or DSA algorithm. To reduce the 
risk of coercion, it is suggested that each voter has up to 
four accounts. One of these accounts is “real”. This means 
that when a voter votes through it, this vote will be 
counted. Other accounts will be used if the voter is 
coerced, in which case the vote will not be counted. The 
simplifications and modifications made to Helios 
interfaces and adding Arabic language interfaces have 
increased the Helios++ system usability, especially for 
Arab users. The conducted questionnaire has indicated 
that voters are more satisfied with the proposed system 
compared to the Helios system. One possible future work 
direction is to integrate Helios++ with a biometric 
authentication system for initial voter enrolment/. 
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